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B #85
Refer to the exhibit.

‘What should be determined from this Apache log?

A. A module named mod_ssl is needed to make SSL connections.
B. The SSL traffic setup is improper

C. The certificate file has been maliciously modified

D. The private key does not match with the SSL certificate.

IEf#: B

HR #86
A threat actor attempts to avoid detection by turning data into a code that shifts numbers to the right four times. Which anti-forensics
technique is being used?

A. tunneling
B. encryption
C. obfuscation

D. poisoning
EfE: C

R -

This scenario describes asubstitution cipher, where data is made unreadable or less recognizable without altering its functionality.
According to the Cisco CyberOps Associate guide, obfuscation includes techniques such as shifting, encoding, and symbol
manipulation to mask the true nature of data or code:

"A very well-known cipher, the Caesar cipher... shifts the letter of the alphabet by a fixed number... This technique is a form of data
obfuscation used to bypass detection mechanisis.".

B #87
What is the finction of a disassembler?

A. aids defining breakpoints in program execution

B. aids transforming symbolic language into machine code
C. aids performing static malware analysis

D. aids viewing and changing the running state

EfE: C

A :

A disassembler is a forensic and reverse engineering tool that translates machine-level code (bmnary) back mto human-readable
assembly language. This is used during static malware analysis to understand how the malware is constructed and what it is designed
to do without actually executing the code.

According to theCyberOps Technologies (CBRFIR) 300-215 study guide, "Disassembler tools are used to assist with reverse
malware engineering by allowing a security professional to examine the binary and understand the functionality of the malware code".
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P #88

An organization recovered froma recent ransomware outbreak that resulted in significant business damage. Leadership requested a
report that identifies the problems that triggered the incident and the security team's approach to address these problens to prevent a
reoccurrence. Which components of the incident should an engineer analyze first for this report?

A. impact and flow
B. cause and effect
C. motive and factors
D. risk and RPN

Ef#: C

HM #89
What are YARA rules based upon?

A. TP addresses

B. binary patterns
C. network artifacts
D. HTML code

H
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