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o Zero-Trust LAN Access: This domain covers machine authentication, MAC Authentication Bypass, NAC
policies for wireless security, guest portal deployment, and advanced solutions like FortiLink NAC,
dynamic VLAN, and VLAN pooling,

e Central Management: This section addresses managing FortiSwitch via FortiManager over FortiLink,
implementing zero-touch provisioning, configuring VLANS, ports, and trunks, and setting up FortiExtender

=H 2
= and FortiAP devices.

¢ Authentication: This domain covers advanced user authentication using RADIUS and LDAP, two-factor
authentication with digital certificates, and configuring syslog and RADIUS single sign-on on

A3
=H FortiAuthenticator.
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¢ Monitoring and Troubleshooting: This section covers configuring quarantine mechanisms, managing
=X 4 FortiAIOps, troubleshooting FortiGate communication with FortiSwitch and FortiAP, and using monitoring
tools for wireless connectivity.
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HE #99
Refer to the exhibits which show the FortiSwitch and FortiGate interface configurations.
FortiSwitch VLAN configuration

& Phrysical interface
& Ptrysical Interface
B Phrysical Interface
& Physical Interface

fortilink B 802 Jad Aggregate 28 fortiink Dedicated to FortiSwitch
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Port Name

Description
0/63

Access Mode Assign Port Policy | NAC
Native VLAN *§ Student b
Allowed VLANS Q

x§ quaranting
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FEZEHTInET’Cﬁﬂ to select 2 entries selected

Security Policy Click to select v
LLDP Profile default-auto-isl -
QoS Policy detault -
ACL Group @ +

PoE Status [ =}

DHCP Snooping >

Which two statements describe how port2 handles tagged and untagged traffic? (Choose two.) Response:

A. Port2 accepts ingress tagged traffic for VLAN IDs 4091 and 4093 only.

B. Port2 assigns ingress untagged traffic to VLAN 100.

C. Port2 tags egress traffic for VLAN 100.

D. Port2 accepts ingress untagged traffic for VLAN IDs 100, 4091, and 4093 only.
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EAE #100
How do you configure a FortiAuthenticator guest portal to expire credentials after 2 hours?
Response:

A. set guest-account-timeout 2h
B. set expire-time 7200

C. set auth-expiry 120

D. set ttl 120

HE. C

AE #101

Which two statements about the use of digital certificates are true?
(Choose two.)

Response:

e A. A certificate revocation list (CRL) automatically removes revoked certificates from all systens in real time.
¢ B. Intermediate CAs help establish a hierarchical chain of trust.



¢ (. CRLs are required only for self-signed certificates.
¢ D. A certificate signed by an intermediate CA is still part of a trusted chain.

4. BD

EAE #102
What default port is used for FortiAuthenticator to send syslog messages over UDP?
Response:

A0
B. 1
C.2
D.3

02
m

: B

EE #103
‘Which FortiAnalyzer dashboard provides AlOps-related summaries and alerts?
Response:

A. Fabric View > Al-Powered Insights
B. FortiView > System Events

C. Log View > Threats

D. Incidents & Events > AIOps
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