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Palo Alto Networks XDR Analyst Sample Questions (Q23-Q28):
NEW QUESTION # 23 
What types of actions you can execute with live terminal session?

A. Manage Network configurations, Quarantine Files, Run PowerShell scripts
B. Manage Processes, Manage Files, Run Operating System Commands, Run Python Commands and Scripts
C. Apply patches, Reboot System, send notification for end user, Run Python Commands and Scripts
D. Manage Processes, Manage Files, Run Operating System Commands, Run Ruby Commands and Scripts

Answer: B

Explanation:
Live terminal session is a feature of Cortex XDR that allows you to remotely access and control endpoints from the Cortex XDR
console. With live terminal session, you can execute various actions on the endpoints, such as:
Manage Processes: You can view, start, or kill processes on the endpoint, and monitor their CPU and memory usage.
Manage Files: You can view, create, delete, or move files and folders on the endpoint, and upload or download files to or from the
endpoint.
Run Operating System Commands: You can run commands on the endpoint using the native command-line interface of the operating
system, such as cmd.exe for Windows, bash for Linux, or zsh for macOS.
Run Python Commands and Scripts: You can run Python commands and scripts on the endpoint using the Python interpreter
embedded in the Cortex XDR agent. You can use the Python commands and scripts to perform advanced tasks or automation on
the endpoint.
Reference:
Initiate a Live Terminal Session
Manage Processes
Manage Files
Run Operating System Commands
Run Python Commands and Scripts

NEW QUESTION # 24 
In the deployment of which Broker VM applet are you required to install a strong cipher SHA256-based SSL certificate?

A. Syslog Collector
B. CSV Collector
C. Agent Installer and Content Caching
D. Agent Proxy

Answer: C

Explanation:
The Agent Installer and Content Caching applet of the Broker VM is used to download and cache the Cortex XDR agent
installation packages and content updates from Palo Alto Networks servers. This applet also acts as a proxy server for the Cortex
XDR agents to communicate with the Cortex Data Lake and the Cortex XDR management console. To ensure secure
communication between the Broker VM and the Cortex XDR agents, you are required to install a strong cipher SHA256-based
SSL certificate on the Broker VM. The SSL certificate must have a common name or subject alternative name that matches the
Broker VM FQDN or IP address. The SSL certificate must also be trusted by the Cortex XDR agents, either by using a certificate
signed by a public CA or by manually installing the certificate on the endpoints. Reference:
Agent Installer and Content Caching
Install an SSL Certificate on the Broker VM

NEW QUESTION # 25 
Can you disable the ability to use the Live Terminal feature in Cortex XDR?

A. Yes, via the Cortex XDR console or with an installation switch.
B. No, it is a required feature of the agent.
C. No, a separate installer package without Live Terminal is required.
D. Yes, via Agent Settings Profile.



Answer: D

Explanation:
The Live Terminal feature in Cortex XDR allows you to initiate a remote connection to an endpoint and perform various actions such
as running commands, uploading and downloading files, and terminating processes. You can disable the ability to use the Live
Terminal feature in Cortex XDR by configuring the Agent Settings Profile. The Agent Settings Profile defines the behavior and
functionality of the Cortex XDR agent on the endpoint. You can create different profiles for different groups of endpoints and assign
them accordingly. To disable the Live Terminal feature, you need to uncheck the Enable Live Terminal option in the Agent Settings
Profile and save the changes. This will prevent the Cortex XDR agent from accepting any Live Terminal requests from the Cortex
XDR management console. Reference:
Live Terminal: This document explains how to use the Live Terminal feature to investigate and respond to security events on
Windows endpoints.
Agent Settings Profile: This document describes how to create and manage Agent Settings Profiles to define the behavior and
functionality of the Cortex XDR agent on the endpoint.

NEW QUESTION # 26 
What is the Wildfire analysis file size limit for Windows PE files?

A. No Limit
B. 100MB
C. 500MB
D. 1GB

Answer: B

Explanation:
The Wildfire analysis file size limit for Windows PE files is 100MB. Windows PE files are executable files that run on the Windows
operating system, such as .exe, .dll, .sys, or .scr files. Wildfire is a cloud-based service that analyzes files and URLs for malicious
behavior and generates signatures and protections for them. Wildfire can analyze various file types, such as PE, APK, PDF, MS
Office, and others, but each file type has a different file size limit. The file size limit determines the maximum size of the file that can be
uploaded or forwarded to Wildfire for analysis. If the file size exceeds the limit, Wildfire will not analyze the file and will return an
error message.
According to the Wildfire documentation1, the file size limit for Windows PE files is 100MB. This means that any PE file that is
larger than 100MB will not be analyzed by Wildfire. However, the firewall can still apply other security features, such as antivirus,
anti-spyware, vulnerability protection, and file blocking, to the PE file based on the security policy settings. The firewall can also
perform local analysis on the PE file using the Cortex XDR agent, which uses machine learning models to assess the file and assign it
a verdict2.
Reference:
WildFire File Size Limits: This document provides the file size limits for different file types that can be analyzed by Wildfire.
Local Analysis: This document explains how the Cortex XDR agent performs local analysis on files that cannot be sent to Wildfire
for analysis.

NEW QUESTION # 27 
Which statement is true for Application Exploits and Kernel Exploits?

A. Kernel exploits are easier to prevent then application exploits.
B. The ultimate goal of any exploit is to reach the application.
C. The ultimate goal of any exploit is to reach the kernel.
D. Application exploits leverage kernel vulnerability.

Answer: C

Explanation:
The ultimate goal of any exploit is to reach the kernel, which is the core component of the operating system that has the highest level
of privileges and access to the hardware resources. Application exploits are attacks that target vulnerabilities in specific applications,
such as web browsers, email clients, or office suites. Kernel exploits are attacks that target vulnerabilities in the kernel itself, such as
memory corruption, privilege escalation, or code execution. Kernel exploits are more difficult to prevent and detect than application
exploits, because they can bypass security mechanisms and hide their presence from the user and the system. Reference:
Palo Alto Networks Certified Detection and Remediation Analyst (PCDRA) Study Guide, page 8 Palo Alto Networks Cortex



XDR Documentation, Exploit Protection Overview

NEW QUESTION # 28
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