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universities can buy it without any pressure. And we will give discounts on the FCSS_EFW_AD-7.6 learning materials from time to
time.

Fortinet FCSS_EFW_AD-7.6 Exam Syllabus Topics:

Topic Details

Topic 1

System Configuration: This section of the exam measures the skills of a Network Security Architect and
covers the implementation and integration of core Fortinet infrastructure components. It includes deploying
the Security Fabric, enabling hardware acceleration, configuring high availability operational modes, and
designing enterprise networks utilizing VLANs and VDOM technologies to meet specific organizational
requirements.

Topic 2
Central Management: This section of the exam measures the skills of a Security Operations Manager and
covers the implementation of centralized management systems for coordinated control and oversight of
distributed Fortinet security infrastructures across enterprise environments.

Topic 3

Routing: This section of the exam measures the skills of a Network Infrastructure Engineer and covers the
implementation of dynamic routing protocols for enterprise network traffic management. It includes
configuring both OSPF and BGP routing protocols to ensure efficient and reliable data transmission across
complex organizational networks.

Topic 4

VPN: This section of the exam measures the skills of a VPN Solutions Engineer and covers the
implementation of various virtual private network technologies. It includes configuring IPsec VPN using
IKE version 2 protocols and implementing Automatic Discovery VPN solutions to establish on-demand
secure tunnels between multiple sites within an enterprise network infrastructure.

Topic 5

Security Profiles: This section of the exam measures the skills of a Threat Prevention Specialist and covers
the configuration and management of comprehensive security profiling systems. It includes implementing
SSL
SSH inspection, combining web filtering and application control mechanisms, integrating intrusion
prevention systems, and utilizing the Internet Service Database to create layered security protections for
organizational networks.

Fortinet FCSS - Enterprise Firewall 7.6 Administrator Sample Questions
(Q46-Q51):
NEW QUESTION # 46 
A company's guest internet policy, operating in proxy mode, blocks access to Artificial Intelligence Technology sites using
FortiGuard. However, a guest user accessed a page in this category using port 8443.
Which configuration changes are required for FortiGate to analyze HTTPS traffic on nonstandard ports like
8443 when full SSL inspection is active in the guest policy?

A. To analyze nonstandard ports in web filter profiles, use TLSv1.3 in the SSL/SSH Inspection Profile.
B. In the Protocol Port Mapping section of the SSL/SSH Inspection Profile, enter 443, 8443 to analyze both standard (443)
and non-standard (8443) HTTPS ports.
C. Administrators can block traffic on nonstandard ports by enabling the SNI check in the SSL/SSH Inspection Profile.
D. Add a URL wildcard domain to the website CA certificate and use it in the SSL/SSH Inspection Profile.

Answer: B

Explanation:
When FortiGate is operating in proxy mode with full SSL inspection enabled, it inspects encrypted HTTPS traffic by default on port
443. However, some websites may use non-standard HTTPS ports (such as 8443), which FortiGate does not inspect unless
explicitly configured.
To ensure that FortiGate inspects HTTPS traffic on port 8443, administrators must manually add port 8443 in the Protocol Port
Mapping section of the SSL/SSH Inspection Profile. This allows FortiGate to treat HTTPS traffic on port 8443 the same as traffic
on port 443, enabling proper inspection and enforcement of FortiGuard category-based web filtering.
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NEW QUESTION # 47 
How will configuring set tcp-mss-sender and set tcp-mss-receiver in a firewall policy affect the size and handling of TCP packets in
the network?

A. Applying commands in a firewall policy determines the largest payload a device can handle in a single TCP segment.
B. The maximum segment size permitted in the firewall policy determines whether TCP packets are allowed or denied.
C. The TCP packet modifies the packet size only if the size of the packet is less than the one the administrator configured in
the firewall policy.
D. The administrator must consider the payload size of the packet and the size of the IP header to configure a correct value in
the firewall policy.

Answer: A

Explanation:
The set tcp-mss-sender and set tcp-mss-receiver commands in a firewall policy allow an administrator to adjust the Maximum
Segment Size (MSS) of TCP packets.
This setting controls the largest payload size that a device can handle in a single TCP segment, ensuring that packets do not exceed
the allowed MTU (Maximum Transmission Unit) along the network path.
# set tcp-mss-sender adjusts the MSS value for outgoing TCP traffic.
# set tcp-mss-receiver adjusts the MSS value for incoming TCP traffic.
This helps prevent issues with fragmentation and MTU mismatches, improving network performance and avoiding retransmissions.

NEW QUESTION # 48 
Refer to the exhibit, which shows a revision history window in the FortiManager device layer.

The IT team is trying to identify the administrator responsible for the most recent update in the FortiGate device database.
Which conclusion can you draw about this scenario?

A. Find the user in the FortiManager system logs and use the type=script command to find the administrator user in the user
field.
B. To identify the user who created the event, check it on the Configuration and Installation widget on FortiGate within the
FortiManager device layer.
C. This retrieved process was automatically triggered by a Remote FortiGate Directly (via CLI) script.
D. The user script_manager is an API user from the Fortinet Developer Network (FDN) retrieving a configuration.

Answer: A

Explanation:
The Configuration Revision History window in FortiManager shows that the most recent configuration change (ID 10) was created
by script_manager with the action Retrieved.
Since script_manager is a system-level script execution user, the IT team needs to find who actually triggered this script. This can be
done by:
# Checking the FortiManager system logs for script execution events.
# Using the type=script filter to locate the administrator associated with the script execution.

NEW QUESTION # 49 
An administrator is extensively using VXLAN on FortiGate.



Which specialized acceleration hardware does FortiGate need to improve its performance?

A. NTurbo
B. NP7
C. SP5
D. ##9

Answer: B

Explanation:
VXLAN (Virtual Extensible LAN) is an overlay network technology that extends Layer 2 networks over Layer 3 infrastructure.
When VXLAN is used extensively on FortiGate, hardware acceleration is crucial for maintaining performance.
# NP7 (Network Processor 7) is Fortinet's latest network processor designed to accelerate high-performance networking features,
including:
# VXLAN encapsulation/decapsulation
# IPsec VPN offloading
# Firewall policy enforcement
# Advanced threat protection at wire speed
NP7 significantly reduces latency and improves throughput when handling VXLAN traffic, making it the best choice for large-scale
VXLAN deployments.

NEW QUESTION # 50 
Refer to the exhibit, which shows a command output.

FortiGate_A and FortiGate_B are members of an FGSP cluster in an enterprise network.
While testing the cluster using the ping command, the administrator monitors packet loss and found that the session output on
FortiGate_B is as shown in the exhibit.
What could be the cause of this output on FortiGate_B?

A. FortiGate_A and FortiGate_B have the same standalone-group-id value.
B. session-pickup-connectionless is set to disable on FortiGate_B.
C. The session synchronization is encrypted.
D. FortiGate_B is configured in passive mode.

Answer: B

Explanation:
The Fortinet FGSP (FortiGate Session Life Support Protocol) cluster allows session synchronization between two FortiGate devices
to provide seamless failover. However, ICMP (ping) is a connectionless protocol, and by default, FortiGate does not synchronize
connectionless sessions unless explicitly enabled.
In the exhibit:
# The command get system session list | grep icmp on FortiGate_B returns no output, meaning that ICMP sessions are not being
synchronized from FortiGate_A.
# If session-pickup-connectionless is disabled, FortiGate_B will not receive ICMP sessions, causing packet loss during failover.

NEW QUESTION # 51
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