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EE #156

A company uses Amazon RDS to store transactional data. The company runs an RDS DB instance in a private subnet. A developer
wrote an AWS Lambda function with default settings to insert, update, or delete data in the DB instance.

The developer needs to give the Lambda function the ability to connect to the DB instance privately without using the public internet.
Which combination of steps will meet this requirement with the LEAST operational overhead? (Choose two.)

¢ A. Update the security group of the DB instance to allow only Lambda function invocations on the database port.

e B. Attach the same security group to the Lambda function and the DB instance. Include a self-referencing rule that allows
access through the database port.

¢ C. Turn on the public access setting for the DB instance.

e D. Configure the Lambda function to run in the same subnet that the DB instance uses.

e E. Update the network ACL of'the private subnet to include a self-referencing rule that allows access through the database
port.

Y. BD

=R

To enable the Lambda finction to connect to the RDS DB instance privately without using the public internet, the best combination
of steps is to configure the Lambda finction to run in the same subnet that the DB instance uses, and attach the same security group
to the Lambda function and the DB instance. This way, the Lambda finction and the DB instance can commumicate within the same
private network, and the security group can allow traffic between them on the database port. This solution has the least operational
overhead, as it does not require any changes to the public access setting, the network ACL, or the security group of the DB
instance.

The other options are not optimal for the following reasons:

* A. Turn on the public access setting for the DB instance. This option is not recommended, as it would expose the DB instance to
the public internet, which can compromise the security and privacy of the data. Moreover, this option would not enable the Larmbda
function to connect to the DB instance privately, as it would still require the Lambda function to use the public internet to access the
DB instance.

* B. Update the security group of the DB instance to allow only Lambda finction invocations on the database port. This option is
not sufficient, as it would only modify the inbound rules of the security group of the DB instance, but not the outbound rules of the
security group of the Lambda function.

Moreover, this option would not enable the Lambda function to connect to the DB instance privately, as it would still require the
Lambda finction to use the public internet to access the DB instance.

* E. Update the network ACL of the private subnet to include a self-referencing rule that allows access through the database port.
This option is not necessary, as the network ACL of the private subnet already allows all traffic within the subnet by defaul.
Moreover, this option would not enable the Lambda function to connect to the DB instance privately, as it would still require the
Lambda finction to use the public internet to access the DB instance.

References:

* 1: Connecting to an Amazon RDS DB instance

* 2: Configuring a Lambda function to access resources ina VPC

* 3: Working with security groups

* : Network ACLs
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A data engineer is launching an Amazon EMR duster. The data that the data engineer needs to load into the new cluster is currently
in an Amazon S3 bucket. The data engineer needs to ensure that data is encrypted both at rest and in transit.

The data that is in the S3 bucket is encrypted by an AWS Key Management Service (AWS KMS) key. The data engineer has an
Amazon S3 path that has a Privacy Enhanced Mail (PEM) file.

‘Which solution will meet these requirements?

¢ A Create an Amazon EMR security configuration. Specify the appropriate AWS KMS key for at-rest encryption for the S3
bucket. Specify the Amazon S3 path of the PEM file for in-transit encryption.
Create the EMR cluster, and attach the security configuration to the cluster.

¢ B. Create an Amazon EMR security configuration. Specify the appropriate AWS KMS key for at-rest encryption for the S3
bucket. Specify the Amazon S3 path of the PEM file for in-transit encryption. Use the security configuration during EMR
cluster creation.



¢ (. Create an Amazon EMR security configuration. Specify the appropriate AWS KMS key for at-rest encryption for the S3
bucket. Create a second security configuration. Specify the Amazon S3 path of the PEM file for in-transit encryption. Create
the EMR cluster, and attach both security configurations to the cluster.

¢ D. Create an Amazon EMR security configuration. Specify the appropriate AWS KMS key for local disk encryption for the
S3 bucket. Specify the Amazon S3 path of the PEM file for in-transit encryption. Use the security configuration during EMR
cluster creation.

He: B
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The data engineer needs to ensure that the data in an Amazon EMR cluster is encrypted both at rest and in transit. The data in
Amazon S3 is already encrypted using an AWS KMS key. To meet the requirements, the most suitable solution is to create an
EMR security configuration that specifies the correct KMS key for at- rest encryption and use the PEM file for in-transit encryption.
Option C: Create an Amazon EMR security configuration. Specify the appropriate AWS KMS key for at-rest encryption for the S3
bucket. Specify the Amazon S3 path of the PEM file for in-transit encryption. Use the security configuration during EMR cluster
creation. This option configures encryption for both data at rest (using KMS keys) and data in transit (using the PEM file for
SSI/TLS encryption). This approach ensures that data is fully protected during storage and transfer.

Options A, B, and D either involve creating unnecessary additional security configurations or make inaccurate assumptions about the
way encryption configurations are attached.

References:

Amazon EMR Security Configuration

Amazon S3 Encryption
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A media company wants to improve a system that recommends media content to customer based on user behavior and preferences.
To improve the recommendation system, the company needs to incorporate insights from third-party datasets into the company's
existing analytics platform

The company wants to minimize the effort and time required to incorporate third-party datasets.

Which solution will meet these requirements with the LEAST operational overhead?

e A. Use API calls to access and integrate third-party datasets from AWS Data Exchange.

¢ B. Use Amazon Kinesis Data Streans to access and integrate third-party datasets from Amazon Elastic Container Registry
(Amazon ECR).

e C. Use API calls to access and integrate third-party datasets from AWS

¢ D. Use Amazon Kinesis Data Streans to access and integrate third-party datasets from AWS CodeCommit repositories.

HE. A
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AWS Data Exchange is a service that makes it easy to find, subscribe to, and use third-party data in the cloud.

It provides a secure and reliable way to access and integrate data from various sources, such as data providers, public datasets, or
AWS services. Using AWS Data Exchange, you can browse and subscribe to data products that suit your needs, and then use API
calls or the AWS Management Console to export the data to Amazon S3, where you can use it with your existing analytics platform.
This solution minimizes the effort and time required to incorporate third-party datasets, as you do not need to set up and manage
data pipelines, storage, or access controls. You also benefit from the data quality and freshness provided by the data providers, who
can update their data products as frequently as needed12.

The other options are not optimal for the following reasons:

* B. Use API calls to access and integrate third-party datasets from AWS. This option is vague and does not specify which AWS
service or feature is used to access and integrate third-party datasets. AWS offers a variety of services and features that can help
with data ingestion, processing, and analysis, but not all of them are suitable for the given scenario. For example, AWS Glue is a
serverless data integration service that can help you discover, prepare, and combine data from various sources, but it requires you to
create and run data extraction, transformation, and loading (ETL) jobs, which can add operational overhead3.

* C. Use Amazon Kinesis Data Streams to access and integrate third-party datasets from AWS CodeCommit repositories. This
option is not feasible, as AWS CodeCommit is a source control service that hosts secure Git-based repositories, not a data source
that can be accessed by Amazon Kinesis Data Streans. Amazon Kinesis Data Streans is a service that enables you to capture,
process, and analyze data streans in real time, such as clickstream data, application logs, or [oT telemetry. It does not support
accessing and integrating data from AWS CodeCommit repositories, which are meant for storing and managing code, not data .

* D. Use Amazon Kinesis Data Streams to access and integrate third-party datasets from Amazon Elastic Container Registry
(Amazon ECR). This option is also not feasible, as Amazon ECR is a fully managed container registry service that stores, manages,
and deploys container images, not a data source that can be accessed by Amazon Kinesis Data Streams. Amazon Kinesis Data



Streams does not support accessing and integrating data from Amazon ECR, which is meant for storing and managing container
images, not data .

References:

* 1: AWS Data Exchange User Guide

* 2: AWS Data Exchange FAQs

* 3: AWS Glue Developer Guide

*: AWS CodeCommit User Guide

* : Amazon Kinesis Data Streans Developer Guide

* : Amazon Elastic Container Registry User Guide

* : Build a Continuous Delivery Pipeline for Your Container Images with Amazon ECR as Source
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A company uses AWS Step Functions to orchestrate a data pipeline. The pipeline consists of Amazon EMR jobs that ingest data
from data sources and store the data in an Amazon S3 bucket. The pipeline also includes EMR jobs that load the data to Amazon
Redshift.

The company's cloud infrastructure team manually built a Step Functions state machine. The cloud infrastructure team launched an
EMR cluster into a VPC to support the EMR jobs. However, the deployed Step Functions state machine is not able to run the EMR
jobs.

‘Which combination of steps should the company take to identify the reason the Step Functions state machine is not able to run the
EMR jobs? (Choose two.)

e A Verify that the Step Functions state machine code has all IAM permissions that are necessary to create and run the EMR
jobs. Verify that the Step Functions state machine code also includes IAM permissions to access the Amazon S3 buckets that
the EMR jobs use. Use Access Analyzer for S3 to check the S3 access properties.

¢ B. Use AWS CloudFormation to automate the Step Functions state machine deployment. Create a step to pause the state
machine during the EMR jobs that fail. Configure the step to wait for a human user to send approval through an email
message. Include details of the EMR task in the email message for further analysis.

¢ C. Query the flow logs for the VPC. Determine whether the traffic that originates from the EMR cluster can successfully reach
the data providers. Determine whether any security group that might be attached to the Amazon EMR cluster allows
connections to the data source servers on the informed ports.

e D. Check for entries in Amazon CloudWatch for the newly created EMR cluster. Change the AWS Step Functions state
machine code to use Amazon EMR on EKS. Change the IAM access policies and the security group configuration for the
Step Functions state machine code to reflect inclusion of Amazon Elastic Kubernetes Service (Amazon EKS).

¢ E. Check the retry scenarios that the company configured for the EMR jobs. Increase the number of seconds in the interval
between each EMR task. Validate that each fallback state has the appropriate catch for each decision state. Configure an
Amazon Simple Notification Service (Amazon SNS) topic to store the error messages.

HE. AC
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To identify the reason why the Step Functions state machine is not able to run the EMR jobs, the company should take the following
steps:

Verify that the Step Functions state machine code has all IAM permissions that are necessary to create and run the EMR jobs. The
state machine code should have an IAM role that allows it to invoke the EMR APIs, such as RunJobFlow, AddJobFlowSteps, and
DescribeStep. The state machine code should also have IAM permissions to access the Amazon S3 buckets that the EMR jobs use
as mput and output locations. The company can use Access Analyzer for S3 to check the access policies and permissions of the S3
buckets12. Therefore, option B is correct.

Query the flow logs for the VPC. The flow logs can provide information about the network traffic to and from the EMR cluster that
is launched in the VPC. The company can use the flow logs to determine whether the traffic that originates fiom the EMR cluster can
successfully reach the data providers, such as Amazon RDS, Amazon Redshift, or other external sources. The company can also
determine whether any security group that might be attached to the EMR cluster allows connections to the data source servers on
the informed ports. The company can use Amazon VPC Flow Logs or Amazon CloudWatch Logs Insights to query the flow logs3 .
Therefore, option D is correct.

Option A is incorrect because it suggests using AWS CloudFormation to automate the Step Functions state machine deployment.
While this is a good practice to ensure consistency and repeatability of the deployment, it does not help to identify the reasonwhy the
state machine is not able to run the EMR jobs. Moreover, creating a step to pause the state machine during the EMR jobs that fail
and wait for a human user to send approval through an email message is not a reliable way to troubleshoot the issue. The company
should use the Step Functions console or API to monitor the execution history and status of the state machine, and use Amazon
CloudWatch to view the logs and metrics of the EMR jobs .

Option C is incorrect because it suggests changing the AWS Step Functions state machine code to use Amazon EMR on EKS.



Amazon EMR on EKS is a service that allows you to run EMR jobs on Amazon Elastic Kubernetes Service (Amazon EKS)
clusters. While this service has some benefits, such as lower cost and faster execution time, it does not support all the features and
integrations that EMR on EC2 does, such as EMR Notebooks, EMR Studio, and EMRFS. Therefore, changing the state machine
code to use EMR on EKS may not be compatible with the existing data pipeline and may introduce new issues.

Option E is incorrect because it suggests checking the retry scenarios that the company configured for the EMR jobs. While this is a
good practice to handle transient failures and errors, it does not help to identify the root cause of why the state machine is not able to
run the EMR jobs. Moreover, increasing the number of seconds in the interval between each EMR task may not improve the
success rate of the jobs, and may increase the execution time and cost of the state machine. Configuring an Amazon SNS topic to
store the error messages may help to notify the company of any failures, but it does not provide enough information to troubleshoot
the issue.

References:

1: Manage an Amazon EMR Job - AWS Step Functions

2: Access Analyzer for S3 - Amazon Simple Storage Service

3: Working with Amazon EMR and VPC Flow Logs - Amazon EMR

[4]: Analyzing VPC Flow Logs with Amazon CloudWatch Logs Insights - Amazon Virtual Private Cloud

[5]: Monitor AWS Step Functions - AWS Step Functions

[6]: Monitor Amazon EMR clusters - Amazon EMR

[7]: Amazon EMR on Amazon EKS - Amazon EMR
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A company stores daily records of the financial performance of mvestment portfolios in .csv format in an Amazon S3 bucket. A data
engmeer uses AWS Glue crawlers to crawl the S3 data.

The data engineer must make the S3 data accessible daily in the AWS Glue Data Catalog,

Which solution will meet these requirements?

e A. Create an IAM role that includes the AWSGlueServiceRole policy. Associate the role with the crawler.
Specify the S3 bucket path of the source data as the crawler's data store. Create a daily schedule to run the crawler. Specify
a database name for the output.

¢ B. Create an IAM role that includes the AWSGlueServiceRole policy. Associate the role with the crawler.
Specify the S3 bucket path of the source data as the crawler's data store. Allocate data processing units (DPUs) to run the
crawler every day. Configure the output destination to a new path in the existing S3 bucket.

e C. Create an IAM role that includes the AmazonS3FullAccess policy. Associate the role with the crawler.
Specify the S3 bucket path of the source data as the crawler's data store. Allocate data processing units (DPUs) to run the
crawler every day. Specify a database name for the output.

e D. Create an IAM role that includes the AmazonS3FullAccess policy. Associate the role with the crawler.
Specify the S3 bucket path of the source data as the crawler's data store. Create a daily schedule to run the crawler.
Configure the output destination to a new path in the existing S3 bucket.

HE. A
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To make the S3 data accessible daily in the AWS Glue Data Catalog, the data engineer needs to create a crawler that can crawl the
S3 data and write the metadata to the Data Catalog, The crawler also needs to run on a daily schedule to keep the Data Catalog
updated with the latest data. Therefore, the solution must include the following steps:

Create an IAM role that has the necessary permissions to access the S3 data and the Data Catalog. The AWSGlueServiceRole
policy is a managed policy that grants these permissions].

Associate the role with the crawler.

Specify the S3 bucket path of the source data as the crawler's data store. The crawler will scan the data and infer the schema and
format2.

Create a daily schedule to run the crawler. The crawler will run at the specified time every day and update the Data Catalog with any
changes in the data3.

Specify a database name for the output. The crawler will create or update a table in the Data Catalog under the specified database.
The table will contain the metadata about the data in the S3 bucket, such as the location, schema, and classification.

Option B 1s the only solution that includes all these steps. Therefore, option B is the correct answer.

Option A is incorrect because it configures the output destination to a new path in the existing S3 bucket. This is unnecessary and
may cause confusion, as the crawler does not write any data to the S3 bucket, only metadata to the Data Catalog.

Option C is incorrect because it allocates data processing units (DPUs) to run the crawler every day. This is also unnecessary, as
DPUs are only used for AWS Glue ETL jobs, not crawlers.

Option D is incorrect because it combines the errors of option A and C. It configures the output destination to a new path in the
existing S3 bucket and allocates DPUs to run the crawler every day, both of which are irrelevant for the crawler.



1: AWS managed (predefined) policies for AWS Glue - AWS Glue
2: Data Catalog and crawlers n AWS Glue - AWS Glue

3: Scheduling an AWS Glue crawler - AWS Glue

[4]: Parameters set on Data Catalog tables by crawler - AWS Glue
[5]: AWS Glue pricing - Amazon Web Services (AWS)
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