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Nutanix Certified Professional - Multicloud Infrastructure (NCP-MCI) 7.5
Sample Questions (Q92-Q97):
NEW QUESTION # 92 
A VM is protected by a protection policy and the volume group is configured with CHAP authentication. An administrator rotates
the VM's password as part of the monthly routine. What action must the administrator perform to ensure the password is retained in
the event of a failover?

A. Set the password in the VG recovery points.
B. Update the associated protection policy.
C. Update the associated recovery plan.
D. Set the password as part of startup policy.

Answer: C

Explanation:
For CHAP-protected volume groups, Nutanix documentation is explicit that when the target password is changed, the administrator
must also update the associated recovery plan. Nutanix states that if the new target password is not updated in the recovery plan, it
is not retained after failover. That makes the recovery plan the place where the failover-side credential continuity is preserved. In
other words, protection policies create and replicate recovery points, but the recovery plan contains the information needed for the
recovered application workflow, including CHAP details needed after recovery. ( Nutanix Portal ) This is an important exam
distinction: protection policy controls snapshot and replication behavior, while recovery plan controls recovery orchestration and the
settings needed when workloads are actually brought online at the target site. Recovery points themselves are snapshots of protected
entities; they are not the administrative mechanism Nutanix documents for persisting an updated CHAP target password through
failover. So even though the uploaded file says option D, the official Nutanix guidance supports A. For failover success with CHAP-
enabled VGs, always synchronize password changes with the recovery plan. ( Nutanix Portal )

NEW QUESTION # 93 
An administrator has configured CVM security hardening on a Nutanix cluster with the following settings:
* IP Restriction State is set to enabled
* Password-based SSH access is disabled via Cluster Lockdown
The administrator attempts to SSH into the CVM from a new jump box and the connection is refused.
What should the administrator do to restore SSH access to the CVM?

A. Log in to Prism Central Security Dashboard and remotely update the SSH whitelisted addresses for the affected cluster.
B. Log in to Prism Element and update the Cluster Lockdown settings to add the new jump box IP address.
C. Restart the CVM to reset the IP restriction and regain SSH access from the new jump box IP.
D. Access the CVM using the local console or serial access and update the SSH whitelisted address to the new jump box IP.

Answer: D

Explanation:
Nutanix security hardening guidance explains that SSH Whitelisted Addresses control which client IPs are allowed to reach the
CVM over SSH. If IP restriction is enabled and the new jump box is not on the allowlist, the SSH connection is expected to be
refused. In that locked-down state, the correct recovery path is to access the CVM through a local or serial console and update the
whitelist to include the new jump box IP. That makes C the correct answer. ( portal.nutanix.com , portal.nutanix.com ) Cluster
Lockdown disabling password-based SSH is not the same setting as the SSH allowlist. Prism Central security views can help with
visibility, but the key documented mechanism is the whitelist itself. Restarting the CVM does not reset the hardened configuration.
Nutanix's intent is that trusted-source access must be explicitly permitted, and once it is blocked, you need console-level access to
make the change safely.

NEW QUESTION # 94 
An administrator is deploying a new cluster with dense storage. Each node will have 100TB of storage. How many logical cores will
be assigned to each CVM?

A. 0



B. 1
C. 2
D. 3

Answer: B

Explanation:
For storage-dense nodes, Nutanix allocates CVM resources to ensure the Controller VM can handle storage services efficiently.
Official Nutanix documentation shows the Controller VM requires a minimum of 12 vCPUs, and Foundation documentation
describes CVM vCPU allocation ranges that increase based on platform characteristics and workload needs. In a dense-storage
design with 100 TB per node, the exam- aligned answer is 12 logical cores for the CVM. ( Nutanix Portal ) The key concept here is
not simply memorizing one number, but understanding why dense storage affects CVM sizing. The CVM runs critical storage-path
services, metadata handling, and data services operations.
As node capacity increases, Nutanix expects sufficient CPU to sustain those functions under load. Options 6 and 8 are too small for
the documented baseline direction shown in official guidance, while 14 is not the standard answer expected for this scenario. For
exam purposes, when the question frames a dense storage node with 100 TB, the supported sizing answer is 12. ( Nutanix Portal )

NEW QUESTION # 95 
An administrator manages a Nutanix cluster with software data-at-rest encryption enabled using an external KMS. Several VMs are
configured with vTPM to support Windows BitLocker encryption.
The administrator needs to perform a disaster recovery operation and restore the VMs on a different cluster.
During the recovery, the administrator discovers that the encryption key backup file is unavailable.
What is the expected outcome for the vTPM-enabled VMs?

A. The VMs will start successfully with a new vTPM device automatically attached during the restore process.
B. The VMs will fail to start because BitLocker will not prompt for the recovery key on first boot.
C. The VMs will fail to start because the vTPM keys cannot be recovered without the backup file.
D. The VMs will fail to start successfully because the external KMS provides the vTPM keys directly to the new cluster.

Answer: C

Explanation:
Nutanix security documentation is clear that vTPM data includes crucial encryption keys and that those keys must be protected
through the Nutanix-supported mechanisms. Nutanix also states that encryption keys must be backed up, and third-party-style
backup approaches do not protect vTPM device data correctly. If the required key backup material is missing during recovery, the
restored environment cannot reconstruct the vTPM-backed trust context for those VMs. In practical terms, that means the VMs
cannot be started successfully in the expected protected state because the vTPM keys cannot be recovered without the backup file.
That makes D the best answer. ( Nutanix Portal ) This is why Nutanix treats vTPM-enabled workloads as a special class in
protection and recovery planning.
The issue is not that a new blank vTPM can simply be attached during restore, and it is not that the external KMS alone
automatically recreates the VM's vTPM identity. The trust chain depends on the protected key material. Without that backup
information, Windows BitLocker and other vTPM-dependent security features cannot be restored to their original usable state. So
even though the environment uses an external KMS for software encryption, the Nutanix-documented principle still applies: without
the necessary key backup, the vTPM-enabled VMs cannot be recovered successfully, which is exactly what option D states. (
Nutanix Portal )

NEW QUESTION # 96 
An administrator would like to create a VM template for reusability, to simplify VM management, and improve security.
When should the administrator apply a guest customization profile to simplify VM management?

A. When cloning a VM with Sysprep guest customization
B. When deploying a VM with a customized guided script
C. When cloning a VM with Cloud-Init guest customization
D. When deploying a VM with Cloud-Init guest customization

Answer: D

Explanation:
Nutanix documentation describes guest customization profiles as reusable configuration settings that can be applied during VM



deployment from a template and also during certain clone operations. For Linux-based cloud-init workflows, Nutanix explicitly
shows that when deploying a VM from a template with Cloud-Init guest customization, administrators can apply or override the
customization settings at deployment time. That makes option A the cleanest and most documentation-aligned answer. (
portal.nutanix.com , portal.nutanix.
com )
Why not the others? Nutanix does support guided setup and clone scenarios, but the wording "create a VM template for reusability"
points most strongly to the template deployment workflow rather than one-off cloning. Cloud-init is also the Nutanix-native
customization method for Linux initialization at first boot, which makes it especially suitable for standardized reusable templates. So if
the goal is simple repeatable management with a template-driven lifecycle, the correct point to apply the guest customization profile is
when deploying a VM with Cloud-Init guest customization, which is A. ( portal.nutanix.com )

NEW QUESTION # 97
......
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