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Topic Details

¢ Pre-Runtime Protection: This domain covers managing registry connections, selecting image assessment
methods, and analyzing assessment reports to identify malware, CVEs, leaked secrets, Dockerfile

Topic 1
Pl misconfigurations, and vulnerabilities before deployment.

¢ Cloud Security Policies and Rules: This domain addresses configuring CSPM policies, image assessment
Topic 2 policies, Kubernetes admission controller policies, and runtime sensor policies based on specific use cases.
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¢ Falcon Cloud Security Features and Services: This domain covers understanding CrowdStrike's cloud
security products (CSPM, CWP, ASPM, DSPM, IaC security) and their integration, plus one-click

Topic 3
o sensor deployment and Kubermnetes admission controller capabilities.

CrowdStrike Certified Cloud Specialist Sample Questions (Q181-Q186):

NEW QUESTION # 181

A cloud security team is struggling to automate responses to security incidents detected in their multi-cloud environment. They want
to implement autormated workflows that notify the security team when a high-severity detection occurs in a Kubernetes cluster and
automatically quarantine the affected workload.

Which CrowdStrike Falcon Fusion SOAR capability is best suited for this use case?

A. Automated Playbooks with Conditional Logic
B. Falcon Forensics Collection

C. Falcon OverWatch Threat Hunting

D. Falcon Identity Protection

Answer: A

Explanation:

Option A: This feature is useful for investigating incidents after they occur but does not automate detection response in real time. It is
reactive rather than proactive.

Option B: Identity Protection helps detect identity-based threats such as credential misuse but does not handle cloud workload
detections or automated remediation.

Option C: While OverWatch is an advanced threat-hunting service, it does not provide automated response workflows. It focuses
on identifying sophisticated attacks but does not remediate incidents autormatically.

Option D: Falcon Fusion SOAR (Security Orchestration, Automation, and Response) workflows allow teans to create automated
playbooks that respond to security events based on predefined logic. In this scenario, the workflow can notify the security team,
assess the severity of the detection, and quarantine the compromised Kubernetes workload automatically, making it the best choice.

NEW QUESTION # 182
What is the most efficient way to detect rogue containers and identify drift in containerized workloads in a cloud environment?

A. Configuring Falcon CWP to monitor container lifecycle and detect drift.

B. Utilizing Falcon Discover to perform agentless scanning for rogue containers.
C. Deploying manual container inspection scripts to identify runtime anomalies.
D. Using Falcon Horizon to audit Kubernetes configurations.

Answer: A

Explanation:

Option A: Falcon Discover provides visibility into assets and cloud workloads, but it does not offer runtime monitoring or drift
detection capabilities. It is useful for inventory purposes, not runtime protection.

Option B: Falcon Horizon focuses on misconfiguration detection and compliance for Kubernetes and other cloud platforms. While it
can identify misconfigurations that might lead to rogue containers, it does not monitor runtime behaviors or detect drift.

Option C: Falcon Cloud Workload Protection (CWP) is specifically designed to monitor containerized workloads in real time,
detect rogue containers, and identify drift from expected configurations. Drift detection ensures that workloads adhere to defined
security baselines, while runtime protection addresses rogue or unauthorized containers. This approach is automated and efficient.
Option D: Manual inspection scripts are labor-intensive and not scalable for dynamic containerized environments. They lack the
automation and real-time capabilities provided by Falcon CWP.

NEW QUESTION # 183
You are tasked with reviewing a cloud image configured for deployment in a Kubernetes environment.
Which of the following practices identifies a potential misconfiguration that could compromise security?

e A Using a multi-stage build to reduce the final image size.
¢ B. Setting the USER directive to a non-root user in the Dockerfile.



¢ (. Utilizing an official base image froma trusted source without scanning it.
¢ D. Including hardcoded credentials in the image's environment variables.

Answer: D

Explanation:

Option A: Multi-stage builds are a best practice for creating minimal and efficient images by excluding unnecessary build artifacts.
This enhances security by reducing the attack surface. It is not a misconfiguration.

Option B: This is a best practice to enhance security. Running the application as a non-root user reduces the impact of a potential
compromise, as the attacker's privileges would be limited. This is not a misconfiguration but a security-strengthening measure.
Option C: While using official base images is a good starting point, they can still contain vulnerabilities. Scanning these images for
known issues before use is a necessary step to ensure security compliance. Relying solely on their "official” status is a common
misconception.

Option D: Hardcoded credentials in environment variables are a critical security misconfiguration.

Ifthe image is shared or deployed in an environment where logs or configurations can be accessed, these credentials can be
exposed, leading to unauthorized access. Best practices recommend using a secure secrets management solution instead of
hardcoding sensitive information.

NEW QUESTION # 184

A security analyst using CrowdStrike Falcon Cloud Workload Protection (CWP) notices unusual outbound traffic froma
Kubernetes pod to an unknown external IP. The analyst needs to determine whether the traffic is malicious and identify the process
responsible for the connection.

Which CrowdStrike Falcon feature should the analyst use to identify network connections at the process level?

A. Falcon Sandbox

B. Falcon LogScale

C. Falcon Identity Protection

D. Falcon Sensor Network Visibility

Answer: D

Explanation:

Option A: Falcon LogScale provides log analytics and can collect network event logs, but it does not provide real-time visibility into
active network connections at the process level. It is useful for post-incident investigations but not for immediate runtime detection.
Option B: Identity Protection helps detect credential-based attacks and unauthorized access attempts but does not monitor network
connections at the process level. It is designed for preventing identity-based threats rather than inspecting runtime network traffic.
Option C: This feature enables deep visibility into network connections at the process level within cloud workloads, including
Kubernetes containers. It allows the analyst to identify the specific containerized process making the outbound connection,
mvestigate its behavior, and detect potential threats.

Option D: Falcon Sandbox is used for analyzing suspicious files in an isolated environment to detect malware behavior. It does not
monitor active network connections within Kubernetes workloads.

NEW QUESTION # 185
A security team using CrowdStrike Falcon Runtime Protection wants to detect and respond to Indicators of Attack (IOAs) in their
containerized environment. Which of the following is the best approach for detecting IOAs in real-time?

A. Block all ncoming network connections to containerized workloads to prevent potential attacks.

B. Monitor system calls and process behaviors in runtime to detect anomalous activity indicative of an attack.
C. Only analyze static container images for known vulnerabilities before deployment.

D. Rely exclusively on Kubernetes audit logs to identify threats within the environment.

Answer: B

Explanation:

Option A: CrowdStrike Falcon Runtime Protection detects Indicators of Attack (IOAs) by monitoring system calls, process
behaviors, and runtime activities in containers. This allows Falcon to identify anomalous activity, privilege escalation attempts, and
suspicious behaviors indicative of an attack.

Option B: Blocking all network traffic would break legitimate communications and is not a practical security measure. Instead,
Falcon applies behavioral analytics to detect suspicious network activity dynamically.



Option C: Static analysis alone is insufficient for detecting IOAs, as runtime threats may emerge after deployment, including zero-day
attacks and living-off-the-land techniques.

Option D: While Kubernetes audit logs provide useful insights, they do not capture all [OAs, particularly those at the process and
system call level within containers.

NEW QUESTION # 186
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