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P #68

A client has attempted comnumication with a known command-and-control server and it has reached the configured threat level
threshold.

Which feed will the clients IP address be automatically added to in this situation?

e A. the custom cloud feed
e B. the allowlist and blocklist feed
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o (. the mfected host cloud feed
e D. the command-and-control cloud feed

IEf: C

R -

Infected hosts are internal hosts that have been compromised by malware and are commumnicating with external C&C servers3.
Juniper ATP Cloud provides infected host feeds that list internal IP addresses or subnets of infected hosts along with a threat level3.
Once the Juniper ATP Cloud global threshold for an infected host is met, that host is added to the infected host feed and assigned a
threat level of 10 by the cloud4. You can also configure your SRX Series device to block traffic from these IP addresses using
security policies4.

HM #69
Which two statements about SRX Series device chassis clusters are true? (Choose two.)

¢ A Each chassis cluster member device can host active redundancy groups
¢ B. Each chassis cluster member requires a unique cluster ID value.

¢ (. Redundancy group 0 is only active on the cluster backup node.

e D. Chassis cluster member devices must be the same model.

Ef#: A. D

A -

In a chassis cluster, both nodes can host active redundancy groups. The active redundancy groups can be distributed between the
two nodes, depending on the configuration and failover status, allowing each node to handle traffic for different sets of services or
mterfaces.

For the chassis clustering to fiinction correctly, both nodes in the cluster must be of the same model.

This requirement ensures that the hardware capabilities, such as processing power and interface compatibility, are identical, which is
crucial for maintaining consistent performance and behavior between cluster nodes.

HE#70
Which two statements are true about the vVSRX? (Choose two.)

A. Linux is the base OS.

B. It does not have VMXNET3 vNIC support.
C. It has VMXNET3 vNIC support.

D. UNIX is the base OS.

Ef#: A C

fE L

Reference: Juniper Networks Security, Specialist (JNCIS-SEC) Study Guide, Chapter 1: Introduction to Junos Security, page 1-8.
The vSRX is a virtual security appliance that runs on a virtual machine. It provides firewall, VPN, and other security services in a
virtualized environment.

The vSRX is based on a version of Junos OS that is optimized for virtualization. It runs on a Linux kernel and uses a KVM
hypervisor. It supports VMware ESXi and KVM hypervisors.

The vSRX has support for VMXNET3 vNICs, which are high-performance virtual network mterfaces provided by VMware. These
mterfaces can provide higher throughput and lower CPU utilization than other virtual NIC types.

ZRE#71
Which two statements are correct about the fab interface in a chassis cluster? (Choose two.)

A. In an active/active configuration, inter-chassis transit traffic is sent over the fab interface.

B. Heartbeat signals sent on the fab interface monitor the health of the control plane link.

C. Real-time objects (RTOs) are exchanged on the fab interface to maintain session synchronization.
D. The fab interface enables configuration synchronization.

EME: AL C



RN -

The fab interface is a fabric link that connects the two nodes in a chassis cluster. A chassis cluster is a high-availability feature that
groups two identical SRX Series devices into a cluster that acts as a single device.

The fab interface has two finctions:

Real-time objects (RTOs) are exchanged on the fab interface to maintain session synchronization: RTOs are data structures that
store information about active sessions, such as source and destination IP addresses, ports, protocols, and security policies. RTOs
are exchanged between the nodes on the fab interface to ensure that both nodes have the same session information and can take
over the traffic in case of a failover.

In an active/active configuration, inter-chassis transit traffic is sent over the fab interface: In an active/active configuration, both nodes
in a cluster can process traffic for different redundancy groups (RGs). RGs are collections of interfaces or services that fail over
together from one node to another. If traffic needs to transit from one RG to another RG that is active on a different node, it is sent
over the fab interface.

Reference: = Configuring Chassis Clustering on SRX Series Devices, Chassis Cluster Redundancy Groups, Chassis Cluster Data
Plane

H #72
How does the SSL proxy detect if encryption is being used?

A. Tt queries the client device.

B. It looks at the destination port number.
C. It verifies the length of the packet

D. It uses application identity services.

Ef#: B

BRI :

The SSL proxy can detect if encryption is being used by looking at the destination port number of the packet. If the port number is
443, then the proxy can assume that the packet is being sent over an encrypted connection. If the port number is diferent, then the
proxy can assurre that the packet is not encrypted. For more information, please refer to the Juniper Networks JNCIS-SEC Study
Guide.
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