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Cisco 300-715 Exam Syllabus Topics:

Section ’ Objectives

- Posture agents and compliance checks
- Remediation and enforcement actions

Topic 1: Posture Services

. _ - Guest lifecycle management
Topic 2: Web Authentication and Guest Access - CWA (Central Web Authentication)
. . . - pxGrid architecture
Topic 3: pxGrid and External Integration - Third-party integrations
- Deployment planning and scalability

Topic 4: Cisco ISE Architecture and Deployment - Node roles and deployment models
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- Authentication and authorization policies
- Policy sets and conditions

- Troubleshooting authentication and policy issues
- Logging and reports

Topic 5: Policy Enforcement

Topic 6: Monitoring, Logging, and Troubleshooting

- Device onboarding workflows
- Certificate provisioning

- Endpoint profiling and probes

- Profiling policies and conditions

Topic 7: Bring Your Own Device (BYOD)

Topic 8: Profiling Services
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Z| &l CCNP Security 300-715 F 2 ZE Al (Q208-Q213):

EE #208
In a standalone Cisco ISE deployment, which two personas are configured on a node? (Choose two )

A. publisher

B. policy service
C. primary

D. subscriber

E. administration

M4. BE

MH.
httpss//www.cisco.comv/c/en/us/td/docs/security/ise/2-
0/admin_guide/b_ise admin_guide 20/b_ise admin guide 20 chapter 010.html

EE #209
In which two ways can users and endpoints be classified for TrustSec? (Choose two)

A. SGACL
B. QoS

C. SXpP

D. VLAN
E. dynamic

Y. DE

Y.

In order to use SGTs within your infrastructure, your devices must support SGTs. All Cisco switches and wireless controllers
embedded with Cisco TrustSec technology support the assignment of SGTs. An SGT can be assigned dynamically or statically.
Dynamic classification occurs via an authentication sequence, via 802.1x, MAB, or web authentication. When authentication isn't
available, static classification methods are necessary. In static classification the tag maps to some thing (an IP, subnet, VLAN, or
mterface) rather than relying on an authorization from the Cisco ISE. This process of assigning the SGT is defined as "classification."
These classifications are then transported deeper into the network for policy enforcement.
https//www.cisco.comvc/danven/us/solutions/collateral/borderless networks/trustsec/C07-

730151-00_overview of trustSec_og.pdf
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An organization wants to implement 802.1X and is debating whether to use PEAP-MSCHAPv2 or PEAP-EAP-TLS for
authentication. Drag the characteristics on the left to the corresponding protocol on the right.

supports fragmentation after the tunnel is established

uses username and password for authentication e TN
uses certificates for authentication
changes credentials through the admin portal
[PEAP-EAP-TLS
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AZ #211
Drag the Cisco ISE node types from the left onto the appropriate purposes on the right.
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AR #212

Using the SAK Active Directory Federation Services server. The configurations were performed:

* created a new SAML Identity provider profile in Cisco ISE

* exported the service provider Information

* configured all the required Active Directory Federation Services configurations

* Imported the Active Directory Federation Services metadata

* configured groups in the new SAML identity

* added attributes to the new SAML identity provider profile

* configured Advanced Settings in the new SAML identity provider profile Which two actions must be taken to complete the
configuration? (Choose two.)

e A. Add SAML identity provider groups in Sponsor Group Members.

B. Allow Kerberos single sign-on on the Sponsor portal.

C. Configure an identity source sequence in the Sponsor portal.

D. Customize the Sponsor portal pages for Integration with Active Directory Federation Services.
E. Configure the Sponsor portal HTTPS port for Active Directory Federation Services integration.

Y. AC
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