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Several users reported that they were unable to write data to the /oraclel directory. The following output has been provided:
‘Which of'the following commands should the administrator use to diagnose the issue?

A. fdisk -1 /dev/sdbl
B. Isblkk /dev/sdbl

C. df-1/oraclel

D. du -sh /oraclel

Ef#: C

it

The admmnistrator should use the command df -i /oraclel to diagnose the issue of users being unable to write data to the /oraclel
directory. This command will show the inode usage of the /oraclel filesystem, which indicates how many files and directories can be
created on it. If the inode usage is 100%, it means that no more files or directories can be added, even if there is still free space on
the disk. The administrator can then delete some unnecessary files or directories, or increase the inode limit of the filesystem, to
resolve the issue.

The other options are not correct commands for diagnosing this issue. The fdisk -1/dev/sdbl command will show the partition table
of /dev/sdb1, which is not relevant to the inode usage. The Isblk /dev/sdb1 command will show information about /dev/sdb1 as a
block device, such as its size, mount point, and type, but not its inode usage. The du -sh /oraclel command will show the disk usage
of /oraclel in human-readable format, but not its inode usage. References: CompTIA Linux+ (XK0-005) Certification Study Guide,
Chapter 7:

Managing Disk Storage; How to Check Inode Usage in Linux - Fedingo

HE#729
The security team has identified a web service that is running with elevated privileges A Linux administrator is working to change the
systemd service file to meet security compliance standards. Given the following output:

Which of the following remediation steps will prevent the web service from running as a privileged user?

e A. Changing themulti-user.target in the [Install] section to basic.target

¢ B. Updating the Environment File line in the [Service] section to/home/webservice/config
¢ (. Adding the User-webservice to the [Service] section of the service file

¢ D. Removing the ExecStarWust/sbin/webserver -D SOPTIONS from the service file

EfE: C

fi .-

The remediation step that will prevent the web service from running as a privileged user is adding the User=webservice to the
[Service] section of the service file. The service file is a configuration file that defines the properties and behavior of a systemd
service. The systemd is a system and service manager that controls the startup and operation of Linux systens. The service file
contains various sections and options that specify how the service should be started, stopped, and managed. The [Service] section
defines how the service should be executed and what commands should be run. The User option specifies the user name or ID that
the service should run as. The webservice is the name of the user that the administrator wants to run the web service as. The
administrator should add the User=webservice to the [Service] section of the service file, which will prevent the web service from
running as a privileged user, such as root, and improve the security of the system. This is the correct remediation step to use to
prevent the web service from running as a privileged user. The other options are incorrect because they either do not change the user
that the service runs as (removing the ExecStart=/usr/sbin/webserver -D OPTIONS from the service file or updating the
EnvironmentFile line in the [Service] section to /home/webservice/config) or do not affect the user that the service runs as (changing
the multi-user.target in the [Install] section to basic.target). References: CompTIA Linux+ (XK0-005) Certification Study Guide,
Chapter 15: Managing System Services, page 458.

BR #730

Ann, a security administrator, is performing home directory audits on a Linux server. Ann issues the su Joe command and then issues
the Is command. The output displays files that reside in Ann's home directory instead of Joe's. Which of the following represents the
command Ann should have issued in order to list Joe's files?

A.su-Joe

B. visudo Joe
C. sudo Joe
D. pkexec Joe



EfE: A

fi .-

The su command is used to switch to another user account on Linux systems. The - option makes the shell a login shell, which means
that it will read the profile and environment variables of the target user. Without this option, the shell will retain the environment
variables of the original user. This can cause confusion when issuing commands that depend on these variables, such as Is, which
uses the SHOME variable to determine the home directory. Therefore, Ann should have issued su - Joe to list Joe's files instead of
her own.

E R #731

A junior administrator is trying to set up a passwordless SSH connection to one of the servers. The administrator follows the
mstructions and puts the key in the authorized key file at the server, but the administrator is still asked to provide a password during
the connection.

Given the following output:

Which of the following commands would resolve the issue and allow an SSH connection to be established without a password?

A. chmod 600 mw .ssh/authorized key

B. mv .ssi/authorized key .ssh/authorized keys
C. restorecon -rv .ssh/authorized key

D. systenct] restart sshd.service

IEf#: B

RN -

The command mv .ssh/authorized key .ssh/authorized keys will resolve the issue and allow an SSH connection to be established
without a password. The issue is caused by the incorrect file name of the authorized key file on the server. The file should be named
authorized keys, not authorized key.

The mv command will rename the file and fix the issue. The other options are incorrect because they either do not affect the file name
(restorecon or chmod) or do not restart the SSH service (systemctl). References: CompTIA Linux+ (XK 0-005) Certification Study
Guide, Chapter 13: Managing Network Services, page 410.

HA #732

Users report that they are unable to reach the company website https//www.comptia.org. A systems administrator confirms the
issue with the following command:

# curl https//www.comptia.org

curl: (7) Failed to connect to www.comptia.org port 443: No route to host The administrator logs in to the company's web server to
check its configuration and sees the following output:

root@comptia.org-># firewall-cmd --list-all

public (active)

target: default

icmp-block-nversion: no

interfaces: dummy0 ethO

sources:

services: cockpit dhcpvo-client http ssh

ports: 3001/tcp

protocols:

forward: no

masquerade: no

forward-ports:

source-ports:

icmp-blocks:

rich rules:

rule family="ipv4" source address="61.177.173.6" port port="ssh" protocol="tcp" reject type="icimp-port-unreachable" rule
family="ipv4" source address="185.143.45.164" port port="ssh" protocol="tcp" reject type="icmp-port-unreachable" rule
family="ipv4" source address="143.198.60.41" port port="ssh" protocol="tcp" reject type="icmp-port-unreachable"
root@comptia.org-># ip route default via 172.31.1.1 dev ethO proto dhep src 65.21.187.65 metric 100

10.0.6.0/24 dev dummyO proto kernel scope link src 10.0.6.65 metric 550



172.17.0.0/16 dev docker0 proto kernel scope link src 172.17.0.1

172.18.0.0/16 dev br-28ac2eacecal proto kernel scope link src 172.18.0.1

172.19.0.0/16 dev br-th3897555ca3 proto kernel scope link src 172.19.0.1 linkdown

172.31.1.1 dev ethO proto dhcp scope link src 65.21.187.65 metric 100

192.168.224.0/20 dev br-€949ab177d79 proto kernel scope link src 192.168.224.1 linkdown

192.168.240.0/20 dev br-6adf72ac0ae3 proto kernel scope link src 192.168.240.1 linkdown Which of the following is causing the
issue?

e A HTTPS traffic is not allowed through the web server firewall.
¢ B. User IP addresses are rejected by the firewall.

e C. The web server's interface has no link.

¢ D. The default route on the web server is incorrect.

Ef#: A

fEE -

The curl error "No route to host" suggests that the server is unreachable on port 443 (HTTPS).

The firewall-cmd --list-all output shows the active firewall rules:

The firewall is only allowing the following services:

makefile

CopyEdit

services: cockpit dhcpvo-client http ssh

Port 443 (HTTPS) is missing from the allowed services list.

Port 3001/tcp is open, but port 443 is not listed, which means HTTPS traffic is being blocked.

The routing table (ip route output) appears correct, as the default route is properly set to 172.31.1.1 via eth0. This rules out option
B.

Option A is incorrect because ethO is active and configured (default via 172.31.1.1 dev eth0), meaning the network interface is not
down.

Option D is misleading because the firewall rules are only rejecting SSH traffic from specific IP addresses, not HTTPS traffic.
Fixing the Issue:

To allow HTTPS traffic, the administrator should enable HTTPS in the firewall:

# firewall-cmd --add-service=https --permanent

# firewall-cmd --reload

This will allow HTTPS (port 443) through the firewall

Reference:

CompTIA Linux+ Official Documentation

firewalld Documentation - Red Hat

Linux Firewall Configuration - CompTIA Security+ Guide
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