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Z| A F5-CA F5CAB3 FEMEE A (Q39-Q44):

HEE #39

An organization is reporting slow performance accessing their Intranet website. All employees use a single Proxy Server with a
public IP.

‘What should the BIG-IP Administrator do to fix this issue?

A. Change Load Balancing Method to Least Connections
B. Change Default Persistence Profile to cookie

C. Change Fallback Persistence Profile to source _addr
D. Change Source Address to proxy [P

]

0
il

: B

Y.
‘When muiltiple users share one source IP, source-address persistence fails. Cookie persistence uniquely identifies users at Layer 7
and ensures correct session handling,

HEE #40

The BIG-IP Admmistrator has to provide encrypted communication between users and the virtual server they access. Multiple
hostnames are configured in DNS with the same IP address.

Which profile type and setting in the profile should be used? (Choose one answer)

A. Server SSL, Client Name
B. Client SSL, Client Name
C. Server SSL, Server Name
D. Client SSL, Server Name

¥e: D

MH.

‘When muiltiple hostnames resolve to the same IP address and encrypted communication is required, the BIG- IP must be able to
present the correct SSL certificate based on the hostname requested by the client. This is accomplished using Server Name
Indication (SNI).

According to BIG-IP Administration: Data Plane Configuration documentation:

* SNI is a client-side TLS extension, where the client includes the requested hostname during the SSL. handshake.

* BIG-IP evaluates this hostname using the Client SSL profile, not the Server SSL profile.

* The "Server Name" setting in the Client SSL profile enables BIG-IP to select the appropriate SSL certificate for the requested
hostname.

Why option C is correct:

* Client SSL profile handles inbound (client-side) encryption.

* Server Name enables SNI-based certificate selection when multiple DNS names share the same virtual server IP.

Why the other options are incorrect:

* A. Client SSL, Client NameThere is no Client SSL setting called Client Name for SNI certificate selection.

* B. Server SSL, Server NameServer SSL is used for encryption between BIG-IP and backend servers, not for client-side
hostname identification.

* D. Server SSL, Client NameServer SSL does not process client-requested hostnames during TLS negotiation.

Correct Resolution:

Configure a Client SSL profile and enable the Server Name (SNI) setting to support mutltiple encrypted hostnames on the same
virtual server IP.

AE #41
Which persistence profile would be the most appropriate to ensure an HTTP web request connects to the same pool member?
(Choose one answer)

A. Destination address
B. Hash persistence
C. Cookie persistence
D. SSL persistence



He: C

Y.

For HTTP-based applications, cookie persistence is the most appropriate and commonly recommended persistence method.
According to the BIG-IP Administration: Data Plane Configuration documentation:

Cookie persistence inserts or uses an HITP cookie to maintain session affinity.

It operates at Layer 7 (HTTP) and is application-aware.

It allows persistence to be maintained even when multiple clients are behind a NAT device.

Why the other options are incorrect:

A . Destination address

Destination address persistence is generally used for inbound traffic patterns such as firewall or proxy scenarios.

B . Hash persistence

Hash persistence is less granular and not HTTP-specific.

C . SSL persistence

SSL persistence is typically used when SSL session IDs are reused and is less reliable than cookies for HTTP applications.
Correct Resolution:

Using cookie persistence ensures that HTTP web requests are consistently directed to the same pool member.

EE #42

Refer to the exhibit.

DNS queries from two internal DNS servers are being load-balanced to external DNS servers via a virtual server on a BIG-1P
device. The DNS queries originate from:

192.168.10.100

192.168.10.200

and target:

192.168.2.150

AIIDNS queries destined for the external DNS servers fail.

‘Which property change should the BIG-IP Administrator make in the Virtual Server to resolve this issue?
(Choose one answer)

A. Type to Performance (HTTP)

B. Protocol profile (Client) to DNS_OPTIMIZED
C. Protocol to UDP

D. Source Address to 192.168.10.0/24

HE. C

dE:

DNS traffic is primarily transported using UDP port 53. In the exhibit, the Virtual Server is configured with the Protocol set to TCP,
which prevents standard DNS queries from being processed correctly. BIG-IP Virtual Servers must be configured with the correct
Layer 4 protocol to match the application traffic they are handling,

According to the BIG-IP Admnistration: Data Plane Configuration documentation:

* The Protocol setting on a Virtual Server defines whether traffic is processed as TCP, UDP, or another supported transport
protocol.

* Standard DNS queries and responses use UDP, while TCP is only required for DNS zone transfers (AXFR) or exceptionally
large responses.

* When a DNS Virtual Server is incorrectly configured with TCP, UDP-based DNS queries are dropped, causing all requests to
fail

Why the other options are incorrect:

* A. Protocol profile (Client) to DNS_OPTIMIZEDA DNS profile enhances DNS finctionality but does not correct an incorrect
transport protocol configuration.

* B. Type to Performance (HTTP)Performance (HTTP) Virtual Servers are designed for HTTP traffic and are not suitable for DNS
services.

* C. Source Address to 192.168.10.0/24The existing source IPs already fall within the allowed range, so this setting does not
address the failure.

Correct Resolution:

Changing the Protocol to UDP aligns the Virtual Server with standard DNS transport requirements, allowing DNS queries to be
successfully processed and load-balanced.



HEE #43
Users are unable to reach an application. The Virtual Server shows a red diamond status.
What is the cause?

A. All pool members are down

B. HTTPS traffic sent to HTTP VS
C. Virtual Server disabled

D. Pool members disabled

HE: A

Y.
A red diamond indicates that the Virtual Server is enabled but unavailable, typically due to all pool members being down.
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