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Fortinet FCSS_ADA_AR-6.7 Exam Syllabus Topics:

Topic Details

¢ FortiSIEM Baseline and UEBA: This section tests the knowledge of Compliance Officers and Threat
Analysts in implementing baseline profiles and User and Entity Behavior Analytics (UEBA). It covers

Topic 1 creating baseline reports, configuring UEBA agents, and analyzing log-based behavioral patterns to detect

anomalies and insider threats.

e Multi-Tenancy SOC Solution for MSSP: This section of the exam measures the skills of MSSP Architects
and SOC Engineers in designing and deploying multi-tenant Security Operations Center (SOC)
environments using FortiSIEM. It covers defining collectors and agents, deploying FortiSIEM in hybrid
setups, managing resource allocation, and installing

¢ managing Windows and Linux agents for scalable event monitoring in multi-tenant architectures.

Topic 2
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¢ FortiSIEM Rules and Analytics: This section evaluates the expertise of Security Analysts and Automation

Engineers in configuring FortiSIEM rules and analytics. It includes constructing security rules based on
Topic 3 event patterns, leveraging MITRE ATT&CK® frameworks, and configuring advanced nested queries and
lookup tables for complex threat detection and correlation.

¢ Conditions and Remediation: This section measures the skills of Incident Responders and SOAR

) Specialists in remediating security incidents. It includes configuring manual and automated remediation
Topic 4 workflows, integrating FortiSOAR with FortiSIEM for streamlined incident resolution, and deploying
scripts to address threats while maintaining compliance

Fortinet FCSS—Advanced Analytics 6.7 Architect Sample Questions (Q18-
Q23):

NEW QUESTION # 18
Refer to the exhibit.
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The collector is registered and has pulled the license file from the supervisor.
What are the consequences of removing the license file?

A. The collector must be re-registered with the supervisor to get the license file back.
B. The collector processes will go down.

C. The collector must be redeployed to get the license file back.

D. The license file must be pushed manually from the supervisor.

Answer: A

Explanation:

Thelicense filelocated at/etc/opsd/. fortisiemdx0Qis critical for thecollector's operation, as it verifies the collector'sregistration with the
supervisorand enables proper finctionality.

If thislicense file is removed, the collector:

# Willlose its registrationwith the supervisor.

# Willstop receiving updates and configurationsfrom the FortiSIEM supervisor.

# Will requirere-registrationwith the supervisor to obtain a new license file.

NEW QUESTION # 19
Which lookup table fimction can be either true or false?

A. LookupTableGet

B. LookupTableFilter
C. LookupTableHas

D. LookupTableRetriev

Answer: C

Explanation:

TheLookupTableHasfimction is used tocheck whether a specified key exists in a lookup table. It returnseither true or false,
depending on whether the key is found in the table.

# If the key is present, the finction returnstrue.

# If the key is absent, the function returnsfalse.

NEW QUESTION # 20



What are two functions of numpoints in a rule and profile database? (Choose two.)

A. To track the hour of the day for each data value

B. To prevent premature triggering of a rule before a baseline is set and becomes active

C. To ensure that the data points do not exceed a threshold value

D. To fetch only values from the profile database that have numPoints greater than a certain threshold

Answer: B,.D

Explanation:

In FortiSIEM, numPoints is a parameter used in rules and the profile database to ensure the reliability of statistical baselines and

prevent anomalies from being falsely triggered due to msufficient data.
1. To prevent premature triggering of a rule before a baseline is set and becomes active.
2. To fetch only values from the profile database that have numPoints greater than a certain threshold.

NEW QUESTION # 21
Refer to the exhibit.
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The window for this rule is 30 minutes.
What is this rule tracking?
e A. Asudden 1.50 times increase in WMI response times over a 30-minute time window
¢ B. A sudden 150% increase in WMI response times over a 30-minute time window
¢ C. A sudden 50% increase in WMI response times over a 30-minute time window
[ ]

D. A sudden 75% increase in WMI response times over a 30-minute time window

Answer: C

NEW QUESTION # 22
Refer to the exhibit.

Expression Builder

Expression (AVG(Firewall Session)-STAT_AVG(AVG{Firewall Session):112))/STAT_STDDEMIAVG(Firewall Session):112) Validate
Function
Event Attribute

CMDB Attribute

Ifthe Z-score for this rule is greater than or equal to three, what does this mean?

A. The rate firewall connection is above the historical average value.
B. The rate of firewall connection is above the current average value.
C. The rate of firewall connection is optimum.

D. The rate of firewall connection is below historical average value.

Clear




Answer: A

Explanation:
The Z-score formula in the expression builder calculates how many standard deviations the current value is from the historical
average. The formula used is:

A el . ession) — STAT AVG(AVG(Firewall Session);112)

STAT_STDDEV({AVG(Firewall Session);112)

AVG(Firewall Session)represents the current firewall session rate.

STAT AVG(AVG(Firewall Session); 1 12)represents the historical average over a 112-time unit window.

STAT STDDEV(AVG(Firewall Session);112)represents the historical standard deviation over the same period.

AZ-score # 3indicates that the current firewall session rate issignificantly higherthan the historical average (3 standard deviations
above the mean), signaling ananomaly.

NEW QUESTION # 23
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