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ECCouncil Certified Ethical Hacker Exam (CEHv13) 312-50v13
Priifungsfragen mit Losungen (Q809-Q814):

809. Frage

A user on your Windows 2000 network has discovered that he can use LOphtCrack to sniff the SMB exchanges which carry user
logons. The user is plugged into a hub with 23 other systemns.

However, he is unable to capture any logons though he knows that other users are logging in.

What do you think is the most likely reason behind this?

A. LOphtCrack only sniffs logons to web servers.
B. Windows logons cannot be sniffed.

C. Kerberos is preventing it.

D. There is a NIDS present on that segment.

Antwort: C

Begrindung;

Windows 2000 and newer systems use Kerberos as their default authentication protocol rather than NTLM or LM
challenge/response over SMB. Kerberos is encrypted and does not rely on the older SMB logon exchange methods that
LOphtCrack can sniff:

From CEH v13 Courseware:

* Module 6: Malware and Password Attacks

* Module 4: Enumeration

CEH v13 Study Guide states:

"Kerberos is the default authentication protocol in Windows 2000 and newer systens. It encrypts communication and is not
vulnerable to the same sniffing attacks that work against LM/NTLM challenge- response mechanisis." Incorrect Options:
* A: While a NIDS may detect traffic, it doesn't prevent sniffing,

* C: Logons can be sniffed in older systens using NTLM.

* D: LOphtCrack does not sniff web logons-it targets SMB and Windows logins.

Reference:CEH v13 Study Guide - Module 6: Password Sniffing TechniquesMicrosoft TechNet - Overview of Kerberos
Authentication

810. Frage

Take a look at the following attack on a Web Server using obstructed URL:
Take a look at the following attack on a Web Server using an obfuscated URL:
How would you protect from these attacks?

A. Create rules in IDS to alert on strange Unicode requests

B. Use SSL authentication on Web Servers

C. Enable Active Scripts Detection at the firewall and routers

D. Configure the Web Server to deny requests nvolving "hex encoded" characters

Antwort: D

Begrindung;

Comprehensive and Detailed Explanation:

The attack shown is a Directory Traversal Attack. It uses URL encoding (hexadecimal obfuscation) to bypass nput filters and
access unauthorized files such as /etc/passwd.

Y%2e =. (dot)

%2f=/ (forward slash)

So, ../..I../etc/passwd becomes Ya2e%62e%621%62e%62e%02162%02e%021%665%74%:63%a21670%61%73%73%
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The best protection against this attack is to:

Normalize and sanitize user input on the server.

Deny directory traversal patterns, whether encoded or not.

Specifically reject or deny hex-encoded path characters (%o2e, %21, etc.) Option A directly mitigates this by preventing the server
from decoding and processing hex-encoded directory traversal attempts.

From CEH v13 Courseware:

Module 10: Web Application Hacking

Topic: Directory Traversal and Input Validation

Incorrect Options:

B: IDS can alert, but it's reactive rather than preventative.

C: SSL encrypts communication but does not prevent path traversal.

D: Active script detection is unrelated to path traversal attacks.

Reference:CEH v13 Study Guide - Module 10: Directory Traversal MitigationOWASP Top 10 - A5:22017 - Broken Access
Control (Directory Traversal)RFC 3986 - URI Syntax and Encoding

811. Frage

You are the lead cybersecurity analyst at a multinational corporation that uses a hybrid encryption system to secure inter-
departmental commumications. The systemuses RSA encryption for key exchange and AES for data encryption, taking advantage of
the strengths of both asymmetric and symmetric encryption. Each RSA key pair has a size of 'n' bits, with larger keys providing more
security at the cost of slower performance. The time complexity of generating an RSA key pair is O(n*2), and AES encryption has a
time complexity of O(n).

An attacker has developed a quantum algorithm with time complexity O((log n)*2) to crack RSA encryption.

Given *1=4000" and variable 'AES key size', which scenario is likely to provide the best balance of security and performance?

o A. AES key size=256 bits: This configuration provides a high level of security, but RSA key generation may be slow.

¢ B. AES key size=128 bits: This configuration provides less security than option A, but RSA key generation and AES
encryption will be faster.

e C. AES key size=512 bits: This configuration provides the highest level of security but at a significant performance cost due to
the large AES key size.

e D. AES key size=192 bits: This configuration is a balance between options A and B, providing moderate security and
performance.

Antwort: B

Begrindung;

A hybrid encryption systemis a system that combines the advantages of both asymmetric and symmetric encryption algorithirs.
Asymmetric encryption, such as RSA, uses a pair of keys: a public key and a private key, which are mathematically related but not
identical. Asymmetric encryption can provide key exchange, authentication, and non-repudiation, but it is slower and less efficient
than symmetric encryption. Symmetric encryption, such as AES, uses a single key to encrypt and decrypt data. Symmetric
encryption is faster and more efficient than asymmetric encryption, but it requires a secure way to share the key.

In a hybrid encryption system, RSA encryption is used for key exchange, and AES encryption is used for data encryption. This way,
the system can benefit from the security of RSA and the speed of AES. However, the system also depends on the key sizes of both
algorithims, which affect the security and performance of the system.

The key size of RSA encryption determines the number of bits in the public and private keys. The larger the key size, the more
secure the encryption, but also the slower the key generation and encryption/decryption processes. The time conmplexity of
generating an RSA key pair is O(n*2), where n is the key size in bits. This means that the time required to generate an RSA key pair
ncreases quadratically with the key size. For example, if it takes 1 second to generate a 1024-bit RSA key parr, it will take 4
seconds to generate a 2048-bit RSA key pair, and 16 seconds to generate a 4096-bit RSA key parr.

The key size of AES encryption determines the number of bits in the symmetric key. The larger the key size, the more secure the
encryption, but also the more rounds of encryption/decryption are needed. The time complexity of AES encryption is O(n), where n
is the key size in bits. This means that the time required to encrypt/decrypt data increases linearly with the key size. For example, if it
takes 1 second to encrypt/decrypt data with a 128-bit AES key, it will take 2 seconds to encrypt/decrypt data with a 256-bit AES
key, and 4 seconds to encrypt/decrypt data with a 512-bit AES key.

An attacker has developed a quantum algorithm with time complexity O((log n)*2) to crack RSA encryption.

This means that the time required to break RSA encryption decreases exponentially with the key size. For example, if it takes 1
second to break a 1024-bit RSA encryption, it will take 0.25 seconds to break a 2048-bit RSA encryption, and 0.0625 seconds to
break a 4096-bit RSA encryption. This makes RSA encryption vulnerable to quantum attacks, unless the key size is very large.
Given ni=4000 and variable AES key size, the scenario that is likely to provide the best balance of security and performance is C.
AES key size=192 bits. This configuration is a compromise between options A and B, providing moderate security and



performance. Option A, AES key size=128 bits, provides less security than option C, but RSA key generation and AES encryption
will be faster. Option B, AES key size=256 bits, provides more security than option C, but RSA key generation may be slow.
Option D, AES key size=512 bits, provides the highest level of security, but at a significant performance cost due to the large AES
key size.

References:

* Hybrid cryptosystem - Wikipedia

* RSA (cryptosystem) - Wikipedia

* Advanced Encryption Standard - Wikipedia

* Quantum computing and cryptography - Wikipedia

812. Frage

You are a Network Security Officer. You have two machines. The first machine (192.168.0.99) has snort installed, and the second
machine (192.168.0.150) has kiwi syslog installed. You performa syn scan in your network, and you notice that kiwi syslog is not
receiving the alert message from snort. You decide to run wireshark in the snort machine to check if the messages are going to the
kiwi syslog machine. What Wireshark filter will show the connections from the snort machine to kiwi syslog machine?

e A tep.sreport== 514 && ip.src==192.168.150
e B. tep.dstport== 514 && ip.dst==192.168.0.99
e C. tep.sreport= =514 && ip.sre==192.168.0.99
e D. tep.dstport== 514 && ip.dst==192.168.0.150
Antwort: D
813. Frage

An attacker identified that a user and an access point are both compatible with WPA2 and WPA3 encryption.

The attacker installed a rogue access point with only WPA2 compatibility in the vicinity and forced the victimto go through the
WPA2 four-way handshake to get connected. After the connection was established, the attacker used automated tools to crack
WPA2-encrypted messages. What is the attack performed in the above scenario?

A. Timing-based attack
B. Downgrade security attack
C. Side-channel attack
D. Cache-based attack

Antwort: B

Begrindung;

The described attack is a Downgrade Security Attack. In this scenario:

* The legitimate client and access point support both WPA2 and WPA3.

* The attacker ntroduces a rogue AP that only supports WPA2.

* The victim connects to this rogue AP using WPA?2 (less secure) instead of WPA3.

* Once downgraded, the attacker captures the handshake and attempts to crack the WPA2 encryption.
This is known as a "Downgrade Attack" or "Downgrade Negotiation Attack," which exploits backward compatibility in security
protocols.

Incorrect Options:

* A. Timing-based attacks usually refer to side-channel analysis, not protocol downgrading,

* B. Side-channel attacks extract info via timing, power usage, etc., not protocol negotiation.

* D. Cache-based attacks exploit memory caching behavior.

Reference - CEH v13 Official Courseware:

Module 16: Hacking Wireless Networks

Section: "Wireless Encryption Attacks"

Subsection: "Downgrade Attacks (WPA3 to WPA2) and Rogue Access Points"

814. Frage

Wenn Sie IT-Angestellter sind, wollen Sie befordert werden? Wollen Sie ein IT-Technikexpert werden? Dann legen Sie doch die
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