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H #38
An analyst is conducting threat intelligence analysis in a client organization, and during the information gathering process, he gathered
information from the publicly available sources and analyzed to obtain a rich useful form of intelligence. The information source that
he used is primarily used for national security, law enforcement, and for collecting intelligence required for business or strategic
decision making.
Which of'the following sources of intelligence did the analyst use to collect information?

e A SIGINT

e B OSINT

e C.ISAC

e D. OPSEC

Ef#: B

R -

The analyst used Open Source Intelligence (OSINT) to gather information from publicly available sources.

OSINT mvolves collecting and analyzing information from publicly accessible sources to produce actionable intelligence. This can
include media reports, public government data, professional and academic publications, and information available on the internet.
OSINT is widely used for national security, law enforcement, and business mtelligence purposes, providing a rich source of
information for making informed decisions and understanding the threat landscape.

References:

"Open Source Intelligence (OSINT) Tools and Techniques," by SANS Institute

"The Role of OSINT in Cybersecurity and Threat Intelligence," by Recorded Future

B #39

In a team of threat analysts, two individuals were competing over projecting their own hypotheses on a given malware. However, to
find logical proofs to confirm their hypotheses, the threat intelligence manager used a de-biasing strategy that involves learning
strategic decision making in the circumstances comprising multistep interactions with numerous representatives, either having or
without any perfect relevant information.

Which of the following de-biasing strategies the threat intelligence manager used to confirm their hypotheses?

A. Decision theory

B. Cognitive psychology
C. Ganre theory

D. Machine learning

IEf#: A

HH #40

SecurityTech Inc. is developing a TI plan where it can drive more advantages in less finds. In the process of selecting a TI platform,
it wants to incorporate a feature that ranks elements such as intelligence sources, threat actors, attacks, and digital assets of the
organization, so that it can put in more finds toward the resources which are critical for the organization's security.

Which of the following key features should SecurityTech Inc. consider in their TI plan for selecting the TI platform?

A. Search

B. Scoring
C. Workflow
D. Open

IEf#: B
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A #41

Daniel is a professional hacker whose aim s to attack a systemto steal data and money for profit. He performs hacking to obtain
confidential data such as social security numbers, personally identifiable information (PII) of an employee, and credit card
mformation. After obtaining confidential data, he firther sells the mformation on the black market to make money.

Daniel comes under which of the following types of threat actor.

A. Insider threat

B. Organized hackers

C. State-sponsored hackers
D. Industrial spies

IEf#: B

AR :

Daniel's activities align with those typically associated with organized hackers. Organized hackers or cybercrimnals work in groups
with the primary goal of financial gain through illegal activities such as stealing and selling data. These groups often target large
amounts of data, including personal and financial information, which they can monetize by selling on the black market or dark web.
Unlike industrial spies who focuson corporate espionage or state-sponsored hackers who are backed by nation-states for political
or millitary objectives, organized hackers are motivated by profit. Insider threats, on the other hand, come from within the
organization and might not always be motivated by financial gain. The actions described in the scenario-targeting personal and
financial information for sale-best fit the modus operandi of organized cybercriminal groups.References:

* ENISA (European Union Agency for Cybersecurity) Threat Landscape Report

* Verizon Data Breach Investigations Report

B #42
In which of the following forms of bulk data collection are large amounts of data first collected from multiple sources in muiltiple
formats and then processed to achieve threat intelligence?

A. Hybrid form

B. Unstructured form
C. Production form
D. Structured form

IEf#: B
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