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¢ WLAN Protocols and Devices: It focuses on terminology related to the 802.11 MAC and PHY, the
hEY 71 purpose of the three main 802.11 frame types, MAC frame format, and 802.11 channel access methods.

e WLAN Network Security: It addresses the concepts of weak security options, security mechanisims for
bEY 72 enterprise WLANS, and security options and tools used in wireless networks.

¢ Radio Frequency (RF) Technologies: This topic explains the basic features and behavior of RF. It also
FEy 23 discusses applying the basic concepts of RF mathematics and measurement. Lastly, the topic covers RF
signal characteristics and the functionality of RF antennas.
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H #35

The requirements for a WLAN you are installing state that it must support unidirectional delays of less than

150 s and the signal strength at all receivers can be no lower than -67 dBm. What application is likely used that demands these
requirements?

A. E-Mail
B. RTLS
C.FTP
D. VoIP

Ef#E: D

R -

VoIP (Voice over Internet Protocol) is an application that is likely used that demands the requirements of unidirectional delays of
less than 150 ms and the signal strength at all receivers can be no lower than -67 dBm

VolP is an application that allows users to make and receive voice calls over a network, such as the Internet or a WLAN. VoIP is a
real-time and mteractive application that requires high quality of service (QoS) to ensure good user experience and satisfaction. One
of the QoS metrics for VoIP is delay, which is the time it takes for a voice packet to travel from the sender to the receiver. Delay
can affect the quality and intelligibility of the voice conversation, as well as the synchronization and naturalness of the dialogue. The
ITU-T G.114 recommendation suggests that the maximum acceptable one-way delay for VoIP should be less than 150 s, as
anything higher than that can cause noticeable degradation and annoyance to the users. Another QoS metric for VolIP is signal
strength, which is the measure of how strong the RF signal is at the receiver. Signal strength can affect the reliability and performance
of the wireless connection, as well as the data rate and throughput of the VoIP traffic. The CWNA Official Study Guide
recommends that the minimum signal strength for VoIP should be -67 dBm, as anything lower than that can cause packet loss,
retries, jitter, and other issues that can impair the voice quality. References: 1, Chapter 10, page 398; 2, Section 6.1

M #36
What cipher suite is specified by the 802.11-2016 standard and is not deprecated?

A. Extensible Authentication Protocol

B. Wired Equivalent Privacy

C. Counter Mode with CBC-MAC Pro tocol
D. Temporal Key Integrity Protocol

EfE: C

AR

The cipher suite specified by the 802.11-2016 standard and is not deprecated is Counter Mode with CBC- MAC Protocol
(CCMP). CCMP is an encryption protocol that uses Advanced Encryption Standard (AES) as the underlying cipher and provides
confidentiality, integrity, and origin authentication for wireless data.

CCMP is the mandatory encryption protocol for WPA2 and WPA3. References: [CWNP Certified Wireless Network
Admmistrator Official Study Guide: Exam CWNA-109], page 295; [IEEE Standard for Information technology-
Telecommunications and information exchange between systems Local and metropolitan area networks-Specific requirements - Part
11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) Specifications], page 1560.

B #37
Option 43 must be configured to allow access points to locate controllers. In what network service should this option be configured?

e A RADIUS
e B.DNS
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e C. DHCP

e D.LDAP
EfE: C
R -

DHCP (Dynamic Host Configuration Protocol) is the network service where option 43 must be configured to allow access points to
locate controllers. DHCP is a protocol that allows a device to obtain an [P address and other network configuration parameters
froma server. In a wireless controller scenario, the access points can use DHCP to request an IP address froma DHCP server,
which can also provide the [P address or hostname of the wireless controller as an option in the DHCP response. Option 43 is a
vendor-specific option that can be used to encode custom information for different types of devices. For exanmple, Cisco access
points can use option 43 to receive the IP address of the wireless controller from the DHCP server, while Aruba access points can
use option 43 to receive the hostname of the wireless controller from the DHCP server. This way, the access points can discover the
wireless controller and establish a connection with it. References: 1, Chapter 8, page 309; 2, Section 5.2

HM #38
What 802.11 PHY uses available space in very low frequency ranges that is not in use at the time by broadcast video signals?

A SIG
B. DMG
C.DSSS
D. TVHT

Ef#: D

fEEL:

TVHT stands for Television Very High Throughput and it is a PHY defined by the 802.11af amendment. It uses the TV white space
(TVWS) spectrum in the VHF and UHF bands between 54 and 790 MHz, which are not in use by broadcast video signals at the
time. It can provide long-range and low-power connectivity for WLAN devices.

B #39

You are using a site survey tool for post-implementation validation. You have installed the appropriate adapter driver and imported a
floor plan. Now, you want to take the next step in proper tool use. What must you do before gathering survey data after the floor
plan is imported?

A. Nothing, you can simply start capturing signal readings
B. Calibrate the floor plan

C. Install iPerf

D. Install WinPCAP

EfE: B

R

Calibrating the floor plan is what you must do before gathering survey data after the floor plan is imported when using a site survey
tool for post-implementation validation. A site survey tool is a software application that can run on a laptop, tablet, smartphone, or
other device that has a Wi-Fi adapter and a GPS receiver. A site survey tool can scan the wireless environment and collect
mformation about the detected access points and client stations, such as their SSID, BSSID, channel, signal strength, security, and
data rate. A site survey tool can also measure and display various metrics of network performance, such as throughput, jitter, packet
loss, delay, and SNR. A site survey tool can also use a floor plan to visualize the wirelesscoverage and quality in different locations
ona map. A floor plan is an image file that shows the layout and dimensions of a building or an area where the WLAN is deployed.
A floor plan can be imported from various sources, such as a CAD file, a PDF file, an image file, or a Google Maps screenshot.
After importing a floor plan into a site survey tool, it is necessary to calibrate the floor plan before gathering survey data. Calibrating
the floor plan means adjusting the scale and orientation of the floor plan to match the actual size and direction of the area.
Calibrating the floor plan can be done by using a reference point or a reference line that has a known distance or angle in the real
world. Calibrating the floor plan ensures that the survey data is accurate and consistent with the physical environment. References: 1,
Chapter 7, page 290; 2, Section 4.3
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