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HR #144

An engineer implements an Application Performance Monitoring (APM) solution. The solution runs in a vSphere infrastructure where
the vSwitch support for promiscuous mode is disabled for security reasons. As a result, the final implementation must receive a copy
of bidirectional traffic to a load balancer that is connected to a Cisco Nexus 93108 Series Switch. The APM solution supports GRE
encapsulated traffic. Which configuration must be applied to the switch to meet this requirement?

e A. interface vlanl
switchport monitor
destination ip 10.1.1.1
exit
monitor session 1 rx
monitor session 1 tx
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source interface ethernet1/9

¢ B. monitor session 1 both
source interface ethernet 1/9
destination interface ethernet 1/12
erspan-id 1
vrf mgmtO
filter vian 3
no shut

¢ C. nterface ethernet 1/9
erspan-id 1
monitor session 1 type erspan-source
interface mgmt0
monitor session 1 type erspan-destination
destination ip 10.1.1.1
no shut

¢ D. configure terminal
monitor session 1 type erspan-source
erspan-id 1
destination ip 10.1.1.1
source interface ethernet 1/9 both
vrf default
no shut

Ef: D

fEERL:

APM supports ERSPAN. This will be ERSPAN destination. We need source session from switch.
httpsy//www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3850/software/release/16-
3/configuration _guide/b 163 consolidated 3850 cgb 163 consolidated 3850 cg chapter 010
01010.pdf

B #145
Refer to the exhibit.

NEXUS (config) # feature tacacs+

NEXUS (config) # tacacs-server timeout 5

NEXUS (config) # tacacs-server directed-request

NEXUS (config) # tacacs-server deadtime 0

NEXUS (config) # tacacs server host 10.1.50.20 port 495
NEXUS (config) # tacacs-server host_210.1.50.20 key 7 "Flwhgl23" timeout 1
NEXUS (config) # aaa group server‘tagcacs+ ISE

NEXUS (config-tacacs+) # seryer 10.1.50.20

NEXUS (config-tacacg+t) # d€adtime 10

NEXUS (config-tackes+)¥pubefvEif management
NEXUS{config—tacac‘+ #-soukce-interface mgmt 0

NEXUS (config)# asa ruihentication login default group ISE

What is the result of implementing this configuration?

A. The timeout value on the TACACS+ server is 10 seconds.

B. The switch queries the TACACS+ server by using a clear text PAP login.

C. The TACACS+ server uses the type-6 encrypted format.

D. The switch queries the TACACS+ server by using an encrypted text PAP login.

Ef: A

fE:
Section: Security



B #146

Refer to the exhibit An engineer must build the VXLAN for a new customer BGP is configured for Layer 3 connectivity and is
confirmed to work as expected The deployment must meet these entena:

* All VNI IDs nmusst contain the VLAN that they represent

*Multicast must be used to transport ARP messages between the pods

Drag and drop the code snippets from the bottom onto the boxes in the code to complete the remaining Layer

2 connectivity.

Not all code snippets are used.
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Refer to the exhibit. An engineer must build the VXLAN for a new customer. BGP is configured for Layer 3 connectivity and is confirmed to work as expected
The deployment must mee! these criteria

* All VNI IDs must contain the VLAN that they represent

* Multicast must be used to transport ARP messages between the pods.

Drag and drop the code snippets from the bottom onto the boxes in the code to complete the remaining Layer 2 connectivity. Not all code snippets are used

interface [

no shutdown
description Network Virtual Interface

] protocol |

source~-interface lcopback(

member vai 900001 associate-vrf
'

member wni | —]

ne

mcast-group 225.4.0.10
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Refer to the exhibit. An engineer must build the VXLAN fog@fiew cuSiomef BGP isieanfiurefiion Cager 3 cofhecifity and is confirmed to work as expected
The deployment must meet these criteria

* All VNI IDs must contain the VLAN that they represont

* Multicast must be used to transport ARP messages between the pods.

Drag and drop the code snippels from the boltom onto the boxes in the code o complete thademaining Layer 2 conneclivity. Not all code snippets are used

scurce-interface loopbackO

1) nvel

2) host-reachablity 3) bgp
4) 2002001

5) suppress-arp

B #147

Remote Site HQ

WebServer
=]

D
:5__: |

NSK-1 N5SK-2

i Application Server

Refer to the exhibit The communication between the web server and the application server experiences poor performance The
network engmneer must collect the traffic between the two servers, including the payload for more investigation The collected data
must be sent from the remote site to the headquarters. Which action accomplishes this goal?

Monitor Server

A. Configure a SPAN session between N5SK-1 and N5K-2

B. Configure NetFlow on N5K-1 to send the data to the monitor server
C. Configure an ERSPAN session between N5K-1 and NSK-2.

D. Configure SNMP on N5K-1 to send the data to the monitor server

EfE: C

s

Configuring an ERSPAN session between N5SK-1 and N5K-2 is the appropriate action to accomplish the goal of collecting traffic,
including payload, for further investigation. ERSPAN will mirror the traffic from the source to the destination over an IP network,
allowing the network engineer to capture and analyze the traffic at the headquarters.

References: = For more information on how to configure ERSPAN sessions on Cisco devices, you can refer to the Cisco Nexus
5000 Series NX-OS Software Configuration Guide



HH #148

A Cisco UCS user called "Employee" accidentally changed the boot policy of the Cisco UCS server at the Cisco UCS Manager
root level. This change impacted all service profiles, and their storage connectivity was lost. The system administrator wants to
prevent this issue from recurring in the future. The new security policy mandates that access must be restricted up to the organization
level and prevent other users from modifying root policies. Which action must be taken to meet these requirements?

A. Assign users to a specific Cisco UCS locale

B. Assign the user "Employeel" the network-operator role
C. Modify the privilege level assigned to the user

D. Define a custom user role and assign it to users

EfE: A

it

To prevent unauthorized changes at the root level and to restrict access up to the organization level, the appropriate action is to
assign users to a specific Cisco UCS locale. A locale is a logical grouping that defines the scope of user permissions in Cisco UCS
Manager. By assigning users to a locale, their access can be limited to specific organizations or service profiles, preventing them from
modifying policies at the root level.

References: Cisco Data Center Certifications guide3.
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