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& (Q190-Q195):

B #190

A custorrer is reviewing Container audits, and an audit has identified a cryptominer attack. Which three options could have
generated this audit? (Choose three.)

A. High CPU usage over time for the container is detected.
B. The value of'the mined currency exceeds $100.

C. Common cryptominer port usage was found.

D. Common cryptominer process name was found.

E. The mined currency is associated with a user token.

Ef#: AL C. D

it

In the case of'identifying a cryptominer attack through container audits, the options that could have generated this audit include B.
High CPU usage over time for the container is detected, which is a common indicator of cryptomining activity as it consumes
significant computational resources, C. Common cryptominer process name was found, which directly indicates the presence of
cryptomining based on known malicious processes, and E. Common cryptominer port usage was found, suggesting cryptomining
activity based on network behavior typical of such attacks.

HM #191

A customer wants to monitor the company's AWS accounts via Prisma Cloud, but only needs the resource configuration to be
monitored for now.

Which two pieces of mformation do you need to onboard this account? (Choose two.)

A. Role ARN

B. Cloudtrail

C. Active Directory ID
D. External ID

E. Subscription ID

Ef#: A. B

fiR .-

To onboard an AWS account into Prisma Cloud for the purpose of monitoring resource configurations, the necessary information
includes the Role ARN (Amazon Resource Name) and CloudTrail setup. The Role ARN (Option E) is crucial because Prisma
Cloud requires permission to access and monitor resources within the AWS account, which is facilitated through an IAM role that
Prisma Cloud can assume. This IAM role must have the necessary permissions to access AWS services and resources that Prisma
Cloud needs to monitor. CloudTrail (Option A) is essential for auditing and monitoring API calls within the AWS environment,
including those related to resource configurations. It provides visibility into user and resource activity by recording API calls made on
the account. CloudTrail logs are used by Prisma Cloud to detect changes in resource configurations and ensure compliance with
security policies. Subscription ID (Option B) and Active Directory ID (Option C) are more relevant to Azure cloud environments,
not AWS. External ID (Option D) is used in a cross-account role trust relationship to prevent the "confused deputy” problem, but it's
not specifically required just to onboard the account for resource configuration monitoring,

R #192

Prisma Cloud Compute has been installed on Onebox. After Prisma Cloud Console has been accessed.
Defender is disconnected and keeps returning the error "No console connectivity" in the logs.

What could be causing the disconnection between Console and Defender in this scenario?

A. Port 8084 is not open for Console and Defender commumication.
B. The license key provided to the Console is mnvalid.

C. Port 8083 is not open for Console and Defender communication.
D. Onebox script installed an older version of the Defender.

EfE: A



By default, Defender is configured to communicate with Console on port 8084. If port 8084 is closed, then Defender cannot
commumnicate with Console. https//knowledgebase.paloaltonetworks.conyK CS ArticleDetail?
id=kA10g000000PNWXCA4#~text=I{%20port%6208084%20is%20closed%s2C%:20then%20Defender%o
20canmnot%e20communicate%620with%620Console. &text=Resolve%620the%620issue%620by%620setting, %3 E%
20Load%20Balancer%20%3E%20Defender).

H #193
A Prisma Cloud Administrator needs to enable a Registry Scanning for a registry that stores Windows images.
Which of'the following statement is correct regarding this process?

¢ A There are Windows host defenders deployed in your environment already. Therefore, they do not need to deploy any
additional defenders.

¢ B. They can deploy any type of container defender to scan this registry.

e C. A defender is not required to configure this type of registry scan.

e D. There are Windows host defenders deployed in your environment already.

Ef#E: D

A -

‘When enabling Registry Scanning in Prisma Cloud for a registry that stores Windows images, it's important to note that Windows
host defenders must be deployed in the environment to scan these images effectively. The Windows host defenders are specialized
versions of the Prisma Cloud Defender that are designed to run on Windows operating systems. They provide the necessary
functionality to scan Windows container images stored in registries, identifyng vulnerabilities and ensuring the images comply with
security policies before they are deployed. This requirement underscores the importance of having the appropriate Defender
deployments that match the operating systems of the images being scanned.

R #194

An admmnistrator sees that a runtime audit has been generated for a Container. The audit message is "DNS resolution of suspicious
name wikipedia.com. type A",

Why would this message appear as an audit?

A. This is a DNS known to be a source of malware.

B. The process calling out to this domain was not part of the Container model.

C. The DNS was not learned as part of the Container model or added to the DNS allow list.
D. The Layer7 firewall detected this as anomalous behavior.

EfE: C

fiR .-

The runtime audit message indicating "DNS resolution of suspicious name wikipedia.com. type A" would appear as an audit because
the DN'S was not learned as part of the Container model or added to the DNS allow list (option A). In cloud security platforns like
Prisma Cloud, runtime protection policies monitor the behavior of running containers and compare it against a learned model of
expected behavior. Ifa container attempts to resolve a DNS name that was not observed during the learming phase or specifically
allowed, it triggers an audit event to alert security teams of potentially malicious activity.
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