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Microsoft Cybersecurity Architect Sample Questions (Q140-Q145):

NEW QUESTION # 140

Your company has a hybrid cloud infrastructure.

Data and applications are moved regularly between cloud environments.

The company's on-premises network is managed as shown in the following exhibit.

You are designing security operations to support the hybrid cloud infrastructure. The solution must meet the following requirements:
- Govern virtual machines and servers across multiple environments.

- Enforce standards for all the resources across all the environments

by using Azure Policy.

Which two components should you recommend for the on-premises network? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. Azure Bastion

B. guest configuration in Azure Policy
C. on-premises data gateway

D. Azure Arc

E. Azare VPN Gateway

Answer: B,D

Explanation:

B: Azure Policy's guest configuration feature provides native capability to audit or configure operating system settings as code, both
for machines running in Azure and hybrid Arc-enabled machines. The feature can be used directly per-machine, or at-scale
orchestrated by Azure Policy.

Configuration resources in Azure are designed as an extension resource. You can imagine each configuration as an additional set of
properties for the machine.

E: Azure Arc is a bridge that extends the Azure platform to help you build applications and services with the flexibility to run across
datacenters, at the edge, and in multicloud environments.

Microsoft recently [2019/2020] released Azure Arc, which unlocks new hybrid scenarios for organizations by bringing new Azure
services and management features to any infrastructure.

Reference:

httpsy/techcommumnity. microsoft. com/tS/azure-developer-community-blog/azire-arc- for-servers- getting-started/ba-p/1262062
httpsz//docs.microsoft.com/en-us/azure/cloud-adoption-framework/manage/hybrid/server/best- practices/arc-policies-mma
httpsz//docs.microsoft.com/en-us/azure/governance/policy/concepts/guest-configuration

NEW QUESTION # 141

You have a Microsoft Entra tenant named contoso.com

You have an external partner that has a Microsoft Entra tenant named fabrikam com

You need to recommend an identity governance solution for contoso.com that meets the following requirements:

* Enables the users in contoso.comand fabrikam.comto communicate by using shared Microsoft Teams channels.
* Manages access to shared Teams channels in contoso.com by using groups in fabrikam.com

* Supports single sign-on (SSO).

* Minimizes administrative effort.

* Maximizes security.

‘What should you include in the recommendation?

A. Microsoft Entra Connect Sync

B. B2B direct connect

C. Microsoft Entra B2B collaboration
D. Cross-tenant synchronization

Answer: B

NEW QUESTION # 142


https://www.dumpsmaterials.com/SC-100-real-torrent.html

You receive a security alert in Microsoft Defender for Cloud as shown in the exhibit. (Click the Exhibit tab.)
After remediating the threat which policy definition should you assign to prevent the threat from reoccurring?

A. Azure Key Vault Managed HSM should have purge protection enabled
B. Storage account keys should not be expired

C. Storage accounts should prevent shared key access

D. Storage account public access should be disallowed

Answer: D

Explanation:
httpsz/docs.microsoft.com/en-us/azure/storage/blobs/anonymous-read-access-prevent

NEW QUESTION # 143

For a Microsoft cloud environment, you need to recommend a security architecture that follows the Zero Trust principles of the
Microsoft Cybersecurity Reference Architectures (MCRA).

Which security methodologies should you include in the recommendation? To answer, drag the appropriate methodologies to the
correct principles. Each methodology may be used once, more than once, or not at all. You may need to drag the split bar between
panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Answer:

Explanation:
Explanation:

NEW QUESTION # 144

You need to design a strategy for securing the SharePoint Online and Exchange Online data. The solution must meet the application
security requirements.

Which two services should you leverage in the strategy? Each correct answer presents part of the solution.

NOTE; Each correct selection is worth one point.

A. Microsoft Defender for Cloud

B. Microsoft Defender for Cloud Apps
C. Azure AD Conditional Access

D. Microsoft Defender for Endpoint

E. access reviews in Azure AD

Answer: B,E

Explanation:

httpsz/docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access- session#conditional-access-
application-control

https/docs.microsoft.com/en-us/azure/active-directory/app-proxy/application-proxy-integrate-with-microsoft- cloud-application-
security

NEW QUESTION # 145
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