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78 #83
Which of the authentication is more secured?

A. Multifactor Authentication
B. Password Authentication

C. Single Sign-on
D. Bionetric Authentication

BE: A

S RE R «
Multifactor authentication is more secured than the rest because it has more than one aspect to authentication Multifactor
authentication is composed of; at a minimum, two of the following aspects- something you know, something you are, or something
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you have. Something you know can be a password, passphrase, and so on. Something you have can be something like a number-
generating transmit a number or fob, a smartphone capable of receiving text messages, or even a phone that can receive a call and
then to the individual but that is only accessible froma very specific phone number.

Something you are is a biometric trait of yourself; as a living creature. This could be as unique and specific as your DNA fingerprint,
or as cursorily general as a photograph.

il =8 #84
In Identity and Access Management (IAM) containment, why is it crucial to understand if an attacker escalated their identity?

A. Tt aids in determining the source IP of'the attacker.

B. Because it simplifies the recovery process and increases the response time.

C. To facilitate the eradication of malware.

D. To prevent further unauthorized access and limit the management plane blast radius.

EX: D
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Privilege escalationis a majorcloud security riskbecause attackers can:

* (Gain administrative access to cloud environments.

* Modify security configurations, disable logs, and exfiltrate sensitive data.

* Expand the attack blast radius, compromising multiple cloud resources.

To mitigateidentity escalation threats, security teanms must:

* Implement strong IAM policies with least privilege access.

* Use Multi-Factor Authentication (MFA) and Just-in- Time (JIT) access.

* Monitor IAM logs for unusual privilege escalations and lateral movemments.

This is detailed mn:

* CCSK v5 - Security Guidance v4.0, Domain 12 (Identity, Entitlement, and Access Management)
* Cloud Controls Matrix (CCM) - IAM Controls and Privilege Escalation Prevention.

P #85
Which of the following uses security and encryption as means to prevent unauthorized copying and limitations on distribution to only
those who pay?

A. Data Dispersion

B. Digital Rights Management(DRM)
C. Data Encryption

D. IPSEC

Z%: B
fRREREA

Digital rights management(DRM)was designed to focus on security and encryption as a means of preventing unauthorized copying
and limitations on distribution of content to only those authorized(purchasers).

P& #86
Which of the following represents a benefit of using serverless computing for new workload types?

A. Requires short-term commitments and defers upfront costs
B. Large mitial configuration is not required

C. Full control over underlying server environments

D. Automatic scaling and reduced operational overhead

ZE: D
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Serverless computing (Function as a Service - FaaS) is designed for auto-scaling, high availability, and reduced management
overhead. It enables developers to focus on writing code without managing the underlying infrastructure. This makes it an ideal
solution for new or unpredictable workloads.



As explained in CSA Security Guidance v4.0 - Domain 1: Cloud Computing Concepts and Architectures

"Serverless computing abstracts infrastructure management and allows automatic scaling of application functions in response to
demand. This reduces operational overhead and enables teans to deploy scalable solutions rapidly." (CSA Security Guidance v4.0,
Domain 1: Cloud Computing Concepts and Architectures) Why not the others?

* A. While cost benefits exist, it's not the core benefit of serverless.

* C. Configuration may be minimal, but not exclusive to serverless.

* D. Serverless removes control over the underlying server environment.

il /8 #87
In the context of server-side encryption handled by cloud providers, what is the key attribute of this encryption?

A. The data is not encrypted in transit.

B. The data is encrypted using customer or provider keys after transmission to the cloud.
C. The data is encrypted before transmission to the cloud.

D. The data is encrypted using symmetric encryption.

ZX: B
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In the context of server-side encryption handled by cloud providers, the data is encrypted after transmission to the cloud using either
provider-managed keys or customer-managed keys. The cloud provider takes responsibility for encrypting the data when it is stored
m the cloud, ensuring that the data at rest is protected.

Server-side encryption typically uses symmetric encryption for performance reasons, but this attribute is not what defines the
encryption process. Also, server-side encryption focuses on protecting data once it's in the cloud, not before transmission.
Encryption in transit is typically handled separately from server-side encryption and applies to data as it moves between the client
and the cloud.
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