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Oracle 1z0-1104-25 Exam Syllabus Topics:

Topic Details

Topic 1

Protecting Data: This section of the exam measures the skills of Cloud Security Professionals and highlights
data security practices in OCI. It tests knowledge of using the Key Management Service for encryption
keys, managing secrets in the OCI Vault, and applying features of OCI Data Safe to ensure sensitive data
remains protected.

Topic 2

Detecting, Remediating, and Monitoring OCI Resources: This section of the exam measures the skills of
OCI Administrators and emphasizes monitoring and maintaining security posture across cloud resources. It
focuses on the use of Cloud Guard, security zones, and the Security Advisor. Candidates also need to
understand how to identify rogue users with threat intelligence, as well as use monitoring, logging, and event
services for continuous visibility into performance and security.

Topic 3

Implementing OS and Workload Protection: This section of the exam measures the skills of OCI
Administrators and looks at securing workloads and operating systems. It includes the use of OCI Bastion
for time-limited access, vulnerability scanning of hosts and containers, and the use of OS management for
automated updates. The goal is to ensure that workloads remain resilient and well-protected.
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Topic 4

Protecting Infrastructure - Network and Applications: This section of the exam measures the skills of
Cloud Security Professionals and covers methods for securing networks and applications on OCI. Topics
include network security groups, firewalls, and security lists, while also focusing on the use of load
balancers for availability. The section further addresses the configuration of OCI certificates and web
application firewalls to strengthen infrastructure security.
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Oracle Cloud Infrastructure 2025 Security Professional Sample Questions
(Q36-Q41):
NEW QUESTION # 36 
Your organization needs to implement strong password policies for users in OCI.
Which of the following statements is TRUE about password policies in OCI IAM?

A. The default password policy cannot be modified.
B. Simple password policies are suitable for production environments.
C. Only one password policy can be applied to all users in a domain.
D. Custom password policies allow for granular control over password complexity.

Answer: D

NEW QUESTION # 37 
Within OCI IAM identity domains, the AD Bridge component serves a critical role. How does the AD Bridge functionality
specifically enhance Identity and Access Management (IAM) practices?

A. It facilitates delegated administration, allowing authorized AD users to manage specific resources within the OCI identity
domain.
B. It directly integrates with OCI MFA providers, allowing for seamless enforcement of MFA for users authenticated through
AD credentials.
C. It strengthens access security by providing an additional layer of authentication through AD integration.
D. It simplifies user provisioning by enabling automated synchronization of user accounts and group memberships from an
existing Microsoft Active Directory (AD) environment.

Answer: D

NEW QUESTION # 38 
Based on the provided diagram, you have a group of critical compute instances in a private subnet that require vulnerability using the
Oracle Cloud Infrastructure(OCI) Vulnerability Scanning Service (VSS).
"What additional configuration is required to enable VSS to scan instances in the private subnet

A. VSS cannot scan private instances. You need to move them to a public subnet for vulnerability scanning.
B. Configure a service gateway in the VCN and a route rule to direct traffic for the VSS service through the gateway.
C. Use an OCI Bastion session to establish connectivity and forward scan results from the private instances."
D. No additional configuration is needed. VSS can access private instances by default.

Answer: B
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NEW QUESTION # 39 
Task 5: Create a Certificate
Create a certificate, where:
Certificate name: PBT-CERT-01-<username>
For example, if your username is 99008677-lab.user01, then the certificate name should be PBT-CERT-
01990086771abuser01
Ensure you eliminate special characters from the user name.
Common name: PBT-CERT-OCICERT-01
Certificate Authority: PBT-CERT-CA-01 (created in the previous task)

Answer:

Explanation:
See the solution below in Explanation.
Explanation:
Since I can't create resources or retrieve OCIDs directly in your OCI environment, I'll provide a step-by-step solution based on
verified OCI documentation and best practices as of 02:30 PM BST on Thursday, June 12,
2025. Follow these instructions precisely in the OCI Console or CLI, using the preconfigured PBI_Vault_SP vault and the PBT-
CERT-CA-01<username> Certificate Authority created in the previous task. Replace
<username> with your actual username (e.g., 99008677-lab.user01), ensuring special characters are removed.
Task 5: Create a Certificate
Step 1: Access the OCI Vault
* Log in to the OCI Console.
* Navigate toIdentity & Security>Vault.
* Select the root compartment.
* Locate and click on the vault named PBI_Vault_SP.
Step 2: Create the Certificate
* In the PBI_Vault_SP vault details page, underResources, clickCertificates.
* ClickCreate Certificate.
* Enter the following details:
* Name: Replace <username> with your username (e.g., if your username is 99008677-lab.user01, remove special characters like -
and . to get 99008677labuser01, then use PBT-CERT-
0199008677labuser01).
* Common Name: Enter PBT-CERT-OCICERT-01.
* Certificate Authority: Select the PBT-CERT-CA-01<username> CA created in Task 4 (e.g., PBT-CERT-CA-
0199008677labuser01).
* Subject: Leave as default or adjust (e.g., Organization, Country) if required.
* Validity Period: Set as needed (e.g., 1 year), or use the default.
* Compartment: Ensure it's set to the root compartment.
* ClickCreate Certificateand wait for the certificate to be issued.
Step 3: Verify the Certificate
* After creation, go to theCertificatessection under PBI_Vault_SP.
* Confirm the certificate PBT-CERT-01<username> (e.g., PBT-CERT-0199008677labuser01) is listed and its status is active.

NEW QUESTION # 40 
"You are designing a secure access strategy for compute instances deployed within a private subnet of an OCI Virtual Cloud
Network (VCN). Your security policy requires that no compute instances in the private subnet should have direct Internet access,
and administrative access should be controlled.
Which statement best describes the role of an OCI Bastion in securing access to these private compute instances?

A. It serves as a secondary authentication point, verifying user credentials before granting access to the compute instance.
B. It creates a secure, publicly accessible entry point to access target resources in a private subnet."
C. It provides a direct public endpoint for the compute instance, enabling remote access.
D. It acts as a firewall, blocking any external access to the private compute instance.

Answer: B
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