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AE#17
Which action, if any, should be taken to forbid Adobe Commerce Admin from performing specific actions?

¢ A. Create a new user role with custom-defined resources, and assign it to the admin user
¢ B. This action cannot be taken since all admin users must have full access.
¢ C. Enable customroles in the store configuration, and assign admin user ID(s).

HE: A

3.

To forbid Adobe Commerce Admin from performing specific actions, a developer should create a new user role with custom-
defined resources, and assign it to the admin user. This can be done by going toSystem > Permissions > Rolesand creating a new
role. In theResourcessection, the developer can select the specific resources that they want to restrict the admin user from accessing.
To restrict specific actions within the Adobe Commerce Admin, the recommended approach is to utilize Magento's Access Control
List (ACL). This can be done by creating a new user role with custom-defined resources and assigning this role to the admmn user.
This approach allows for granular control over what actions an admin user can perform by specifying allowed resources within the
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role. Magento's ACL system is designed to manage permissions effectively, ensuring that users only have access to the necessary
functionalities required for their role.

EE#18
Which characteristic is associated with a persistent cart?

¢ A. While using the persistent cart, guest users do not need to log in or register to checkout
¢ B. While the customer is logged in, If the session cookie expires, the persistent cookie will remain active
¢ C. By default, a persistent cookie will become inactive in 30 days.

He: B

MY

A persistent cart is a cookie that is stored on the customer's computer. This cookie allows the customer to continue shopping even if
they close their browser. Ifthe customer is logged in, the persistent cookie will remain active even if the session cookie expires.
Associated with a persistent cart in Adobe Commerce is the characteristic that while the custorer is logged in, if the session cookie
expires, the persistent cookie will remain active. This ensures that the customer’s shopping cart is preserved even if they have been
nactive and the session has expired. The persistent cookie allows the cart to be restored when the customer returns to the store.

AR #19
An Adobe Commerce developer is tasked with adding an new export option for the order grid, they have added the following code
for the export button within sales_order grid.xml:

<exportButton>
<settings>
<options>
<option name="txt" xsi:type:"arra@dgbe
<item name="value" xsi:type="string'>txt</item>
<item name="label" xsi:types"sthing” translate="true">TXT</item>
<item name="url" xsi:type=tstring”>vendor_module/sales/export/customExport</item>
</option>
</options>
</settings>
< laxnnrtRuttnns

Upon testing, they are getting redirected, what would be a cause for this error?

¢ A The layout cache needs to be refreshed.
¢ B. The developer has to add a formkey for the new export option.
¢ (. The option's uri attribute is not valid.

HE: B

Y.

The developer has to add a formkey for the new export option because the formkey is required for security reasons. Without the
formkey, the request will be rejected and redirected to the dashboard page. Verified References: [Magento 2.4 User Guide]
[Magento 2.4 DevDocs] When adding custom export options to grids in Magento, it's crucial to include a form key for actions that
involve form submission. Magento relies on formkeys for CSRF (Cross-Site Request Forgery) protection, so omitting the form key
can lead to redirects or failed operations.

* Form Key Requirement:

* In Magento, the formkey is a hidden token included in forns to ensure that the request is valid.

This is particularly important for actions that change the state or export data, as it helps prevent unauthorized actions.

* Adding a custom export button triggers a form submission, which requires a valid form key.

Without it, Magento may redirect to a default page or the admin dashboard as a security measure.

* Why Option C is Correct:

* Option C correctly identifies the lack of a formkey as the issue. When Magento detects a missing form key in sensitive operations,
it defaults to a redirect to maintain security.

* Option A, concerning the URL, is less likely to cause a redirection. Similarly, Option B regarding layout cache would not directly
impact CSRF validation, which is the cause of the redirection here.

* Solution:

* Modify the button or form submission logic to include a formkey, typically by adding form key=

{{formKey} } inthe URL parameters or within the form data.



HEE #20
What is an advantage of the read-only core file system using Adobe Commerce Cloud?

¢ A. Reduces the number of attackable surfaces significantly
¢ B. Ensures that all changes to the production environment are tracked.
¢ C. Improves website performance.

HE: B

MY

The read-only core file system on Adobe Commerce Cloud ensures that all changes to the production environment are tracked. This
is because any changes to the code must go through version control, and the deployment pipeline, which includes stages like build,
staging, and production. This approach helps maintain consistency across environments, ensures deployment best practices, and
reduces human error by preventing direct changes on production servers.

HE #21
Which theme directory contains the static files that can be loaded directly?

e A preprocessed
e B assets
e C.web

e C

MY

Thewebdirectory contains the static files that can be loaded directly. This directory includes files such as CSS, JavaScript, and
mages.

In Adobe Commerce themes, thewebdirectory is used to store static files such as CSS, JavaScript, images, and fonts. These files
can be loaded directly by the browser. Thepreprocessedandassetsdirectories do not exist as standard directories in the theme
structure for containing directly loadable static files.
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