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Questions (Q85-Q90):
NEW QUESTION # 85 
Why is business continuity planning essential?

A. It allows for the quickest return to business operations.
B. It allows for succession planning.
C. It ensures that the company will avoid asset loss.
D. It ensures that the company will be profitable.

Answer: A

Explanation:
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Business continuity planning (BCP) is essential because it ensures that an organization can quickly resume its critical functions after a
disruption. The key aspects include:
* Minimizing downtime: Strategies to restore business operations as quickly as possible.
* Risk management: Identifying potential threats and creating plans to mitigate their impact.
* Data recovery: Ensuring that data can be restored quickly in the event of a loss.
* Communication plans: Establishing protocols for communicating with employees, customers, and stakeholders during and after a
disruption.
The primary goal of BCP is to ensure the quickest return to business operations, maintaining service levels and minimizing financial
losses.
References
* Andrew Hiles, "The Definitive Handbook of Business Continuity Management," Wiley.
* Michael Wallace and Lawrence Webber, "The Disaster Recovery Handbook," AMACOM.

NEW QUESTION # 86 
While undergoing a security audit, it is determined that an organization has several backup repositories nested in the cloud without
any level of protection. Which action should be taken to protect the backup repositories first?

A. Run a vulnerability scan
B. Disable the backup repositories
C. Audit access logs
D. Restrict access to the backups

Answer: D

Explanation:
Theprinciple of least privilegedictates that backups-especially those containing sensitive or mission-critical data-should havestrict
access controlsto prevent unauthorized access.
NIST SP 800-209 (Security Guidelines for Storage Infrastructure):
"Access to storage resources must be tightly controlled through identity management and access control policies to prevent
compromise or misuse of sensitive data." While vulnerability scanning and auditing are goodfollow-upactions,immediate access
restrictionis thefirst- line defense.
#WGU Course Alignment:
Domain:System Security Engineering
Topic:Secure cloud data storage and apply access control measures

NEW QUESTION # 87 
A company is developing a new system to process personal information about its customers, including their names, addresses, and
purchase histories.
Which term describes the process of identifying and evaluating the potential effects that the new system may have on the privacy of
personal information and developing strategies to mitigate those risks?

A. Disaster recovery (DR)
B. Risk management
C. Business continuity planning (BCP)
D. Data Protection Impact Assessment (DPIA)

Answer: D

Explanation:
The correct answer is C - Data Protection Impact Assessment (DPIA).
According to WGU Cybersecurity Architecture and Engineering (KFO1 / D488), a DPIA is conducted to assess how personal data
is collected, stored, and processed, evaluating potential privacy impacts and defining measures to mitigate risks. This is essential for
compliance with privacy laws and regulations, especially in systems handling sensitive customer information.
DR (A) and BCP (B) are about operational recovery, not data privacy. Risk management (D) is broader and not focused solely on
privacy impact.
Reference Extract from Study Guide:
"A Data Protection Impact Assessment (DPIA) evaluates the effects of processing activities on the privacy of individuals and
develops strategies to mitigate privacy risks."
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Data Privacy and Protection Strategies



NEW QUESTION # 88 
A company has discovered a vulnerability in its lightweight directory access protocol (LDAP) implementation, which could
potentially allow unauthorized access to sensitive information. The company has decided to implement risk mitigation strategies to
reduce the risk associated with this vulnerability.
Which risk mitigation strategy will meet the needs of the company?

A. Conducting regular security awareness training for employees to prevent social engineering attacks targeting LDAP
credentials
B. Implementing strong authentication mechanisms and encryption protocols to secure communication between the LDAP
server and clients
C. Regularly backing up data stored in the LDAP server to prevent data loss in the event of a breach
D. Implementing intrusion detection and prevention systems (IDPS) to monitor for suspicious activities and potential LDAP
attacks

Answer: B

Explanation:
The correct answer is D - Implementing strong authentication mechanisms and encryption protocols to secure communication
between the LDAP server and clients.
As outlined in WGU Cybersecurity Architecture and Engineering (KFO1 / D488) materials, securing LDAP communication and
strengthening authentication directly addresses vulnerabilities related to unauthorized access. Using encryption protocols such as
LDAP over SSL (LDAPS) ensures that credentials and sensitive data are transmitted securely.
Security awareness training (A) helps against social engineering but does not secure the LDAP system itself.
Backups (B) are a recovery measure, not a preventive one. IDPS (C) can detect attacks but does not directly secure the LDAP
server against exploitation.
Reference Extract from Study Guide:
"Implementing strong authentication and encrypting communications for LDAP servers mitigates vulnerabilities by preventing
unauthorized access and protecting sensitive information during transmission."
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Secure Protocols and Services

NEW QUESTION # 89 
Which life cycle is part of the process for planning, creating, testing, and deploying information systems?

A. Software Test Life Cycle (STLC)
B. System Development Life Cycle (SDLC)
C. Database Creation System Life Cycle (DCSLC)
D. Network Development Life Cycle (NDLC)

Answer: B

Explanation:
The System Development Life Cycle (SDLC) is a process used for planning, creating, testing, and deploying an information system.
It involves several stages, including requirements gathering, system design, implementation, testing, deployment, and maintenance.
The SDLC ensures that the system meets the needs of users and is developed in a structuredand efficient manner.

NEW QUESTION # 90
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