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Google Certified Professional - Cloud Developer Sample Questions (Q80-
Q85):

NEW QUESTION # 80
You recently developed an application. You need to call the Cloud Storage API froma Compute Engine instance that doesn't have
a public IP address. What should you do?

A. Use Private Google Access
B. Use Shared VPC networks
C. Use VPC Network Peering
D. Use Carrier Peering

Answer: A

Explanation:

https//cloud.google.com/vpc/docs/private-google-access

VM instances that only have internal IP addresses (no external IP addresses) can use Private Google Access. They can reach the
external [P addresses of Google APIs and services. The source IP address of the packet can be the primary internal IP address of
the network interface or an address in an alias IP range that is assigned to the interface. If you disable Private Google Access, the
VM instances can no longer reach Google APIs and services; they can only send traffic within the VPC network.

NEW QUESTION # 81

You are developing an internal application that will allow employees to organize community events within your company. You
deployed your application on a single Compute Engine instance. Your company uses Google Workspace (formerly G Suite), and
youneed to ensure that the company employees can authenticate to the application from anywhere. What should you do?

e A Setup a VPN tunnel between your company network and your instance's VPC location on Google Cloud. Configure the
required firewall rules and routing information to both the on-premises and Google Cloud networks.

¢ B. Add a public IP address to your instance, and restrict access to the instance using firewall rules. Allow your company's
proxy as the only source IP address.

e (. Add a public IP address to your instance, and allow traffic from the internet. Generate a random hash, and create a
subdomain that includes this hash and points to your instance. Distribute this DNS address to your company's employees.

¢ D. Add an HTTP(S) load balancer in front of the instance, and set up Identity- Aware Proxy (IAP).
Configure the AP settings to allow your company domain to access the website.

Answer: D

Explanation:
Explanation
https/cloud.google.com/blog/topics/developers-practitioners/control-access-your-web-sites-identity-aware-prox

NEW QUESTION # 82

Your application is built as a custom machine image. You have multiple unique deployments of the machine image. Each deployment
is a separate managed instance group with its own template. Each deployment requires a unique set of configuration values. You
want to provide these unique values to each deployment but use the same custom machine image in all deployments. You want to
use out-of-the-box features of Compute Engine.

‘What should you do?

A. Place the unique configuration values in the instance template startup script.

B. Place the unique configuration values in a Cloud Bigtable table.

C. Place the unique configuration values in the persistent disk.

D. Place the unique configuration values in the instance template instance metadata.

Answer: D

Explanation:
https//cloud.google.com/compute/docs/instances/startup-scripts
A startup script is a file that contains commands that run when a virtual machine (VM) instance boots.



NEW QUESTION # 83

You need to containerize a web application that will be hosted on Google Cloud behind a global load balancer with SSL certificates.
You don't have the time to develop authentication at the application level, and you want to offload SSL encryption and management
from your application. You want to configure the architecture using managed services where possible What should you do?

¢ A. Host the application on Google Kubernetes Engine, and deploy cert-manager to manage SSL certificates.

¢ B. Host the application on Compute Engine, and configure Cloud Endpoints for your application.

¢ C. Host the application on Google Kubernetes Engine and use Identity- Aware Proxy (IAP) with Cloud Load Balancing and
Google-managed certificates.

¢ D. Host the application on Google Kubernetes Engine, and deploy an NGINX Ingress Controller to handle authentication.

Answer: C

NEW QUESTION # 84
You want to create “fully baked" or "golden’ Compute Engine images for your application. You need to bootstrap your application

to connect to the appropriate database according to the environment the application is running on (test, staging, production). What
should you do?

¢ A. When creating the Compute Engine instance, create a metadata item with a key of "DATABASE" and a value for the
appropriate database connection string, In your application, query the metadata server for the "DATABASE" value, and use
the value to connect to the appropriate database.

¢ B. Embed the appropriate database connection string in the image. Create a different image for each environment.

e C. When creating the Compute Engine instance, add a tag with the name of the database to be connected. In your
application, query the Conmpute Engine API to pull the tags for the current instance, and use the tag to construct the
appropriate database connection string.

¢ D. When creating the Compute Engine instance, create a metadata item with a key of "DATABASE" and a value for the
appropriate database connection string, In your application, read the
"DATABASE" environment variable, and use the value to connect to the appropriate database.

Answer: A

Explanation:
https//cloud. google.com/compute/docs/metadata/querying-metadata

NEW QUESTION # 85
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