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Topic 1

Computer Forensics Investigation Process: This module explains the phases of the forensic investigation
process, including pre-investigation, investigation, and post-investigation. It also covers evidence integrity
methods such as hashing and disk imaging.

Topic 2
Linux and Mac Forensics: This module explains forensic analysis techniques for Linux and Mac systems. It
focuses on analyzing system data, file systems, and memory to recover digital evidence.

Topic 3
Dark Web Forensics: This module explains the investigation of dark web activities, including analyzing
artifacts related to the Tor browser and identifying dark web usage on systems.

Topic 4
Understanding Hard Disks and File Systems: This module covers disk structures, types of storage drives,
and operating system boot processes. It also explains how investigators analyze file systems and recover
deleted data.

Topic 5
Investigating Email Crimes: This module covers the basics of email systems and the process of investigating
suspicious emails to identify potential cybercrime evidence.

Topic 6
Computer Forensics Fundamentals: This module introduces the core concepts of computer forensics,
including digital evidence, forensic readiness, and the role of investigators. It also explains legal and
compliance requirements involved in forensic investigations.

EC-COUNCIL EC-Council Digital Forensics Essentials (DFE) Sample
Questions (Q62-Q67):
NEW QUESTION # 62 
Which of the following types of phishing attacks allows an attacker to exploit instant messaging platforms by employing IM as a tool
to spread spam?

A. Whaling
B. Spear phishing
C. Pharming
D. Spimming

Answer: D

Explanation:
Spimmingis defined in digital forensics and cybercrime references asspam over instant messaging (IM). It is a social-engineering
variant where attackers use instant messaging platforms (and sometimes chat apps) to deliver unsolicited bulk messages containing
malicious links, fraudulent offers, credential-harvesting lures, or malware downloads. Because IM messages are often delivered in
real time and can appear to come from known contacts (via compromised accounts), spimming can achieve higher click-through
rates than traditional email spam. For investigators, spimming incidents commonly leave artifacts such as chat logs, message
timestamps, sender identifiers, embedded URLs, and sometimes downloaded payload traces on the endpoint.
These artifacts help establish attacker infrastructure (domains, IPs), victim interaction (click events, file creation), and timeline
correlation with network logs.
The other options do not match the "IM as a tool to spread spam" description.Whalingtargets high-profile individuals via highly
tailored phishing, typically email-based.Pharmingredirects users to fraudulent websites (often via DNS or host-file manipulation)
without relying on bulk IM spam.Spear phishingis targeted phishing toward specific individuals or groups, not necessarily IM spam.
Therefore, the phishing/spam attack that exploits instant messaging platforms isSpimming (C).

NEW QUESTION # 63 
John, a forensic officer, was working on a criminal case. He employed imaging software to create a copy of data from the suspect
device on a storage medium for further investigation. For developing an image of the original data, John used a software application
that does not allow an unauthorized user to alter the image content on storage media, thereby retaining an unaltered image copy.
Identify the data acquisition step performed by John in the above scenario.

A. Planned for contingency



B. Sanitized the target media
C. Enabled write protection on the evidence media
D. Validated data acquisition

Answer: C

Explanation:
The scenario emphasizes that John used an application (or mechanism) thatprevents alteration of the acquired image content,
ensuring the image remainsunalteredand protected from unauthorized modification. In forensic acquisition standards, this corresponds
toenabling write protectionduring imaging-commonly implemented using awrite blocker(hardware or controlled software write-
protection) to prevent any writes to the source evidence and, where applicable, to protect the integrity of the evidence copy from
accidental or unauthorized changes. The purpose is to preserve evidential integrity by ensuring that neither the original media nor the
forensic image is modified during handling, analysis preparation, or transfer.
"Validated data acquisition" refers to confirming the image is an exact duplicate, typically by computing and comparing cryptographic
hashes (e.g., MD5/SHA) of the source and the acquired image. While validation is essential, the question specifically
highlightspreventing alteration, not verifying equality. "Sanitized the target media" is the step of wiping/clearing the destination drive
before acquisition to avoid contamination, which is not what is described. "Planned for contingency" relates to operational planning
for unexpected issues (equipment failure, encryption, power loss), not integrity protection. Therefore, the best match isEnabled write
protection on the evidence media (A).

NEW QUESTION # 64 
Which of the following tools can be used by an investigator to analyze the metadata of files in a Windows- based system?

A. Paraben P2 Commander
B. IECachesView
C. Bulk Extractor
D. Tor browser

Answer: C

Explanation:
Bulk Extractoris a digital forensics utility specifically designed to scan storage media (or forensic disk images) and automatically
extractstructured artifacts and metadata-like featureswithout relying strictly on file system parsing. In Windows investigations, it is
commonly used to identify and pull out items such as email addresses, URLs, domain names, credit card patterns, timestamps, GPS
coordinates, and other feature records that can be treated as metadata indicators during triage and deep analysis. Because it works
by scanning raw data blocks and producing feature reports, it can recover useful information even when files are deleted, partially
corrupted, or when file system structures are damaged-conditions frequently encountered in forensic cases. Investigators use its
outputs to correlate user activity, locate sensitive data exposure, and identify evidence-rich regions for further examination with file-
level tools.
The other options do not match the requirement of analyzing file metadata broadly.Tor browseris an anonymity-focused web
browser, not a forensic metadata analyzer.IECachesViewis a niche utility for viewing Internet Explorer cache/history artifacts rather
than general file metadata analysis.Paraben P2 Commandertargets peer-to-peer investigations and related artifacts, not general
metadata extraction across files. Therefore, the correct tool for analyzing metadata-like artifacts on a Windows-based system isBulk
Extractor (A).

NEW QUESTION # 65 
Bob, a forensic investigator, is investigating a live Windows system found at a crime scene. In this process, Bob extracted subkeys
containing information such as SAM, Security, and software using an automated tool called FTK Imager.
Which of the following Windows Registry hives' subkeys provide the above information to Bob?

A. HKEY_CLASSES_ROOT
B. HKEY_CURRENT_CONFIG
C. HKEY_CURRENT_USER
D. HKEY_LOCAL_MACHINE

Answer: D

Explanation:
In Windows forensics, the Registry is organized into logical root keys ("hives") that aggregate configuration and security data. The



items named in the question-SAM,SECURITY, andSOFTWARE-aresystem-wide registry hivesstored on disk (typically under the
system's configuration directory) and loaded at runtime underHKEY_LOCAL_MACHINE (HKLM). Investigators rely on these
hives because they contain high- value evidence: theSAMhive stores local account database information (including user and group
identifiers and credential-related material), theSECURITYhive holds system security policy and LSA-related settings, and
theSOFTWAREhive contains installed software, application configuration, and many operating system settings relevant for program
execution and persistence analysis.
Tools likeFTK Imagercan extract these hives (or their live-memory representations) during triage to preserve volatile context and
enable offline parsing while maintaining evidentiary integrity. The other root keys do not match these specific
hives:HKEY_CURRENT_USERis per-user profile data, HKEY_CURRENT_CONFIGreflects current hardware profile,
andHKEY_CLASSES_ROOTis primarily file association/COM class mapping (largely derived from HKLM\Software\Classes and
HKCU\Software\Classes). Therefore, the correct hive root that provides SAM, SECURITY, and SOFTWARE subkeys
isHKEY_LOCAL_MACHINE (B).

NEW QUESTION # 66 
Which of the following acts was passed by the U.S. Congress in 2002 to protect investors from the possibility of fraudulent
accounting activities by corporations?

A. General Data Protection Regulation (GDPR)
B. Information Privacy Act 2014
C. Sarbanes-Oxley Act (SOX)
D. The Electronic Communications Privacy Act

Answer: C

Explanation:
TheSarbanes-Oxley Act (SOX)was enacted by the U.S. Congress in2002in response to major corporate accounting scandals and
was specifically designed toprotect investorsby improving the accuracy, reliability, and integrity of corporate disclosures and financial
reporting. SOX strengthens governance and accountability by requiring executive management (notably the CEO and CFO) to
certify the correctness of financial statements and by mandating stronger internal controls over financial reporting. From a digital
forensics and compliance perspective, SOX is closely tied to the need for reliableaudit trails, properrecords retention, and
demonstrable control over systems that store or process financial data. Investigators frequently rely on SOX- driven logging, access
controls, and change management records to determine who accessed financial systems, what changes were made, and whether
those actions align with authorized procedures.
The other options do not match the question's purpose or jurisdiction: theElectronic Communications Privacy Actaddresses
interception and access to electronic communications,GDPRis an EU data protection regulation (not a 2002 U.S. act focused on
investor protection), and "Information Privacy Act 2014" is not the 2002 U.S.
corporate anti-fraud legislation. Therefore, the correct answer isSarbanes-Oxley Act (SOX) (C).

NEW QUESTION # 67
......
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