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Microsoft Administering Information Security in Microsoft 365 Sample
Questions (Q24-Q29):
NEW QUESTION # 24 
You have a Microsoft 365 tenant
You need to create a new sensitive into type for items that contain the following:
* An employee ID number that consists of the hire date of the employee followed by a three digit number
* The words "Employee", "ID", or "Identification" within 300 characters of the employee ID number What should you use for the
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primary and secondary elements? To answer, select the appropriate options m the answer area NOTE: Each correct selection is
worth one point

Answer:

Explanation:
Explanation:
Step 1 - Requirement
We need a custom sensitive information type (SIT) that detects:
An employee ID number in a specific format # hire date + three digits.
This is a pattern-based requirement.
Specific keywords within 300 characters of that ID # "Employee", "ID", or "Identification".
This is a keyword proximity requirement.
Step 2 - Sensitive info type elements in Microsoft 365
When creating custom SITs, you define primary and secondary elements:
Primary element # The main pattern or data to detect (the most defining factor).
Secondary element # Supporting evidence that must be found near the primary element to increase confidence.
Available elements:
Regular expression # Used to define patterns such as date + digits (for employee ID).
Keyword list # Used for lists of words/phrases like "Employee", "ID", "Identification".
Functions # Used for built-in validators like credit card checksum, not relevant here.
# Reference: Create a custom sensitive information type in Microsoft 365 Step 3 - Apply to scenario Employee ID pattern (hire date
+ 3 digits) # Needs a regular expression # This must be the Primary element.
Keywords ("Employee", "ID", "Identification") within 300 characters # A keyword list # This must be the Secondary element.

NEW QUESTION # 25 
You have a Microsoft 365 E5 subscription.
You need to create a sensitivity label named Label1. The solution must ensure that users can use Microsoft 365 Copilot to
summarize files that have Label1 applied.
Which permission should you select for Label1?

A. View rights(VIEW)
B. Copy and extract content(EXTRACT)
C. Edit content(DOCEDIT)
D. Export content(EXPORT)

Answer: B

Explanation:
To allow Microsoft 365 Copilot to summarize files that have Label1 applied, the label must grant permission to extract content from
the document. The correct permission for this is Copy and extract content (EXTRACT).
Microsoft 365 Copilot requires access to read and process content in documents to generate summaries. The EXTRACT
permission allows users (and AI tools like Copilot) to copy and extract content for processing while still maintaining the protection
applied by the sensitivity label.

NEW QUESTION # 26 
You have a Microsoft 365 E5 tenant.
You need to add a new keyword dictionary.
What should you create?

A. a sensitive info type
B. a retention policy
C. a trainable classifier
D. a sensitivity label

Answer: A



NEW QUESTION # 27 
You have a Microsoft 365 E5 subscription.
Users access their mailbox by using the following apps.
* Outlook for Microsoft 365
* Outlook on the web
* Outlook Mobile fiOS. Android)
You create a data loss prevention (DLP) policy named DLP1 that has the following settings:
* Location; Exchange email
* Status: On
* User notifications: On
* Notify users with a policy tip: Enabled
Which apps display a policy tip when content is matched by using DIP1 ?

A. Outlook on the web only
B. Outlook for Microsoft 365 and Outlook on the web only
C. Outlook for Microsoft 365. Outlook on the web, and Outlook Mobile (iOS. Android)
D. Outlook for Microsoft 365 only
E. Outlook for Microsoft 365 and Outlook Mobile (iOS. Android) only

Answer: B

Explanation:
Policy tips in DLP: Policy tips are messages shown to users when their action (such as sending sensitive content via email) conflicts
with a DLP policy.
For Exchange email location, policy tips are supported in the following apps:
Outlook for Microsoft 365 (desktop client) #
Outlook on the web (OWA) #
Outlook Mobile (iOS/Android) # Policy tips are not shown in mobile apps. Instead, DLP actions (block/restrict
/send incident report) still apply, but the user does not see a policy tip notification.
Therefore:
Supported: Outlook for Microsoft 365, Outlook on the web.
Not supported: Outlook Mobile apps.
Reference:
Microsoft Learn: Policy tips in DLP
Quote: "Policy tips are supported in Outlook on the web and Outlook 2013 and later. Policy tips are not supported in Outlook
mobile apps."

NEW QUESTION # 28 
You have a Microsoft 365 E5 subscription.
You plan to create an exact data match (EDM) classifier named EDM1.
You need to grant permissions to hash and upload the sensitive information source table for EDM1.
What should you create first?

A. a security group named EDM_DataUploaders
B. a Microsoft Entra app registration named EDM_DataUploaders
C. a Microsoft Purview role group named EDM_DataUploaders
D. a Microsoft 365 group named EDM_DataUploaders
E. a Microsoft Entra enterprise application named EDM_DataUploaders

Answer: A

Explanation:
Microsoft Purview, Hash and upload the sensitive information source table for exact data match sensitive information types Security
group and user account requirements
1. As a global administrator, go to the admin center using the appropriate link for your subscription and create a security group
called EDM_DataUploaders.
2. Add one or more users to the EDM_DataUploaders security group. (These users are the ones who manage the database of
sensitive information.) Reference:
https://learn.microsoft.com/en-us/purview/sit-get-started-exact-data-match-hash-upload



NEW QUESTION # 29
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