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HE#79

You need to implement Azure Sentinel queries for Contoso and Fabrikam to meet the technical requirements.
‘What should you include in the solution? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Minimum number of Log Analytics workspaces
required in the Azure subscription of Fabrikam:

Query element required to/Corrélate data between
tenants: extend
project
workspace

Minimum number of LogAnaiyticé Wérkspates
required in the Azure subscription of Fabrikam:

Query element required to correlate data between

tenants: extend

project
orkspace

Reference:

httpsz//docs.microsoft.con/en-us/azure/sentinel/extend-sentinel-across-workspaces-tenants This is a case study. Case studies are
not timed separately. You can use as much exam time as you would like to complete each case. However, there may be additional
case studies and sections on this exam. You must manage your time to ensure that you are able to complete all questions included on
this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case
studies might contain exhibits and other resources that provide more information about the scenario that is described in the case
study. Each question is independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes
before you move to the next section of the exam. After you begin a new section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane to explore the content of the
case study before you answer the questions. Clicking these buttons displays information such as business requirements, existing
environment, and problem statements. Ifthe case study has an All Information tab, note that the information displayed is identical to
the mformation displayed on the subsequent tabs. When you are ready to answer a question, click the Question button to return to
the question.

Overview

Litware Inc. is a renewable company.

Litware has offices in Boston and Seattle. Litware also has remote users located across the United States. To access Litware


https://www.dumptop.com/Microsoft/SC-200-dump.html

resources, including cloud resources, the remote users establish a VPN connection to either office.

EAE #80

You are responsible for responding to Azure Defender for Key Vault alerts.

During an investigation of an alert, you discover unauthorized attempts to access a key vault from a Tor exit node.
‘What should you configure to mitigate the threat?

A. role-based access control (RBAC) for the key vault
B. the access policy settings of the key vault

C. Azure Active Directory (Azure AD) permissions

D. Key Vault firewalls and virtual networks

He: D
LB
To be able to prevent unauthorized access to the key vault through suspicious IPs you have to change the networking settings under

the key vault resource.
httpsz/docs.microsoft.conven-us/azure/key-vault/general/network-security

AE #81

You have an Azure subscription that uses Azure Defender.

Youplan to use Azure Security Center workflow automation to respond to Azure Defender threat alerts.
You need to create an Azure policy that will perform threat remediation automatically.

‘What should you include in the solution? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Set available effects to:
v

Append
DeploylfNotExists
EnforceRegoPolicy

To perform remediation use:
v

An Azure Automation runbook that ha NEBhOOK -
An Azure Logic Apps app that has me igger setl nen gﬂ,_.ﬁug Security Center Alert is created or triggered
An Azure Logic Apps app that has thédfigoer set'fo'\When a respefsedo’anAzure Security Center alert is triggered

e,
M.
Set available effects to:

::.'- f . 7~ 4
!v AARATIBRY W, -

Append
| DeploylfNotExists
EnforceRegoPolicy

To perform remediation use:
v

An Azure Automation runbook that has a webhook

|An Azure Logic Apps app that has the trigger set to When an Azure Security Center Alert is created or triggered |
An Azure Logic Apps app that has the tnigger set to When a response to an Azure Security Center alert is triggered
Reference:

https7/docs.microsoft.conven-us/azure/governance/policy/concepts/eftects
httpsv/docs.microsoft.con/en-us/azure/security-center/workflow-automation

EE#82



You have a Microsoft Sentinel workspace that has User and Entity Behavior Analytics (UEBA) enabled.
You need to identify all the log entries that relate to security-sensitive user actions performed on a server named Serverl. The
solution must meet the following requirements:
* Only include security-sensitive actions by users that are NOT members of the IT department.
* Minimize the number of false positives.
How should you complete the query? To answer, select the appropriate options in the answer are a. NOTE: Each correct selection
is worth one point.
Answer Arca

SecurityEvent

where EventID in ("4624",74672")

where Computer == “SERVERL"

|“_ n kind = inner ‘[\l

| jon kand = fullouter ( l! I hgR are the selections for the first missing value

| join kind =innerunique

| identityinfo )

BehaviorAnalytigs

rated, *) by AccountObjectid) on $left.SubjectUserSid == $right.AccountSID

Y-

ME.

ANIWET Arca

Securityfvent
where EventlD in (“4624%,74672%)
where Computer == “SERVERL1"

Ili;(nnmdru»ln-l [ ﬂ\L

oin kind = fullouter |

Thitle argithe seltghaP’ for the first missing value

| joan Kind=innérumque.(

JldenwtAnio v

BehaviorAnalytics rated, *) by AccountObjectld) on $left.SubjectUserSid == $Sright.AccountSIC
14 i Ll

| A" 4 AW & B

EE #83

You have a Microsoft 365 subscription. The subscription contains 500 Windows 11 devices that are onboarded to Microsoft
Defender for Endpoint.

Youneed to perform the following actions n Microsoft Defender XDR:

* For your company's finance department, populate random endpoints with fake cached credentials.

* Ensure That an incident is created in Microsoft Defender XDR if an attacker attempts to use the fake cached credentials.

The solution must ensure that the fake cached credentials are planted only on endpoints of the finance departiment.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and arrange them in the correct order.

NOTE: More than one order of answer choices is correct. You will receive credit for any of the correct orders you select.



Actions

From the Endpoints settings, create a device
group.

From the Endpoints settings, create a
custom detection rule.

From the Endpoints settings, create a basic
lure.

From the Identities settings, configure a
Honeytoken account.

.. From the Microscft Defender XDR
settings, assign a device tag.

From Advanced features of the
i Endpoints settings, set Deceptign to
On.

.. From the Endpoints settings,icreate
an advanced lure.

== Microsoft

5 From the Endpoints settings, create a device
" group.

., From the Endpoints settings, create a
" custom detection rule,

+. From the Endpoints settings, create a basic
" lure.

.. From the identities settings, configure a
* Heneytoken account.

;; From the Microsoft Defender XOR sy \
" settings, assign a device tag.g

From Advanced fquﬁm cﬁw
i Endpoints sel:llngf;%g}_&cepnon w
On.

.. From the Encpoints settings, create
* an advanced lure.

" custom detection rule.

.. From the Endpoints settings, create a basie
* Jure.

.. From the identities settingsyconfigure a
" Honeytoken account.

. From the Microsoft Defender XDR.
" settings, assign a device tag.

From A«d\ranced
i Enapompﬂw

' From the Endpaints settings, create
" an advanced lure.
.

ANSWET Area

settings, assign a.device tag.

. From the Microscft Defender XDR

From Advanced features of the

2. |% Endpoints settings, set Deception to

On.

3 |x From the Endpoints settings, create

an advanced lure.

Microsoft Defender XDR (Defender for Endpoint deception) lets you plant advanced lures such as fake cached credentials on
endpoints and raise incidents if an attacker tries to use them. To scope lures only to the finance machines, you first create a device




group targeting those endpoints (e.g., using tags or attributes).

Defender deception supports scoping rules so that planting occurs only on devices in the selected group- meeting the "finance-only"
requirerment.

To ensure an incident is created when the fake credentials are used, you configure a Honeytoken account (Identities). Honeytokens
are decoy identities monitored by Microsoft Defender; any authentication attempt using these credentials generates high-fidelity
alerts/incidents. After the honeytoken exists, create an advanced lure (not a basic lure) under Endpoints # Deception, select cached
credentials as the lure type, associate it with the finance device group, and tie it to the honeytoken. Defender plants the decoy
credentials on a random subset of targeted devices and automatically triggers incidents on attempted use-no custom detection rule
required.

Thus, the correct sequence to satisfy all goals with least steps is: create device group # configure honeytoken # create advanced lure.
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