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CompTIA Advanced Security Practitioner (CASP+) Exam CAS-004
Prüfungsfragen mit Lösungen (Q432-Q437):
432. Frage 
Due to adverse events, a medium-sized corporation suffered a major operational disruption that caused its servers to crash and
experience a major power outage. Which of the following should be created to prevent this type of issue in the future?
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A. BCM
B. SLA
C. BCP
D. BIA
E. RTO

Antwort: C

Begründung:
Explanation
A Business Continuity Plan (BCP) is a set of policies and procedures that outline how an organization should respond to and recover
from disruptions [1]. It is designed to ensure that critical operations and services can be quickly restored and maintained, and should
include steps to identify risks, develop plans to mitigate those risks, and detail the procedures to be followed in the event of a
disruption. Resources:
CompTIA Advanced Security Practitioner (CASP+) Study Guide, Chapter 4: "Business Continuity Planning," Wiley,
2018. https://www.wiley.com/en-us/CompTIA+Advanced+Security+Practitioner+CASP%2B+Study+Guide%2C

433. Frage 
A company has decided that only administrators are permitted to use PowerShell on their Windows computers. Which of the
following is the BEST way for an administrator to implement this decision?
Monitor the Application and Services Logs group within Windows Event Log.

A. Configure user settings in Group Policy.
B. Uninstall PowerSheII from all workstations.
C. Block PowerSheII via HIDS.
D. Provide user education and training.

Antwort: D

Begründung:
Configuring user settings in Group Policy is the best way for an administrator to implement the decision to restrict PowerShell access
to only administrators. Group Policy is a feature of Windows that allows administrators to manage and enforce settings for users and
computers in a domain. By using Group Policy, an administrator can create a policy that blocks or disables PowerShell for all users
except for a particular group, such as administrators. This policy can be applied to all computers in the domain or to specific
organizational units. This method is more effective and manageable than uninstalling PowerShell, monitoring event logs, providing
user education, or blocking PowerShell via HIDS. Verified Reference:
https://www.windowscentral.com/how-disable-powershell-windows-10
https://learn.microsoft.com/en-us/answers/questions/195218/how-to-restrict-powershell-for-all-users-except-fo
https://windowsloop.com/block-disable-powershell/

434. Frage 
A new VM server (Web Server C) was spun up in the cloud and added to the load balancer to an existing web application
(Application A) that does not require internet access. Sales users arereporting intermittent issues with this application when
processing orders that require access to the warehouse department.
Given the following information:
Firewall rules: Existing rules do not account for Web Server C's IP address (10.2.0.92).
Application A Security Group: Inbound rules and outbound rules are insufficient for the new server.
The security team wants to minimize the firewall rule set by avoiding specific host rules whenever possible.
Which of the following actions must be taken to resolve the issue and meet the security team's requirements?

A. Alter the security group outbound rules to be more restrictive
B. Reconfigure Web Server C to 10.2.0.62
C. Modify the firewall rules to include the new IP address of Web Server C
D. Change the security group inbound rules to include the new IP address of Web Server C

Antwort: C

Begründung:
Comprehensive and Detailed Step by Step Explanation:



The issue stems from Web Server C's new IP (10.2.0.92) not being included in thefirewall rules.
To resolve the issue,modify the firewall rules to include the new IP range(e.g., 10.2.0.0/26) rather than adding a specific host rule,
ensuring scalability and simplicity.
Changing inbound or outbound security group rules would still miss the underlying issue of omitted IPs.
Reconfiguring the IP is unnecessary when updating firewall rules is sufficient.
References:
CompTIA CASP+ Exam Objective 2.2: Implement network security solutions.
CASP+ Study Guide, 5th Edition, Chapter 7, Network Security.

435. Frage 
A security analyst is performing a review of a web application. During testing as a standard user, the following error log appears:

Which of the following BEST describes the analyst's findings and a potential mitigation technique?

A. The findings indicate information disclosure. The displayed error message should be modified.
B. The findings indicate a SQL injection. The database needs to be upgraded.
C. The findings indicate unsecure references. All potential user input needs to be properly sanitized.
D. The findings indicate unsecure protocols All cookies should be marked as HttpOnly.

Antwort: B

436. Frage 
A security auditor needs to review the manner in which an entertainment device operates. The auditor is analyzing the output of a
port scanning tool to determine the next steps in the security review. Given the following log output.
The best option for the auditor to use NEXT is:

A. A SCAP assessment.
B. Fuzzing
C. Reverse engineering
D. Network interception.

Antwort: A

437. Frage
......
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