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national sacurity, workplace privacy and stale privacy law, and international privacy
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H I #205
The rules for "e-discovery" mainly prevent which of the following?

¢ A The practice of employees using personal devices for work

¢ B. The loss of information due to poor data retention practices

¢ C. A conflict between business practice and technological safeguards
¢ D. A breach of an organization's data retention program

Ef#: C
A :

E-discovery is the process by which parties share, review, and collect electronically stored information (ESI) to use as evidence in a
legal matter1. The rules for e-discovery mainly prevent a conflict between business practice and technological safeguards, because
they establish the standards and procedures for preserving, collecting, reviewing, and producing ESI in a way that balances the
needs of litigation with the realities of technology2. For exanple, the Federal Rules of Civil Procedure (FRCP) provide guidance on
the scope, timing, format, and methods of e-discovery, as well as the sanctions for failing to comply withe-discovery obligations3.
The rules also encourage cooperation and communication among parties and courts to resolve e-discovery issues efficiently and
effectively4. By following the rules for e-discovery, parties can avoid disputes, delays, and costs that may arise from incompatible or
nconsistent business and technological practices.

The other options are not the main purpose of the rules for e-discovery, although they may be related or affected by them. The rules
for e-discovery do not directly prevent the loss of mformation due to poor data retention practices, although they do impose a duty
to preserve relevant ESI when litigation is reasonably anticipatedS. The rules for e-discovery do not directly prevent the practice of
employees using personal devices for work, although they do require parties to identify and disclose the sources of ESI that may be
subject to discovery, including personal devices6. The rules for e-discovery do not directly prevent a breach of an organization's
data retention program, although they do require parties to produce ESI in a reasonably usable form and to protect privileged or
confidential information?.

References: 1: Everything You Need to Know About E-Discovery, The National Law Review. 2: E-Discovery: The Basics of E-
Discovery Guide - Exterro, Exterro.com. 3: Federal Court and Government Agency E-Discovery Rules and Guidelines, Crowell &
Moring LLP. 4: FRCP Rule 1, Cornell Law School. 5: FRCP Rule 37, Cornell Law School. 6: FRCP Rule 26, Cornell Law
School. 7: FRCP Rule 34, Cornell Law School.

R #206
Under the Fair Credit Reporting Act (FCRA), what must a person who is denied employment based upon his credit history receive?

A. A list of rights from the Consumer Financial Protection Bureau (CFPB).
B. An opportunity to reapply with the employer.

C. A prompt notification from the employer.

D. Information from several consumer reporting agencies (CRAS).

Ef: C

R :

The FCRA requires that an employer who takes an adverse action against an applicant or employee based on information in a
consummer report must provide a notice of the adverse action to the individual. The notice must include the name, address, and phone
number of the CRA that supplied the report; astatement that the CRA did not make the decision and cannot explain why the adverse
action was taken; a notice of the individual's right to dispute the accuracy or completeness of the information in the report; and a
notice of the individual's right to obtain a free copy of the report from the CRA within 60 days12. References:

* CIPP/US Practice Questions (Sample Questions), Question 141, Answer A, Explanation A.

* JAPP CIPP/US Certified Information Privacy Professional Study Guide, Chapter 4, Section 4.2, p.

101-102.

* Fair Credit Reporting Act (FCRA), Section 615, Subsection (a).


https://www.japancert.com/CIPP-US.html

HA #207
The Video Privacy Protection Act of 1988 restricted which of the following?

A. Who advertisements for videos and video games may target

B. When a user's viewing of online video content can be monitored

C. When downloading of copyrighted audio visual materials is allowed
D. Which purchase records of audio visual materials may be disclosed

IEf#: D

R #208
In what way does the "Red Flags Rule" under the Fair and Accurate Credit Transactions Act (FACTA) relate to the owner of a
grocery store who uses a money wire service?

A. Tt requires the owner to implement an identity theft warning system

B. It does not apply because the owner is not a creditor

C. It mandates the use of updated technology for securing credit records
D. It is not usually enforced in the case of a small financial institution

Ef#: B

R

The Red Flags Rule is a regulation that requires financial institutions and creditors to implement a written identity theft prevention
program that is designed to detect, prevent, and mitigate identity theft in connection with the opening of a covered account or any
existing covered account. A creditor is any person who regularly extends, renews, or continues credit; any person who regularly
arranges for the extension, renewal, or continuation of credit; or any assignee of an original creditor who participates in the decision
to extend, renew, or continue credit. A covered account is an account that a financial institution or creditor offers or maintains,
primarily for personal, family, or household purposes, that involves or is designed to permit mutltiple payments or transactions, such
as a credit card account, mortgage loan, automobile loan, margin account, cell phone account, utility account, checking account, or
savings account. A money wire service is a service that allows customers to send or receive money electronically. The owner of a
grocery store who uses a money wire service is not a creditor because he or she does not regularly extend, renew, or continue credit
to custorers. Therefore, the Red Flags Rule does not apply to the owner of a grocery store who uses a money wire service.

H R #209

SCENARIO

Please use the following to answer the next question:

Matt went into his son's bedroom one evening and found him stretched out on his bed typing on his laptop. "Doing your network?"
Matt asked hopefully.

"No," the boy said. "I'm filling out a survey."

Matt looked over his son's shoulder at his computer screen. "What kind of survey?" "It's asking Questions about my opinions."
"Let me see," Matt said, and began reading the list of Questions that his son had already answered. "It's asking your opinions about
the government and citizenship. That's a little odd.

You're only ten."

Matt wondered how the web link to the survey had ended up n his son's email inbox. Thinking the message might have been sent to
his son by mistake he opened it and read . It had come from an entity called the Leadership Project, and the content and the
graphics indicated that it was intended for children. As Matt read further he learned that kids who took the survey were
automatically registered in a contest to win the first book in a series about famous leaders.

To Matt, this clearly seemed like a marketing ploy to solicit goods and services to children. He asked his son if he had been
prompted to give information about himself in order to take the survey. His son told him he had been asked to give his name,
address, telephone number, and date of birth, and to answer Questions about his favorite games and toys.

Matt was concerned. He doubted if it was legal for the marketer to collect information from his son in the way that it was. Then he
noticed several other commercial emails from marketers advertising products for children in his son's inbox, and he decided it was
time to report the incident to the proper authorities.

How could the marketer have best changed its privacy management program to meet COPPA

"Safe Harbor" requirements?

e A. By making a COPPA privacy notice available on website



¢ B. Byregularly assessing the security risks to consumer privacy
¢ C. Byreceiving FTC approval for the content of its emails
¢ D. By participating in an approved self-regulatory program

IEf#: D

fEERA -

The Children's Online Privacy Protection Act (COPPA) is a federal law that protects the privacy of children under 13 who use
online sites and services. COPPA requires operators of such sites and services to obtain verifiable parental consent before
collecting, using, or disclosing personal information from children, and to provide notice of their information practices to parents and
the public. COPPA also gives parents the right to access, review, and delete their children's personal information, and to limit further
collection or use of such information. One way for operators to comply with COPPA is to participate in an approved self-regulatory
program, also known as a

"safe harbor" program These are programs that are run by industry groups or other organizations that set and enforce standards for
privacy protection that meet or exceed the requirements of COPPA. Operators that join a safe harbor program and follow its
guidelines are deemed to be in compliance with COPPA and are subject to the review and disciplinary procedures of the program
instead of FTC enforcement actions. The FTC has approved several safe harbor programs, such as CARU, ESRB, iKeepSafe,
kidSAFE, PRIVO, and TRUSTe. By participating in an approved self-regulatory program, the marketer in the scenario could have
best changed its privacy management program to meet COPPA "Safe Harbor" requirements. This would mean that the marketer
would have to adhere to the guidelines of the program, which would likely include obtaining verifiable parental consent before
collecting personal information from children, providing clear and prominent privacy notices on its website and enmails, honoring
parents' choices and requests regarding their children's data, and ensuring the security and confidentiality of the data collected. The
marketer would also benefit from the oversight and assistance of the program in ensuring compliance and resolving any complaints or
disputes.
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