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CompTIA Network+ Certification Exam Sample Questions (Q327-Q332):

NEW QUESTION # 327
Users are reporting issues with mobile phone connectivity after a cellular repeater was recently installed. Users also note that the
phones are rapidly losing battery charge. Which of the following should the technician check first to troubleshoot the issue?
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A. Power budget
B. Signal strength
C. Channel frequency
D. WPS configuration

Answer: B

Explanation:

‘When signal strength is poor, mobile devices constantly boost their transmission power in an attempt to maintain a stable connection.
This results in dropped calls/data and rapid battery drain. Since a repeater was installed, misalignment or misconfiguration could be
degrading the signal strength.

A . WPS applies to Wi-Fi, not cellular repeaters.

C . Channel frequency might matter for interference, but signal strength is the most direct cause of the described symptomns.

D . Power budget applies to PoE and wired devices, not mobile phones.

Reference (CompTIA Network+ N10-009):

NEW QUESTION # 328

A network administrator is troubleshooting a connectivity issue between two devices on two different subnets.

The admmnistrator verifies that both devices can successfully ping other devices on the same subnet. Which of the following is the
most likely cause of the connectivity issue?

A. Faulty Ethernet cable

B. Incorrect default gateway
C. VLAN mismatch

D. Wrong duplex settings

Answer: B

Explanation:

When two devices on different subnets are unable to communicate, but can communicate with other devices on their own subnet, the
issue is most often related torouting, Devices on different subnets require adefault gatewayto route traffic between networks.

* Ifthedefault gateway is incorrectly configured, the device won't know how to reach other subnets.

* Faulty cables (Option B) or duplex mismatches (Option C) would likely cause connectivity issues even within the local subnet,
which is not the case here.

* VLAN mismatches (Option D) are typically issues with switch port configurations and would likely cause total loss of connectivity,
including within the same subnet.

#So, the most probable andlogical causeis anincorrect default gateway.

NEW QUESTION # 329
Which of the following refers to an attack in which an attacker can access traffic from multiple VLANs by tricking a switch into
believing a host is another switch?

A. VLAN hopping
B. ARP spoofing
C. DNS poisoning
D. Evil twin

Answer: A

Explanation:

VLAN hopping occurs when an attacker tricks a switch into believing the host is another switch by generating tagged frames or
exploiting trunk negotiation (DTP). This allows the attacker to access traffic from multiple VLANS, potentially stealing sensitive data.
* B. Evil twin is a rogue wireless AP attack, unrelated to switch impersonation.

* C. DNS poisoning corrupts name resolution, not VLAN access.

* D. ARP spoofing is a Layer 2 on-path attack, not masquerading as a switch.

References (CompTIA Network+ N10-009):

* Domain: Network Security - VLAN hopping attacks, switch spoofing techniques.



NEW QUESTION # 330
A network administrator recently updated configurations on a Layer 3 switch. Following the updates, users report being unable to
reach a specific file server. Which of the following is the most likely cause?

A. Switching loop

B. Duplicate IP addresses
C. Wrong default route
D. Incorrect ACLs

Answer: D

Explanation:

*Since this issue occurred after a configuration change on a Layer 3 switch, the most likely cause is misconfigured ACLs (Access
Control Lists).

* ACLs control which traffic is allowed or denied, so an incorrect ACL may be blocking access to the file server.

*Why not the other options?

*Switching loop (B): A switching loop occurs at Layer 2 (not Layer 3) and causes network-wide broadcast storms, not just loss of
access to a file server.

*Duplicate TP addresses (C): This would cause connectivity issues for the devices with the conflict, but not necessarily prevent all
users from accessing the file server.

*Wrong default route (D): The default route is used for traffic leaving the local network. If users are unable to access an internal file
server, this is unlikely to be the issue.

Reference:

CompTIA Network+ (N10-009) Official Guide - Chapter 8: Network Access Control and ACLs

NEW QUESTION # 331
Which of the following is the next step to take after successfully testing a root cause theory?

A. Duplicate the problemin a lab.

B. Determine resolution steps.

C. Present the theory for approval.

D. Implement the solution to the problem

Answer: B

Explanation:

Troubleshooting Methodology:

Confirming the Root Cause: After testing and confirming the theory, the next logical step is to address the issue by implementing a
solution.

Implementation of the Solution:

Resolve the Issue: Implement the identified solution to rectify the problem. This step involves making necessary changes to the
network configuration, replacing faulty hardware, or applying software patches.

Documentation: Document the solution and the steps taken to resolve the issue to provide a reference for future troubleshooting,
Comparison with Other Steps:

Determine Resolution Steps: This is part of the implementation process where specific actions are outlined, but the actual next step
after testing is to implement those steps.

Duplicate the Problemin a Lab: This step is typically done earlier in the troubleshooting process to understand the problem, not after
confirming the root cause.

Present the Theory for Approval: In some scenarios, presenting the theory might be necessary for major changes, but generally, once
the root cause is confirmed, the solution should be implemented.

Final Verification:

After implementing the solution, it is important to verify that the issue is resolved and that normal operations are restored. This may
mvolve monitoring the network and testing to ensure no further issues arise.

Reference:

CompTIA Network+ study materials on troubleshooting methodologies and best practices.

NEW QUESTION # 332
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