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The EC-COUNCIL 312-38 Certification is a valuable certificate that is designed to advance the professional career. With the EC-
Council Certified Network Defender CND (312-38) certification exam seasonal professionals and beginners get an opportunity to
demonstrate their expertise. The EC-Council Certified Network Defender CND certification exam recognizes successful candidates
in the market and provides solid proof of their expertise.

EC-COUNCIL EC-Council Certified Network Defender CND Sample
Questions (Q186-Q191):

NEW QUESTION # 186

David, a network and system admin, encrypted all the files in a Windows system that supports NTFS file system using Encrypted
File Systers (EFS). He then backed up the same files into another Windows system that supports FAT file system Later, he found
that the backup files were not encrypted. What could be the reason for this?

A. FAT files cannot be encrypted

B. EFS is not the encryption systemused in Windows
C. Copied files loses their encryption

D. EFS could only encrypt the files that follow NTFS

Answer: D

Explanation:
The Encrypting File System (EFS) is a feature of the NTFS file system that provides encryption at the file system level. It is designed
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to work specifically with NTFS and does not support the FAT file system. When files encrypted with EFS are copied or backed up
to a volume that uses the FAT file system, the encryption is lost because FAT does not support EFS encryption. This is why David
found that the backup files were not encrypted after transferring them to a system that supports the FAT file system

NEW QUESTION # 187
You are monitoring your network traffic with the Wireshark utility and noticed that your network is experiencing a large amount of
traffic froma certain region. You suspect a DoS incident on the network. What will be your first reaction as a first responder?

A. Make an initial assessment

B. Avoid Fear, Uncertainty and Doubt
C. Disable Virus Protection

D. Commumicate the incident

Answer: B

NEW QUESTION # 188
Which of the following types of coaxial cable is used for cable TV and cable modens?

A RG-62
B. RG-58
C.RG-8

D. RG-59

Answer: D

Explanation:

Explanation

Explanation:

RG-59 type of coaxial cable is used for cable TV and cable modens.

Answer option A is incorrect. RG-8 coaxial cable is primarily used as a backbone in an Ethernet LAN
environment and often connects one wiring closet to another. It is also known as 10Base5 or ThickNet.
Answer option B is incorrect. RG-62 coaxial cable is used for ARCNET and automotive radio antennas.
Answer option D is incorrect. RG-58 coaxial cable is used for Ethernet networks. It uses baseband signaling
and 50-Ohm terminator. It is also known as 10Base2 or ThinNet.

NEW QUESTION # 189
In which of the following types of port scans does the scanner attempt to connect to all 65,535 ports?

A. Vanilla

B. UDP

C. Strobe

D. FTP bounce

Answer: A

Explanation:

In a vanilla port scan, the scanner attempts to connect to all 65,535 ports.

Answer option B is incorrect. The scanner attempts to connect to only selected ports.

Answer option A is incorrect. The scanner scans for open User Datagram Protocol ports.

Answer option C is incorrect. The scanner goes through a File Transfer Protocol server to disguise
the cracker's location.

NEW QUESTION # 190
The network admin decides to assign a class B IP address to a host in the network. Identify which of the following addresses fall
within a class B IP address range.



A 172.168.12.4

B. 169.254.254.254
C.18.124.1

D. 255.255.255.0

Answer: C

Explanation:

Class B IP addresses range from 128.0.0.0 to 191.255.255.255. The first two bits of the first octet in a Class B address are always
set to '10", and the default subnet mask is 255.255.0.0. Option B, 18.12.4.1, falls within this range, with the first octet being 18,
which is between 128 and 191. References: The information is based on the standard IP address classification as per the IPv4
protocoll1234.

NEW QUESTION # 191
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