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GIAC Forensics Examiner Practice Test Sample Questions (Q29-Q34):

NEW QUESTION # 29

What can be inferred from the analysis of 'executable files' in a digjtal forensic investigation?
(Choose Two)

Response:
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A. Software mstallation sources and dates

B. System's operational efficiency and speed

C. Potential sources of malware and their behaviors
D. User preferences for file viewing options

Answer: A,C

NEW QUESTION # 30
How do forensic analysts use the information from 'system snapshots' in their investigations?

A. They provide a backup of user emails.

B. They monitor the performance of hardware components.

C. They log the installation of mobile apps.

D. They provide a historical view of the system, which can be useful for identifying changes made over time, including
malware installation or unauthorized modifications.

Answer: D

NEW QUESTION # 31
How can 'scheduled tasks' in a user profile indicate malicious activity?

A. They detail the history of connected Bluetooth devices.

B. They provide a log of software uninstallation events.

C. They track changes in user access levels.

D. They may include tasks set to run software at specific times, potentially for malicious purposes like data exfiltration or
launching attacks.

Answer: D

NEW QUESTION # 32
How can mvestigators use the 'activity logs' of a cloud storage service to understand user behavior?
Response:

A. By analyzing login details and activity timestamps

B. By monttoring updates to the operating system

C. By reviewing the history of connected Bluetooth devices
D. By tracking changes to system encryption

Answer: A

NEW QUESTION # 33
What can be revealed by analyzing the metadata of email attachments?

A. The email client's version number

B. The recipient's login times

C. The origmnal file creation and modification dates
D. The subject of the email

Answer: C

NEW QUESTION # 34
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