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Questions (Q34-Q39):
NEW QUESTION # 34 
Why is Connector OS Hardening (e.g., minimal packages) recommended?

A. Increases cryptographic entropy pool
B. Reduces attack surface and patch workload
C. Automatically qualifies for ISO 27017
D. Raises TLS handshake speed by 10%

Answer: B

Explanation:
Fewer packages mean fewer vulnerabilities.

NEW QUESTION # 35 
During agentless onboarding, what DNS approach avoids certificate mismatch errors for internal FQDNs?

A. Delegated DNSSEC trust anchor to SWG
B. Wild-card SANs on the Connector's certificate
C. Hosts file injection on the client browser
D. Split-horizon DNS resolving to Connector front-end

Answer: D

Explanation:
Split-horizon maps internal hostnames to the Connector, keeping TLS consistent.

NEW QUESTION # 36 
For which scenario is Policy Staging most beneficial?

A. Gradual rollout of new DLP thresholds across multiple Collections
B. Emergency patching of Connector OS
C. Upgrading the Admin Console UI skin
D. Bulk deletion of obsolete Sites

Answer: A

Explanation:
Staging validates new policies before enforcing them globally.

NEW QUESTION # 37 
A security team needs to correlate ZTNA authentication events with endpoint EDR alerts.
Which identifier will best link the two datasets?

A. Device UUID captured by the Symantec Agent
B. Internal IP assigned by the Connector
C. User's email address in lower case
D. TLS session ticket value

Answer: A

Explanation:
Device UUID is common across ZTNA and EDR logs, enabling correlation.

NEW QUESTION # 38 



Which action best mitigates shadow-IT file-sharing over personal cloud drives?

A. Disable agentless mode entirely
B. Increase Connector MTU to fragment packets
C. Policy condition "Application Category = File Sharing" THEN Block
D. Enable GeoIP blocklists

Answer: C

Explanation:
Category-based policy blocks unsanctioned drives.

NEW QUESTION # 39
......
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