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HP Aruba Certified Campus Access Professional Exam Sample Questions
(Q162-Q167):
NEW QUESTION # 162 
A customer is using a legacy application that communicates at layer-2. The customer would like to keep this application working
across the campus which is connected via layer-3. The legacy devices are connected to Aruba CX 6300 switches throughout the
campus.
Which technology minimizes flooding so the legacy application can work efficiently?

A. Generic Routing Encapsulation (GRE)
B. Static VXLAN
C. Ethernet over IP (EolP)
D. EVPN-VXLAN

Answer: D
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Explanation:
EVPN-VXLAN is a technology that allows layer-2 communication across layer-3 networks by using Ethernet VPN (EVPN) as a
control plane and Virtual Extensible LAN (VXLAN) as a data plane3. EVPN- VXLAN can be used to support legacy applications
that communicate at layer-2 across different campuses or data centers that are connected via layer-3. EVPN-VXLAN minimizes
flooding by using BGP to distribute MAC addresses and IP addresses of hosts across different VXLAN segments3. EVPN-
VXLAN also provides benefits such as loop prevention, load balancing, mobility, and scalability3.
References: https://www.arubanetworks.com/assets/tg/TG_EVPN_VXLAN.pdf

NEW QUESTION # 163 
Your customer has four (4) Aruba 7200 Series Gateways and two (2) 7000 Series Gateways. The customer wants to form a cluster
with these Gateways.
What design consideration would prevent you from using all of those Gateways?

A. A heterogeneous cluster is not supported in AOS 10.x.
B. Multiple versions between Gateways in the same cluster profile are not allowed AOS 10.x.
C. A combination of 7200 series and 7000 series gateways supports up to 4 nodes
D. The AP load should be lowest value of worst-case scenario load.

Answer: A

Explanation:
The reason is that AOS 10.x does not support clustering gateways with different versions in the same cluster profile. A cluster profile
defines the configuration settings for a group of gateways that are managed by Aruba Central.
According to the Aruba documentation2, "You can combine 7200 Series and 7000 Series gateways in the same cluster with a
maximum size of four devices with reduced AP client capacity on 7000 Series gateways."

NEW QUESTION # 164 
A company deployed Dynamic Segmentation with their CX switches and Gateways After performing a security audit on their
network, they discovered that the tunnels built between the CX switch and the Aruba Gateway are not encrypted. The company is
concerned that bad actors could try to insert spoofed messages on the Gateway to disrupt communications or obtain information
about the network. Which action must the administrator perform to address this situation?

A. Enable Enhanced PAPI security
B. Enable Enhanced security
C. Enable Secure Mode Enhanced
D. Enable GRE security

Answer: B

Explanation:
To address the situation of unencrypted tunnels between the CX switch and the Aruba Gateway, the administrator must enable
Enhanced security on both devices. Enhanced security is a feature that provides encryption and authentication for GRE tunnels
between CX switches and Aruba Gateways using IPSec.
Enhanced security can be enabled globally or per tunnel on both devices using CLI commands or Web UI options. The other
options are incorrect because they either do not provide encryption or authentication for GRE tunnels or do not exist as features.

NEW QUESTION # 165 
What are the requirements to ensure that WMM is working effectively'? (Select two)

A. The Client must be Wi-Fi CERTIFIED for WMM and configured for WMM marking.
B. All APs need to be from the AP-5xx series and AP-6xx series which are Wi-Fi CERTIFIED 6.
C. The AP needs to be connected via a tagged VLAN to the wired port
D. The Aruba AOS10 APs installed have to be converted to controlled mode
E. The APs and the controller are Wi-Fi CERTIFIED for WMM which is enabled

Answer: A,E

Explanation:



These are the correct requirements to ensure that WMM (Wi-Fi Multimedia) is working effectively. WMM is a standard that
provides quality of service (QoS) for wireless networks by prioritizing traffic into four categories: voice, video, best effort, and
background. To use WMM, both the APs and the controller must be Wi-Fi CERTIFIED for WMM, which means they have
passed interoperability tests and comply with the standard. WMM must also be enabled on the APs and the controller, which is
usually the default setting. The client device must also be Wi-Fi CERTIFIED for WMM and configured for WMM marking, which
means it can tag its traffic with the appropriate priority level based on the application type. The other options are incorrect because
they are either not related to WMM or not required for WMM to work. References:
https://www.arubanetworks.com/techdocs/ArubaOS_86_Web_Help/Content/arubaos-solutions/wlan-qos/wmm.h

NEW QUESTION # 166 
Which statements are true regarding a VXLAN implementation on Aruba Switches? (Select two.)

A. VTEPs encapsulate and decapsulate VXLAN traffic
B. VNIs encapsulate and decapsulate VXLAN traffic
C. All Aruba CX switches support VXLAN.
D. They are only available for datacenter switches (CX 8k, 9k,10k)
E. MTU size must be increased beyond the default

Answer: A,E

NEW QUESTION # 167
......
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