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Fortinet FCSS_EFW_AD-7.6 Exam Syllabus Topics:

Section Objectives

- IPsec VPN

¢ 1. Site-to-site VPN configuration
¢ 2. Route-based vs policy-based VPN
Topic 1: VPN Technologies

- SSL VPN

¢ 1. Remote access configuration

- HA clustering

Topic 2: High Availability and Redundancy ¢ 1. Failover behavior and synchronization
e 2. Active-passive and active-active modes

- System monitoring

¢ 1. Logs, reports, and diagnostics
Topic 3: Monitoring, Logging, and Troubleshooting
- Troubleshooting tools

¢ 1. Packet capture and flow debugging
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- Firewall policies
¢ 1. Central NAT and policy order
Topic 4: Security Policies and Profiles - Security profiles

¢ 1. Application control and SSL inspection
o 2. Antivirus, IPS, Web filtering

- Initial system setup and configuration

Topic 5: FortiGate Deployment and Administration ¢ 1. Device onboarding and licensing
¢ 2. Basic system settings and interfaces

- Dynamic and static routing

¢ 1. Policy-based routing

¢ 2. OSPF/BGP integration basics
Topic 6: Routing and SD-WAN
- SD-WAN configuration

e 1. Performance SLA and traffic steering
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This kind of polished approach is beneficial for a commendable grade in the FCSS - Enterprise Firewall 7.6 Administrator
(FCSS_EFW_AD-7.6) exam. While attempting the exam, take heed of the clock ticking, so that you manage the Fortinet
FCSS_EFW_AD-7.6 questions in a time-efficient way. Even if you are completely sure of the correct answer to a question, first
eliminate the incorrect ones, so that you may prevent blunders due to human error.

Fortinet FCSS - Enterprise Firewall 7.6 Administrator Sample Questions
(Q115-Q120):

NEW QUESTION # 115

Refer to the exhibits.

A policy package conflict status and information from the import device wizard in the Corel VDOM are shown. When you import a
policy package, the following message appears for the Web _restrictions web filter profile and the deep-inspection SSL-SSH profile:
" The following objects were found having conflicts. Please confirm your settings, then continue. " The Web_restrictions and deep-
inspection profiles are used by other FortiGate devices within FortiManager. Which step must you take to resolve the issue?
(Choose one answer)

A. Use non-default object values because FortiManager is unable to alter default values.

B. Create uniquely named objects on FortiGate and reimport them into the policy package.

C. Retrieve the FortiGate configuration to automatically export correct objects and policies.

D. Select the FortiManager configuration that accepts changes on FortiManager and preserves existing configurations on
FortiGate devices.

Answer: B

Explanation:

Comprehensive and Detailed 150 to 200 words of Explanation From Exact Extract of Enterprise Firewall 7.6 Admmistrator
documents:

According to the FortiManager 7.6 Study Guide regarding Object Management and the Import Device Wizard, FortiManager uses
a centralized database where objects are shared across an ADOM. When importing a configuration from a FortiGate, the wizard
compares local objects with those already existing in the FortiManager ADOM database.

As shown in the exhibit, conflicts exist for the Web _restrictions and deep-inspection profiles. Since these profiles are shared with
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other FortiGate devices, a decision must be made:

Selecting " FortiManager " : The local FortiGate settings will be overwritten by the FortiManager ' s database version upon the next
installation, potentially losing site-specific configurations.

Selecting " FortiGate " : The FortiManager ADOM database is updated with the new values. This causes all other FortiGate devices
using these shared objects to move into a " Modified " status, as their local configurations no longer match the updated central
database.

To resolve this conflict properly when different devices require different settings for the same profile type, the best practice is to
create uniquely named objects (Option B) on the FortiGate before re-importing, This ensures that the specific requirements for the
Corel VDOM are met without affecting the global objects used by the rest of the enterprise network.

NEW QUESTION # 116

Refer to the exhibit, which shows the HA status of an active-passive cluster.
An admmistrator wants FortiGate B to handle the Core2 VDOM traffic.
‘Which modification must the administrator apply to achieve this?

A. The administrator must change the load balancing method on FortiGate B.
B. The administrator must disable override on FortiGate A.

C. The administrator must change the priority from 100 to 160 for FortiGate B.
D. The administrator must change the priority from 128 to 200 for FortiGate B.

Answer: D

Explanation:

The exhibit shows an active-passive HA (high availability) cluster with two virtual clusters, where FortiGate A is the primary device
for both Corel and Core2. Ifthe goal is to have FortiGate B take over Core2 traffic, its priority must be higher than FortiGate A
for Virtual Cluster 2.

Currently, FortiGate A has a priority of 150 for Core2, while FortiGate B has 128. Increasing FortiGate B's priority to 200
ensures it becomes the primary for Virtual Cluster 2, taking over the Core2 VDOM traffic while keeping Corel traffic on
FortiGate A.

Disabling override would prevent forced failovers but wouldn't change the role distribution. Adjusting the load-balancing method is
irrelevant in an active-passive setup, as it only applies to active-active configurations.

NEW QUESTION # 117
An admmnistrator must standardize the deployment of FortiGate devices across branches with consistent interface roles and policy
packages using FortiManager. What is the recommended best practice for interface assignment in this scenario?

e A. Enable metadata variables to use dynamic configurations in the standard interfaces of FortiManager.

¢ B. Create normalized interface types per-platform to automatically recognize device layer interfaces based on the FortiGate
model and mterface name.

e C. Create interfaces using device database scripts to use them on the same policy package of FortiGate devices.

e D. Use the Install On feature in the policy package to automatically assign different interfaces based on the branch.

Answer: A
NEW QUESTION # 118
Refer to the exhibit, which shows a command output.
_ A TH e iR
FortiGate B # get system session list u| grep icmp

FortiGate B #

FortiGate A and FortiGate B are members of an FGSP cluster in an enterprise network.

While testing the cluster using the ping command, the administrator monitors packet loss and found that the session output on
FortiGate B is as shown in the exhibit.

‘What could be the cause of this output on FortiGate B?



A. The session synchronization is encrypted.

B. session-pickup-connectionless is set to disable on FortiGate B.

C. FortiGate A and FortiGate B have the same standalone-group-id value.
D. FortiGate B is configured in passive mode.

Answer: B

Explanation:

The Fortinet FGSP (FortiGate Session Life Support Protocol) cluster allows session synchronization between two FortiGate devices
to provide seamless failover. However, ICMP (ping) is a connectionless protocol, and by default, FortiGate does not synchronize
connectionless sessions unless explicitly enabled.

In the exhibit:

The command get system session list | grep icmp on FortiGate B returns no output, meaning that [ICMP sessions are not being
synchronized from FortiGate A. If session-pickup-connectionless is disabled, FortiGate B will not receive ICMP sessions, causing
packet loss during failover.

NEW QUESTION # 119

A company's users on an [Psec VPN between FortiGate A and B have experienced intermittent issues since implementing VXLAN.
The admnistrator suspects that packets exceeding the 1500-byte default MTU are causing the problems.

In which situation would adjusting the interface's maximum MTU value help resolve issues caused by protocols that add extra
headers to IP packets?

A. Adjust the MTU on interfaces only if FortiGate has the FortiGuard enterprise bundle, which allows MTU modification.

B. Adjust the MTU on interfaces only in wired connections like PPPoE, optic fiber, and ethernet cable.

C. Adjust the MTU on interfaces in all FortiGate devices that support the latest family of Fortinet SPUs: NP7, CP9 and SP5.
D. Adjust the MTU on interfaces in controlled environments where all devices along the path allow MTU interface changes.

Answer: D

Explanation:

When using [Psec VPNs and VXLAN, additional headers are added to packets, which can exceed the default 1500-byte MTU.
This can lead to fragmentation issues, dropped packets, or degraded performance.

To resolve this, the MTU (Maximum Transmission Unit) should be adjusted only if all devices in the network path support it.
Otherwise, some devices may still drop or fragment packets, leading to continued issues.

Why adjusting MTU helps:

* VXLAN adds a 50-byte overhead to packets.

* IPsec adds additional encapsulation (ESP, GRE, etc.), increasing the packet size.

* If packets exceed the MTU, they may be fragmented or dropped, causing intermittent connectivity issues.

* Lowering the MTU on interfaces ensures packets stay within the supported size limit across all network devices.

NEW QUESTION # 120
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