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Topic Details

Topic 1
Define ADC application objects: This domain covers ADC basics including application objects, load
balancing methods, server selection, and key ADC features and benefits.

Topic 2
Explain high availability (HA) concepts: This domain addresses HA concepts including integrity methods,
implementation approaches, and advantages of high availability configurations.

Topic 3
Identify the different virtual server types: This domain covers BIG-IP virtual server types: Standard,
Forwarding, Stateless, Reject, Performance Layer 4, and Performance HTTP.

Topic 4
their status
statistics: This domain covers BIG-IP networking components including interfaces, trunks, VLANs, self-
IPs, and routes, their dependencies and status, plus predicting traffic paths and egress IPs.

F5 BIG-IP Administration Data Plane Concepts (F5CAB2) Sample Questions
(Q67-Q72):
NEW QUESTION # 67 
Which two statements describe differences between the active and standby systems? (Choose two.)

A. Configuration changes can only be made on the active system. (Incorrect)
B. Failover triggers only cause changes on the active system.
C. Virtual server addresses are hosted only by the active system.
D. Floating self-IP addresses are hosted only by the active system.3536
E. Monitors are performed only by the active system.

Answer: C,D

Explanation:
The primary distinction between Activ41e and Standby units revolves around which unit is currently processing traffic.
* Traffic Objects (C & E): The unit in the 43Active state is the only one that answers ARP requests for Virtual Server addresses and
Floating Self-IPs. The Standby unit remains "quiet" for these addresses to avoid IP conflicts on the network.
* Monitors (A - False): Both the Active and Standby units perform health monitors on pool members by default. This ensures that
the Standby unit is ready to take over with an up-to-date view of the pool's health.
* Failover (B - False): A failover trigger (like a VLAN fail-safe) causes the Active unit to go Standby and the Standby unit to go
Active; it affects both.
* Management (D - False): Configuration changes can technically be made on either unit (though it is best practice to make them on
the Active unit) and then synchronized to the peer.

NEW QUESTION # 68 
Which event is always triggered when a client initially connects to a virtual server configured with an HTTP profile?

A. CLIENT_DATA
B. HTTP_DATA
C. CLIENT_ACCEPTED
D. HTTP_REQUEST

Answer: C

NEW QUESTION # 69 
A BIG-IP Administrator assigns the default http health monitor to a pool that has three members listening on port 80. When the
administrator connects to each pool member via the CURL utility, two of the members respond with a status of 404 Not Found
while the third responds with 200 OK. What will the pool show for member availability?

A. Two members offline and one member online
B. Two members online and one member offline



C. All members offline
D. All members online

Answer: D

Explanation:
The behavior of a health monitor is determined by itsSend StringandReceive String.
* Default HTTP Monitor:The pre-configured default HTTP monitor on a BIG-IP system has an empty Receive String.
* Success Criteria:When the Receive String is blank, the BIG-IP system considers the health check successful if it receivesany valid
HTTP responsefrom the server.
* Status Code Interpretation:Because a 404 Not Found is a valid HTTP status code (it is a properly formatted response from a
running web server process), the BIG-IP interprets this as the application being "alive".
* Result:All three members (including the two returning 404s and the one returning 200) will be marked asUP/Available(Green).

NEW QUESTION # 70 
What type of virtual server should be used to block responses for one IP in a subnet with a virtual server?
(Choose one answer)

A. Block
B. Standard
C. Reject
D. Drop

Answer: C

Explanation:
In the BIG-IP system, when you need to prevent traffic from reaching a specific destination or being processed by the system, you
utilize specific Virtual Server types that act as "denial" points.
* Reject Virtual Servers: When a packet matches a Reject virtual server, the BIG-IP system stops the packet from being processed
and sends a reset (RST) in the case of TCP, or an ICMP unreachable message in the case of UDP. This is the preferred method for
"blocking" specific IPs when you want the sender to receive immediate notification that the connection was refused.
* Drop Virtual Servers: A Drop virtual server simply discards the packet without sending any response back to the source. While
effective for "stealthing" a network, it is often less desirable for standard administration unless specifically mitigating a DoS attack.
* Comparison with Standard: A Standard virtual server is used to process and load balance traffic to a pool of members; it does not
inherently act as a "blocking" mechanism for a single IP within a subnet unless combined with complex iRules or Packet Filters.
* Context of the Question: To block responses (or connection attempts) for a specific IP while other traffic in the subnet might be
handled by more permissive virtual servers, a more specific (higher precedence) Reject virtual server is the standard administrative
approach.

NEW QUESTION # 71 
A BIG-IP Administrator needs to apply a health monitor for a pool of database servers named DB_Pool that uses TCP port 1521.
Where should the BIG-IP Administrator apply this monitor?

A. Local Traffic > Profiles > Protocol > TCP
B. Local Traffic > Nodes > Default Monitor
C. Local Traffic > Pools > DB_Pool > Properties
D. Local Traffic > Pools > DB_Pool > Members

Answer: C

Explanation:
In the BIG-IP system object hierarchy, health monitors can be applied at three levels: Node, Pool, and Pool Member.
* Pool Level (Properties): Applying a monitor at the Pool > Properties level is the most common and efficient administrative
practice. When applied here, the monitor is inherited by all members of that pool. If the monitor fails for a specific member, that
member is marked "down" specifically for that pool.
* Node Level: If a monitor is applied at the Node level (Local Traffic > Nodes), it checks the health of the physical IP address itself.
If it fails, that node (and all pool members associated with it) is marked down globally across the entire system.
* Member Level: Applying a monitor at the Pool > Members level allows for specific "per-member" monitoring, which is usually only
done if different members in the same pool require different health checks.



* The Specific Case: For a standard database pool like DB_Pool, the administrator should navigate to Local Traffic > Pools >
DB_Pool > Properties and select the appropriate monitor (e.g., a custom TCP or Oracle monitor) from the "Health Monitors"
configuration section.

NEW QUESTION # 72
......
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