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(Q83-Q88):

NEW QUESTION # 83

You configured the FortiGate devices in an enterprise network to join the Fortinet Security Fabric. You have a list of IP addresses
that must be blocked by the data center firewall. This list is updated daily.

How can you automate updates to the firewall policy to add the IP addresses from the daily updated list?

A. With a Security Fabric automation

B. With metadata variables in FortiManager

C. With a CLI script in FortiManager

D. With an external connector from External Feeds

Answer: D

NEW QUESTION # 84
Refer to the exhibit, which shows a hub and spokes deployment.

== Qverlay through ISP1

=== | Overlay through ISP2

An admmnistrator is deploying several spokes, including the BGP configuration for the spokes to connect to the hub.
Which two commands allow the administrator to minimize the configuration? (Choose two.)

e A route-reflector-client
e B. ibgp-enforce-multihop
¢ C. neighbor-group
e D. neighbor-range

Answer: C,D

Explanation:

neighbor-group:

This command 1s used to group nultiple BGP neighbors with the same configuration, reducing redundant configuration.

Instead of defining individual BGP settings for each spoke, the administrator can create a neighbor-group and apply the same
policies, reducing manual work.

neighbor-range:

This command allows the configuration of a range of neighbor IPs dynamically, reducing the need to manually define each spoke
neighbor.

It automatically adds BGP neighbors that match a given prefix, simplifying deployment.

NEW QUESTION # 85
Refer to the exhibit, which shows the ADVPN IPsec interface representing the VPN IPsec phase
1 fiom Hub A to Spoke 1 and Spoke 2, and from Hub to Spoke 3 and Spoke 4.
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An administrator must configure an ADVPN using IBGP and EBGP to connect overlay network 1 with 2.
‘What must the administrator configure in the phase 1 VPN [Psec configuration of the ADVPN tunnels?

A. set auto-discovery-crossover enable and set enforce-multihop enable
B. set auto-discovery-receiver enable and set npu-offioad enable

C. set auto-discovery-sender enable and set network-id x

D. set auto-discovery-forwarder enable and set remote-as x

Answer: A

Explanation:

When configuring ADVPN (Auto-Discovery VPN) to connect overlay networks across different hubs using IBGP and EBGP,
special configurations are required to allow spokes from different overlay networks to dynamically establish tunnels.

set auto-discovery-crossover enable

This allows cross-hub tunnel discovery in an ADVPN deployment where multiple hubs are used.

Since Hub A and Hub B belong to different overlays, enabling crossover discovery ensures that spokes from one overlay can
dynamically create direct tunnels to spokes in the other overlay when needed.

set enforce-multihop enable

This setting ensures that BGP peers using loopback interfaces can establish connectivity even if they are not directly connected.
Multihop BGP sessions are required when using loopback addresses as BGP peer sources because the connection might need to
traverse multiple routers before reaching the BGP neighbor. This is especially useful in ADVPN deployments with multiple hubs,
where routes might need to cross from one hub to another.

NEW QUESTION # 86
In which two ways does FortiGate utilize the Internet Service Database (ISDB)?

A. Limits by URL

B. Works in proxy mode

C. Provides predefined IPs and ports
D. Blocks IPs and ports

Answer: C,D

NEW QUESTION # 87
You are trying to efficiently deploy ADVPN within the enterprise network. Which two approaches can facilitate this deployment?
(Choose two.)

¢ A. On FortiManager, enable ADVPN on VPN Manager.
¢ B. On FortiManager, activate the recommended IPsec tunnel provisioning templates and enable ADVPN.
e (. On FortiGate, connect only the links with the best status.



¢ D. On FortiGate, utilize loopback interfaces to reduce the number of routes and peers.
Answer: A,B

Explanation:

Comprehensive and Detailed Explanation From Exact Extract documents and Knowledge:

Efficiently deploying ADVPN in an enterprise environment requires centralized management and automation to handle the large
number of spokes.

* VPN Manager (A): In FortiManager, the VPN Manager is a centralized orchestration tool. By creating a VPN community and
enabling the " ADVPN " toggle, FortiManager automatically generates the complex configurations required (such as auto-discovery-
sender on the Hub and auto-discovery- receiver on the Spokes) and pushes them to all managed devices.

* TPsec Provisioning Templates (D): Provisioning templates allow administrators to define standardized IPsec settings for multiple
devices simultaneously. Using these templates to enable ADVPN ensures that every spoke has a consistent configuration, which is
critical for the " shortcuts " (dynamic spoke-to- spoke tunnels) to establish correctly.

Options B and C are incorrect because ADVPN ' s primary strength is its ability to handle dynamic links regardless of status (though
SD-WAN is often used alongside it) and its reliance on the actual tunnel interfaces rather than loopbacks for the discovery process.
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