ISO-IEC-27001-Lead-Implementer2 % & ¥} & ISO-IEC-
27001-Lead-Implementer7 A b 2%H

ISO/IEC 27001

Lead Implementer

& 512+ TechdExam ISO-IEC-27001-Lead-Implementer& > 7° O — & A BE BB TR I T &
3 : https//drive.google.com/open?id=1 mCn2IHugkuK'YPmD3ndu0JxhcTbOMml-

PECB® ISO-IEC-27001-Lead-Implementers8 52 0Bt & T OITMA I & > TABEELRBTT. CORBICD
Moleb. LG HENBIGCENLONZ I EE O E®A. Lo, RBELEHLVEFHTE £4. PECBD
ISO-IEC-27001-Lead-ImplementersABR (2 Zhv > 1 S RINNDEEFE- L Fo R Ab 0 ET. CHEHEVAZ L
T ¥ . TechdExam® PECB®ISO-IEC-27001-Lead-Inplementerst 8 b L —=> 7 @hHE & % 12 SR~ D > 3 — b
Ay bTTe COML—=VI/ERER>TOLRS, RUINDEE2ROT £ 7,

PECB ISO-IEC-27001-Lead-Implementers &% (& . ISO/IEC 27001 #E#e iz D { ISMS2 ER B S VEH v 2 HE%2 1
DA E > TUHEDREEKTT. CORBE . MACEEBERORBCE T 2HZBOY —FETI D
DELHMBREAFVERBL. BRLF2V 71 2BETHBCRLTIMEA TV E T,

PECB ISO-IEC-27001-Lead-Implementers? & 30 BR (- A4 9 3 C & i3+ 1RFHH A ISO/EC 2700 1E % (2 3T < ZhERK 2
ORI ZISMS % EE+ 2 LoV BELEMUMERAI 2/ Twalee2RL &Y. CORER. Z7u—1w
CRveh., BRAECEAFMESNTE Y. REEOREEREREL . B EH2ET T30 12K
AL £ 7.

>> [SO-IEC-27001-Lead-Implementers: % & ¥l <<

PECB ISO-IEC-27001-Lead-Implementer 7 A b 2% & & ISO-IEC-27001-
Lead-Implementer¥ & & ¥}

BB RKORMEME52 272012, TecMExamid B2 % A—2 a v OFEM & HEL TH & £ 7. PDFROD
ISO-IEC-27001-Lead-ImplementerfifEE E A T T, BECHRBOMEL+BR T 208 TEEd. 7 A b
LYYy EL TS V7 b7z 7RROISO-IEC-27001-Lead-Implementerfi B & & %4 7z DB O EHIC DL T O
BRMNETFTAMNT2LDCHHT2CERTEET. LRBROBEL T LEAE I EHBRL VL
5. Y 7 b7z 7HROISO-IEC-27001-Lead-Implementerf]EE 2 FIHL THRZDL R &7 A FL TLE S0,
PHoTs TCUHDOBAEAPRRAELHMANT 32 £085T &, IEL < ROISO-IEC-27001-Lead-Implementers 2 P 2
*FWMT 2L TCEET.

PECB Certified ISO/IEC 27001 Lead Implementer Exam 52 7 ISO-IEC-
27001-Lead-Implementer 3% 5% 5 & (Q163-Q168):

ER #163
Scenario 2: Beauty is a cosmetics company that has recently switched to an e-commerce model, leaving the traditional retail. The top
management has decided to build their own custom platform in-house and outsource the payment process to an external provider
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operating online payments systers that support online money transfers.

Due to this transformation of the business model, a number of security controls were implemented based on the identified threats and
vulnerabilities associated to critical assets. To protect customers' information. Beauty's employees had to sign a confidentiality
agreement. In addition, the company reviewed all user access rights so that only authorized personnel can have access to sensitive
files and drafted a new segregation of duties chart.

However, the transition was difficult for the IT team, who had to deal with a security incident not long after transitioning to the e
commerce model. After investigating the incident, the team concluded that due to the out-of-date anti-malware software, an attacker
gamed access to their files and exposed customers' information, including their names and home addresses.

The IT team decided to stop using the old anti-malware software and install a new one which would automatically remove malicious
code in case of similar incidents. The new software was installed in every workstation within the company. After installing the new
software, the team updated it with the latest malware definitions and enabled the autormatic update feature to keep it up to date at all
times. Additionally, they established an authentication process that requires a user identification and password when accessing
sensitive information.

In addition, Beauty conducted a number of information security awareness sessions for the IT team and other employees that have
access to confidential information in order to raise awareness on the importance of system and network security.

Based on the scenario above, answer the following question:

After mvestigating the incident. Beauty decided to install a new anti-malware software. What type of security control has been
implemented in this case?

o A Corrective
o B. Detective
o (. Preventive

Ef#: C

A # 164
‘Who should verily the effectiveness of the corrective actions taken by the auditee after an internal audit?

¢ A The mformation security manager
¢ B. An Independent auditor should be contracted to perform this evaluation
¢ (. The internal auditor

Ef#: C

E R #165

Scenario 1: HealthGenic is a pediatric clinic that monitors the health and growth of individuals from infancy to early adulthood using a
web-based medical software. The software is also used to schedule appomntments, create customized medical reports, store patients'
data and medical history, and comnumicate with all the [
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