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Cisco Understanding Cisco Cybersecurity Operations Fundamentals Sample
Questions (Q166-Q171):
NEW QUESTION # 166 
Refer to the exhibit.
What is occurring in this network traffic?

A. High rate of ACK packets being sent from a single source IP towards multiple destination IPs.
B. Flood of ACK packets coming from a single source IP to multiple destination IPs.
C. Flood of SYN packets coming from a single source IP to a single destination IP.
D. High rate of SYN packets being sent from a multiple source towards a single destination IP.

Answer: C

NEW QUESTION # 167 
Refer to the exhibit.
A workstation downloads a malicious docx file from the Internet and a copy is sent to FTDv. The FTDv sends the file hash to FMC
and the tile event is recorded what would have occurred with stronger data visibility.

A. Detailed information about the data in real time would have been provided
B. Malicious traffic would have been blocked on multiple devices
C. The traffic would have been monitored at any segment in the network.
D. An extra level of security would have been in place

Answer: A

Explanation:
With stronger data visibility, detailed information about the data in real-time is provided. This enhanced visibility allows for a more
comprehensive analysis of network traffic, enabling security professionals to identify and mitigate threats more effectively. Reference
:= Cisco Cybersecurity Operations Fundamentals

NEW QUESTION # 168 
According to CVSS, what is a description of the attack vector score?

A. The metric score will be larger when a remote attack is more likely.
B. It depends on how many physical and logical manipulations are possible on a vulnerable component
C. It depends on how far away the attacker is located and the vulnerable component
D. The metric score will be larger when it is easier to physically touch or manipulate the vulnerable component

Answer: A

Explanation:
The attack vector score in the Common Vulnerability Scoring System (CVSS) reflects how a vulnerability can be exploited. A higher
score is given when the attack can be conducted remotely, making it easier for an attacker to exploit the vulnerability without
physical access to the vulnerable component3. Reference:: The CVSS specification document provides a detailed explanation of
how the attack vector score is determined, emphasizing the impact of the ease of exploitation on the score

NEW QUESTION # 169 
What is the difference between statistical detection and rule-based detection models?

A. Rule-based detection defines legitimate data of users over a period of time and statistical detection defines it on an
IF/THEN basis
B. Statistical detection involves the evaluation of an object on its intended actions before it executes that behavior
C. Statistical detection defines legitimate data of users over a period of time and rule-based detection defines it on an
IF/THEN basis
D. Rule-based detection involves the collection of data in relation to the behavior of legitimate users over a period of time



Answer: C

NEW QUESTION # 170 
Refer to the exhibit. Which set of actions must an engineer perform to identify and fix this issue?

A. Add client authentication to the certificate template, reissue, and apply the certificate.
B. Reinstall the IIS server to reset certificate details to default and try to connect to the server.
C. Remove the intermediate certificates and install the CA root certificate on each server.
D. Implement a different version of CA authority and install intermediate certificates.

Answer: A

NEW QUESTION # 171
......
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