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1. You are investigating an incident by us-
ing Microsoft 365 Defender.

You need to create an advanced hunting
query to count failed sign-in authentica-
tions on three devices named CFOLap-
top, CEOLaptop, and COQLaptop.

Complete the query.

2. You need to receive a security alert A. Impossible travel
when a user attempts to signin from B, Activity from anonymous IP
a location that was never used by the  addresses
other users in your organization to sign C. Activity from infrequent coun-
in. tr
D. Malware detection
Which anomaly detection policy should
you use?

A.Impossible travel

B. Activity from anonymous IP address-
es

C. Activity from infrequent country

D. Malware detection

3.  You have a Microsoft 365 subscription A. SharePoint search
that uses Microsoft Defender for Office B. a hunting query in Microsoft
365. 365 Defender
C. Azure Information Protection
You have Microsoft SharePoint Online D. RegEx pattern matching
sites that contain sensitive documents.

The documents contain customer ac-
count numbers that each consists of 32
alphanumeric characters.

You need to create a data loss preven-
tion (DLP) policy to protect the sensitive
documents.
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Microsoft Security Operations Analyst Sample Questions (Q195-Q200):

NEW QUESTION # 195

You have an Azure subscription.

You need to delegate permissions to meet the following requirements:

Enable and disable Azure Defender.

Apply security recommendations to resource.

The solution must use the principle of least privilege.

Which Azure Security Center role should you use for each requirement? To answer, drag the appropriate roles to the correct
requirements. Each role may be used once, more than once, or not at all. You may need to drag the split bar between panes or
scroll to view content.

NOTE: Each correct selection is worth one point.

Answer:

Explanation:
Reference:
https:/docs.microsoft.com/en-us/azure/security-center/security-center-permissions

NEW QUESTION # 196

You have a Microsoft 365 ES subscription that contains 200 Windows 10 devices enrolled in Microsoft Defender for Endpoint.
Youneed to ensure that users can access the devices by using a remote shell connection directly from the Microsoft 365 Defender
portal. The solution must use the principle of least privilege.

‘What should you do in the Microsoft 365 Defender portal? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer:

Explanation:

Explanation

Box 1: Turn on Live Response

Live response is a capability that gives you instantaneous access to a device by using a remote shell connection. This gives you the
power to do in-depth investigative work and take immediate response actions.

Box: 2 : Add a network assessment job

Network assessment jobs allow you to choose network devices to be scanned regularly and added to the device inventory.
Reference:

httpsz//docs.microsoft.comyen-us/microsoft-365/security/defender-endpomt/respond-machine-alerts ?view=0365-
httpsz/docs.microsoft.comen-us/microsoft-365/security/defender-endpoint/network-devices ?view=0365-worldw

NEW QUESTION # 197

You have an Azure subscription that uses Microsoft Defender XDR.

From the Microsoft Defender portal, you perform an audit search and export the results as a file named Filel.

csv that contains 10,000 rows.

You use Microsoft Excel to perform Get & Transform Data operations to parse the AuditData column from Filel.csv. The
operations fail to generate colunns for specific JSON properties.

Youneed to ensure that Excel generates columns for the specific JSON properties in the audit search resullts.

Solution: From Excel, you apply filters to the existing columns in Filel.csv to reduce the number of rows, and then you perform the
Get & Transform Data operations to parse the AuditData colunmn.

Does this meet the requirement?

e A.No
e B. Yes

Answer: A

NEW QUESTION # 198



You have a Microsoft 365 ES subscription that uses Microsoft Defender XDR.

Your network contains an on-premises Active Directory Domain Services (AD DS) domain that syncs with a Microsoft Entra
tenant.

You need to identify LDAP requests by AD DS users to enumerate AD DS objects.

How should you complete the KQL query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer:

Explanation:
Explanation:

NEW QUESTION # 199

You have a Microsoft 365 subscription that uses Microsoft Defender for Endpoint Plan 2 and contains a Windows device named
Device 1. You initiate a live response session on Devicel and launch an executable file named Filel.exe in the background. You
need to perform the following actions:

* Identify the command ID of Filel exe.

* InteractwithFile1 .exe.

Which live response command should you run for each action? To answer, select the appropriate options in the answer area.
NOTE Each correct selection is worth one point.

Answer:

Explanation:

NEW QUESTION # 200
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