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Microsoft SC-401 Exam Syllabus Topics:

Topic Details

e Implement Data Loss Prevention and Retention: This section evaluates Data Protection Officers on
designing and managing data loss prevention (DLP) policies and retention strategies. It includes setting

Topic 1 policies for data security, configuring Endpoint DLP, and managing retention labels and policies.

Candidates must understand adaptive scopes, policy precedence, and data recovery within Microsoft 365.

e Manage Risks, Alerts, and Activities: This section assesses Security Operations Analysts on insider risk

management, monitoring alerts, and investigating security activities. It covers configuring risk policies,
Topic 2 handling forensic evidence, and responding to alerts using Microsoft Purview and Defender tools.
Candidates must also analyze audit logs and manage security workflows.
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¢ Inplement Information Protection: This section measures the skills of Information Security Analysts in
classifying and protecting data. It covers identifying and managing sensitive information, creating and
applying sensitivity labels, and implementing protection for Windows, file shares, and Exchange.

Topic 3
ol Candidates must also configure document fingerprinting, trainable classifiers, and encryption strategies using]
Microsoft Purview.
¢ Protect Data Used by Al Services: This section evaluates Al Governance Specialists on securing data in
Al-driven environments. It includes implementing controls for Microsoft Purview, configuring Data Security
Topic 4 Posture Management (DSPM) for Al, and monitoring Al-related security risks to ensure compliance and

protection.

Microsoft Administering Information Security in Microsoft 365 Sample
Questions (Q16-Q21):
NEW QUESTION # 16

You are creating a DLP policy named Policyl that will be applied to the locations as shown in the following exhibit.
Choose where to apply the policy

We'll apply the policy to data that's stored in the locations you choose.
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Policyl contains an advanced data loss prevention (DLP) rule named Rulel.
Which two conditions can you use in Rule1? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. Content contains

B. Content is shared from Microsoft 365
C. Document property is

D. Attachment's file extension is

E. Document size equals or is greater than

Answer: A,B

NEW QUESTION # 17

You have a Microsoft 365 ES tenant that contains a user named Userl. User! is assigned the Compliance Admmistrator role. Userl
cannot view the regular expression in the IP Address sensitive info type. You need to ensure that User! can view the regular
expression. What should you do?

e A Assign Userl the Global Reader role.



¢ B. Instruct User! to use the Test finction on the sensitive nfo type.
e C. Create a copy of the IP Address sensitive info type and instruct User] to edit the copy.
¢ D. Assign Used to the Reviewer role group

Answer: C

Explanation:

Step 1 - Problem statement

User! has the Compliance Administrator role but cannot view the regular expression in the built-in [P Address sensitive info type.
This is expected because:

Microsoft provides a large set of built-in sensitive info types (SITs).

For these built-in SITs, the underlying regular expressions, keywords, or detection logic are not exposed to administrators for
security reasons.

As a result, even with Compliance Administrator privileges, User] cannot directly see or modify the regex in the built-in [P Address
SIT.

Step 2 - Microsoft solution

To view or modify the regex:

You must create a copy of the built-in SIT.

Once copied, the new custom SIT allows you to edit and view the regex and supporting elements.

This is the only supported way to customize or examine the detection logic.

# Reference: Create a custom sensitive information type

"You can't directly modify the definitions of built-in sensitive information types, but you can create a copy of an existing SIT and then
edit it." Step 3 - Why not the other options?

A). Reviewer role group # Reviewers are for records management/discovery, not SIT regex visibility.

O). Test function # Allows you to test SIT detection but does not reveal the regex.

D). Global Reader role # Read-only access, does not expose regex definitions either.

NEW QUESTION # 18

You have a Microsoft 565 E5 subscription.

You plan to use Microsoft Purview insider risk management.

You need to create an insider risk management policy that will detect data theft from Microsoft SharePoint Online by users that
submitted their resignation or are near their employment termination date.

‘What should you do first?

A. Onboard devices to Microsoft Defender for Endpoint.
B. Configure Office indicators.

C. Configure a Physical badging connector.

D. Configure a HR data connector.

Answer: D

NEW QUESTION # 19
You have a Microsoft 365 ES subscription that contains three DOCX files named Filel, File2, and File3.
You create the sensitivity labels shown in the following table.

Name Permission Apply content marking
Label1 | Any authenticated users, Miewer Disabled
Label2 | None licrendt Enabled

You apply the labels to the files as shown in the following table.

File Label
Filel None
File2 1 Labell
File3 | Label2

You ask Microsoft 365 Copilot to summarize the files, and you receive the results shown in the following table.




Name Based on JOMtertof

Summary1 | File1, File3
Summary?2 | File2
Summary3 | File1, File2, File3

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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NEW QUESTION # 20

You have a Microsoft 365 E5 subscription that contains three users named User1, User2, and User3 and a file named Filetdocx.
You create a sensitivity label named Labell as shown in the following exhibit.
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Youapply Labell to Filel.
For which users can Microsoft 365 Copilot summarize File1?

A. No user

B. Userl, User2, and User3
C. Userl and User2 only
D. User 1 only

Answer: B

NEW QUESTION # 21
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