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i RE #51
In a qualitative risk analysis, risk is calculated in terns of:

A. Asset criticality assessment - (Risks and Associated Risk Levels)

B. (Countermeasures + Magnitude of Tmpact) - (Reports from prior risk assessments)
C. Probability of Loss X Loss

D. (Attack Success + Criticality ) -(Countermeasures)

ZR: C

F 8 #52
Which of the following techniques prevent or mislead incident-handling process and may also affect the collection, preservation, and
identification phases of the forensic investigation process?

e A. Scamning
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¢ B. Footprinting
e C. Enumeration
e D. Anti-forensics

ZX: D

il =8 #53

Farheen is an incident responder at reputed I'T Firm based in Florida. Farheen was asked to investigate a recent cybercrime faced
by the organization. As part of this process, she collected static data froma victim system. She used dd, a command line tool, to
perform forensic duplication to obtain an NTFS image of the original disk. She created a sector-by-sector mirror imaging of the disk
and saved the output image file as image.dd. Identify the static data collection process step performed by Farheen while collecting
static data.

A. Comparison

B. Physical presentation

C. Administrative consideration
D. System preservation

e

=

g

D

i 8 #54

Matt is an incident handler working for one of the largest social network companies, which was affected by malware. According to
the company's reporting timeframe guidelines, a malware incident should be reported within 1 h of discovery/detection after its
spread across the company. Which category does this incident belong to?

A CAT4
B.CAT3
C.CAT1
D. CAT2

ER: C

PRI #55
Which of'the following GPG 18 and Forensic readiness planning (SPF) principles states that "organizations should adopt a scenario
based Forensic Readiness Planning approach that learns from experience gained within the business'?

A. Principle 5
B. Principle 2
C. Principle 7
D. Principle 3

BEE: A
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