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What is true about automating interactions with Anypoint Platform using tools such as Anypoint Platform REST APIs, Anypoint CU,
or the Mule Maven plugin?

e A. Access to Anypoint Platform APIs and Anypoint CU can be controlled separately through the roles and permissions in
Anypoint Platform, so that specific users can get access to Anypoint CLI white others get access to the platform APIs

¢ B. Anypoint Platform APIs can ONLY automate interactions with CloudHub, while the Mule Maven plugin is required for
deployment to customer-hosted Mule runtimes

¢ C. API policies can be applied to the Anypoint Platform APIs so that ONLY certain LOBs have access to specific functions

¢ D. By default, the Anypoint CLI and Mule Maven plugin are NOT included in the Mule runtime, so are NOT available to be
used by deployed Mule applications

Antwort: D

Begrindung;

Correct Answe 1: By default, the Anypoint CLI and Mule Maven plugin are NOT included in the Mule runtime, so are NOT
available to be used by deployed Mule applications
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>>We CANNOT apply API policies to the Anypoint Platform APIs like we can do on our custom written API instances. So,
option suggesting this is FALSE.

>> Anypoint Platform APIs can be used for automating interactions with both CloudHub and customer-hosted Mule runtimes. Not
JUST the CloudHub. So, option opposing this is FALSE.

>> Mule Maven plugin is NOT mandatory for deployment to customer-hosted Mule runtimes. It just helps your CI/CD to have
smoother autormation. But not a conmpulsory requirenent to deploy. So, option opposing this is FALSE.

>>We DO NOT have any such special roles and permissions on the platform to separately control access for some users to have
Anypoint CLI and others to have Anypoint Platform APIs. With proper general roles/permissions (AP Owner, Cloudhub Admin
etc..), one can use any of the options (Anypoint CLI or Platform APIs). So, option suggesting this is FALSE.

Only TRUE staterment given in the choices is that - Anypomnt CLI and Mule Maven plugin are NOT included in the Mule runtime, so
are NOT available to be used by deployed Mule applications.

Maven is part of Studio or you can use other Maven installation for development.

CLI is convenience only. It is one of many ways how to mstall app to the runtime.

These are definitely NOT part of anything except your process of deployment or automation.

140. Frage
An API experiences a high rate of client requests (TPS) vwth small message paytoads. How can usage limits be imposed on the API
based on the type of client application?

¢ A. Use a cross-origin resource sharing (CORS) policy to limit resource sharing between client applications, configured by the
client application type

¢ B. Use a spike control policy that limits the number of requests for each client application type

e C. Use a rate limiting policy and a client ID enforcement policy, each configured by the client application type

e D. Use an SLA-based rate limiting policy and assign a client application to a matching SLA tier based on its type

Antwort: D

Begriindung;
Correct Answe 1: Use an SLA-based rate limiting policy and assign a client application to a matching SLA tier based on its type.
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>> SLA tiers will come nto play whenever any limits to be imposed on APIs based on client type

141. Frage
What is true about API implementations when dealing with legal regulations that require all data processing to be performed within a
certain jurisdiction (such as in the USA or the EU)?

e A They must avoid using the Object Store as it depends on services deployed ONLY to the US East region

e B. They must te deployed to Anypoint Platform runtime planes that are managed by Anypoint Platform control planes, with
both planes in the same Jurisdiction

e (. They must use a Jurisdiction-local external messaging system such as Active MQ rather than Anypoint MQ

e D. They must ensure ALL data is encrypted both in transit and at rest



Antwort: B

Begrindung;

Correct Answe 1: They must be deployed to Anypoint Platform runtime planes that are managed by Anypoint Platform control
planes, with both planes in the same Jurisdiction.
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>> As per legal regulations, all data processing to be performed within a certain jurisdiction. Meaning, the data in USA should reside
within USA and should not go out. Same way, the data in EU should reside within EU and should not go out.

>> So, just encrypting the data in transit and at rest does not help to be compliant with the rules. We need to make sure that data
does not go out too.

>> The data that we are talking here is not just about the messages that are published to Anypoint MQ. It includes the apps running,
transaction states, application logs, events, metric info and any other metadata. So, just replacing Anypoint MQ with a locally hosted
ActiveMQ does NOT help.

>> The data that we are talking here is not just about the key/value pairs that are stored in Object Store. It includes the messages
published, apps running, transaction states, application logs, events, metric info and any other metadata. So, just avoiding using
Object Store does NOT help.

>> The only option left and also the right option in the given choices is to deploy application on runtime and control planes that are
both within the jurisdiction.

142. Frage
A team is planning to enhance an Experience API specification, and they are following API-led connectivity design principles.
What is their motivation for enhancing the API?

¢ A. A Canonical Data Model is being adopted that impacts several types of data included in the API

¢ B. The primary API consumer wants certain kinds of endpoints changed from the Center for Enablement standard to the
consumer system standard

e C. AnIP Allowlist policy is being added to the API instances in the Development and Staging environments

¢ D. The underlying System API is updated to provide more detailed data for several heavily used resources

Antwort: A

Begrindung;

In API-led design, an Experience API is enhanced to improve how data is delivered to end-user applications. One primary reason
to enhance an Experience API is when new data standards, such as a Canonical Data Model, are adopted. Here's why:

Canonical Data Model (CDM):

Adopting a CDM standardizes data representations across the organization, making APIs more consistent and easier to consume
across various services and applications.

Updating the Experience API ensures that it delivers data in this standardized format, improving interoperability and reusability.

of Correct Answer (D):

A CDM impacts the structure and types of data the API provides, and this update would be directly relevant to an Experience API,
as it is the primary point of interaction for applications.

of Incorrect Options:

Option A involves adapting to consumer-specific standards, which is against API-led design principles.

Option B involves changes in System APIs, which don't directly mandate changes to the Experience API unless data formatting
adjustments are required.

Option C (IP Allowlist) relates to security rather than API design and would not motivate a finctional enhancement of the APL
Reference

For more details on the use of Canonical Data Models in API-led architecture, refer to MuleSoft's guidelines on data standardization
and Experience API best practices.

143. Frage

An organization has several APIs that accept JSON data over HTTP POST. The APIs are all publicly available and are associated
with several mobile applications and web applications.

The organization does NOT want to use any authentication or compliance policies for these APIs, but at the same time, is worried
that some bad actor could send payloads that could somehow compromise the applications or servers running the API
implementations.

‘What out-of-the-box Anypoint Platform policy can address exposure to this threat?

e A. Apply an IP blacklist policy to all APIs; the blacklist will Include all bad actors



¢ B. Apply a JSON threat protection policy to all APIs to detect potential threat vectors
e C. Shut out bad actors by using HTTPS mutual authentication for all API nvocations
e D. Apply a Header injection and removal policy that detects the malicious data before it is used

Antwort: B

Begrindung;

Correct Answe 1: Apply a JSON threat protection policy to all APIs to detect potential threat vectors
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>> Usually, if the APIs are designed and developed for specific consumers (known consumers/customers) then we would IP
Whitelist the same to ensure that traffic only comes from them.

>> However, as this scenario states that the APIs are publicly available and being used by so many mobile and web applications, it
is NOT possible to identify and blacklist all possible bad actors.

>> S0, JSON threat protection policy is the best chance to prevent any bad JSON payloads from such bad actors.

144. Frage
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