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Cisco Designing Cisco Security Infrastructure Sample Questions (Q45-Q50):
NEW QUESTION # 45 
Which financial reporting regulatory framework must a publicly traded company doing business in the US comply with?

A. FEDRAMP
B. SOX
C. SOC
D. HIPAA

Answer: B

Explanation:
Publicly traded companies in the United States must comply with the Sarbanes-Oxley Act (SOX).
This regulation mandates strict standards for financial reporting, internal controls, and data integrity to protect investors from
fraudulent financial practices.

NEW QUESTION # 46 
A global energy company moved a monolithic application from the data center to public cloud.
Over time, the company added many capabilities to the application, and it is now difficult for the application team to scale it. The
application owner decided to modernize the application by moving to a Kubernetes cluster. However, he wants to ensure that the
new application architecture provides a container network interface that is scalable, offers options for cloud-native security, and
helps with visibility and observability. Which solution must be used to accomplish the task?

A. security group
B. Cilium
C. ENI
D. ingress gateway

Answer: B

Explanation:
Cilium is a Kubernetes Container Network Interface (CNI) that provides scalability, cloud-native security with eBPF-based
enforcement, and strong visibility/observability into network traffic between microservices. It is purpose-built to modernize
applications running in Kubernetes clusters.

NEW QUESTION # 47 
A furniture company recently discovered that the endpoint detection and response configuration flagged several malicious files on
company-managed laptops. The company must enhance security to prevent known malicious files from being delivered to the
network and endpoints. The new solution must enhance the company's ability to inspect and filter incoming traffic effectively.
Which security product must be used to accomplish this goal?

A. traditional firewall
B. host-based firewall
C. next-generation firewall
D. eBPF

Answer: C

Explanation:
A next-generation firewall (NGFW) inspects and filters incoming traffic with deep packet inspection, intrusion prevention, and
advanced malware filtering. This prevents known malicious files from reaching the network and endpoints, complementing the
company's EDR solution.

NEW QUESTION # 48 
What is the primary benefit of conducting a root cause analysis after a security incident?

A. Improve FTP throughput



B. Validate OSI model compliance
C. Enable compliance with NTP standards
D. Drive design improvements to prevent recurrence

Answer: D

Explanation:
Root cause analysis focuses on identifying the underlying cause of a security incident. This enables organizations to improve system
design, controls, or processes so that similar incidents do not happen again, rather than only fixing symptoms.

NEW QUESTION # 49 
A manufacturing company recently experienced a network-down scenario due to malware spread on the management network. The
company wants to implement a solution to detect and mitigate a similar threat in the future and protect the overall network. Which
solution meets the requirements?

A. RADIUS
B. IPsec VPN
C. endpoint detection and response
D. encrypted threat analysis

Answer: C

Explanation:
Endpoint Detection and Response (EDR) provides continuous monitoring, detection, and automated mitigation of malware at the
endpoint level. By stopping threats before they spread across the management network, EDR protects the overall infrastructure from
similar network- down scenarios in the future.

NEW QUESTION # 50
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