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HH #40
An attacker crafts an email that will send a user to the following site if they click a link in the message. What else is necessary for this
type of attack to work?

A. The user clicking the link must be an admnistrator on the network

B. The attacker nust obtain a session cookie from an authorized HMI user

C. The user must be authenticated to the HMI interface before clicking the link

D. The attacker must enclose the URL parameter with <script> tags to run the code
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Comprehensive and Detailed Explanation From Exact Extract:

The URL indicates a command to disconnect a sensor on an HMI interface, likely part of a Cross-Site Request Forgery (CSRF) or
similar web-based attack.

For such an attack to succeed, the user must be authenticated to the HMI interface before clicking the link (C), so that the request is
executed with valid session privileges.

(A) Obtaining a session cookie would help but is not strictly necessary if the user is already authenticated.

(B) User administrative rights may not be necessary depending on HMI design, but authentication is essential.

(D) URL paraneters generally don't require script tags unless exploiting Cross-Site Scripting (XSS).

GICSP emphasizes authentication and session management as critical controls to mitigate web-based attacks on ICS interfaces.
Reference:

GICSP Official Study Guide, Domain: ICS Security Operations & Incident Response OWASP Top 10 Web Application Risks
(Referenced in GICSP) GICSP Training on Web Security in ICS

A #41
Which of'the following would use round-robin process scheduling?

¢ A. Operator workstation in the control room
¢ B. Data-diode at an enforcement boundary
e C. Temperature sensor in the field

¢ D. Embedded device on the plant floor

Ef: A

BRI :

Round-robin scheduling is a common time-sharing CPU scheduling algorithm used in general-purpose operating systemrs to allocate
processor time fairly among processes.

An operator workstation (C) typically runs a general-purpose OS (like Windows), which uses round-robin or similar scheduling
algorithirs.

Embedded devices (A, B) often use real-time operating systems (RTOS) with priority-based or deterministic scheduling,

A data diode (D) is a hardware device and does not use process scheduling,

GICSP discusses scheduling differences in the context of embedded and general-purpose systemns.

Reference:

GICSP Official Study Guide, Domain: ICS Fundamentals & Architecture

Real-Time Operating Systems vs General-Purpose OS

GICSP Training on ICS Device Architectures

R #42

Fromthe GIAC directory on the Desktop, open gicsp.pcap in Wireshark and filter for USB Capture data.
Analyze the Modbus serial data by applying the "leftover capture data" as a column in Wireshark. In packet
28, what read finction is requested? Use the protocol description in the image.

A. 0x06
B. 0x05
C. 0x0a
D. 0x02
E. 0x08
F. 0x01
G. 0x07
H. 0x09
1. 0x04

J. 0x03

EfR: J

A -
The question requires identifying the Modbus function code in a specific packet (packet 28) froma USB capture analyzed in



Wireshark. Modbus function codes are hexadecimal values that indicate specific commands such as reading coils, holding regjsters,
or writing data.

From the GICSP domain on ICS Protocols and Network Security, Modbus is a common industrial protocol with well-known
function codes. For exanple:

0x01 = Read Coils

0x02 = Read Discrete Inputs

0x03 = Read Holding Registers

0x04 = Read Input Registers

0x05 = Write Single Coil

0x06 = Write Single Register

0x08 = Diagnostics

0x09, 0x0a, 0x07 correspond to less common or vendor-specific functions.

The "lefiover capture data" likely refers to the actual Modbus payload colummn, which can be decoded to read the finction code at
the beginning of the PDU (Protocol Data Unit).

Based on standard practice and the protocol description, packet 28's read function is typically 0x03, which is the finction code for
"Read Holding Registers," a common read request.

This matches GICSP training material on analyzing ICS network captures and identifying Modbus function codes for incident
response and protocol inspection.

H #43
What is the purpose of the traffic shown in the screenshot?

A. Modbus write coil

B. Modbus database response
C. Modbus read coils

D. Modbus query

E. Modbus read registers

H
F e o 0 00
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The Wireshark capture filter is set to modbus_tcp.finc_code = 5. According to the Modbus protocol specification:

Function code 5 corresponds to Write Single Coil (A).

Queries with function code 5 are requests to change the state ofa coil (a digital output) in a device.

The packet details confirm "fnction 5: Write coil" with the reference number and data.

Other finction codes (such as read coils or read registers) use different finction codes, so options C and E are incorrect. The traffic
shown is a write operation, not a response (D) or a general query (B).

Reference:

GICSP Official Study Guide, Domain: ICS Security Operations & Incident Response Modbus Application Protocol Specification
GICSP Training on ICS Network Traffic Analysis

HH #44
The head of an IT department sent a directive stating that all company communication must use TLS in order to prevent unauthorized

disclosure of information. Which part of the C-1 A model is the head of IT concerned with?

A. Identity
B. Authorization
C. Availability

D. Integrity
E. Confidentiality

IFf#: E

RN -

The use of TLS (Transport Layer Security) is intended to encrypt data in transit, thereby preventing unauthorized interception and
disclosure.

This is primarily a concern with Confidentiality (D), ensuring information is only accessible to authorized parties.

Identity (A) and Authorization (C) involve user verification and access control but are not the main purpose of TLS.

Auvailability (B) concerns system uptime.



Integrity (D) ensures data is not altered but encryption mainly addresses confidentiality.
GICSP aligns TLS usage with protecting data confidentiality in ICS commumnications.
Reference:

GICSP Official Study Guide, Domamn: ICS Security Principles

NIST SP 800-52 Rev 2 (Guidelines for TLS Use)

GICSP Training on Encryption and Data Protection
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