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Microsoft Security Operations Analyst Sample Questions (Q369-Q374):

NEW QUESTION # 369

You are responsible for responding to Azure Defender for Key Vault alerts.

During an investigation of an alert, you discover unauthorized attempts to access a key vault from a Tor exit node.
‘What should you configure to mitigate the threat?

A. Key Vault firewalls and virtual networks

B. role-based access control (RBAC) for the key vault
C. Azre Active Directory (Azure AD) permissions

D. the access policy settings of the key vault

Answer: A

Explanation:

Reference:

https:/docs.microsoft.com/en-us/azure/key-vault/general/metwork-security

Topic 2, Contoso Ltd

Existing Environment

End-User Environment

Allusers at Contoso use Windows 10 devices. Each user is licensed for Microsoft 365. In addition, iOS devices are distributed to
the members of the sales team at Contoso.

Cloud and Hybrid Infrastructure

All Contoso applications are deployed to Azure.

You enable Microsoft Cloud App Security.

Contoso and Fabrikam have different Azure Active Directory (Azure AD) tenants. Fabrikam recently purchased an Azure
subscription and enabled Azure Defender for all supported resource types.

Current Problers

The security team at Contoso receives a large number of cybersecurity alerts. The security team spends too much time identifying
which cybersecurity alerts are legitimate threats, and which are not.

The Contoso sales teamuses only iOS devices. The sales team members exchange files with customers by using a variety of third-
party tools. In the past, the sales team experienced various attacks on their devices.

The marketing team at Contoso has several Microsoft SharePoint Online sites for collaborating with external vendors. The marketing
team has had several incidents in which vendors uploaded files that contain malware.

The executive team at Contoso suspects a security breach. The executive team requests that you identify which files had more than
five activities during the past 48 hours, including data access, download, or deletion for Microsoft Cloud App Security-protected
applications.

Requirements

Planned Changes

Contoso plans to integrate the security operations of both companies and manage all security operations centrally.

Technical Requirements

Contoso identifies the following technical requirements:

Receive alerts if an Azure virtual machine is under brute force attack.

Use Azure Sentinel to reduce organizational risk by rapidly remediating active attacks on the environment.

Implement Azure Sentinel queries that correlate data across the Azure AD tenants of Contoso and Fabrikam.

Develop a procedure to remediate Azure Defender for Key Vault alerts for Fabrikam in case of external attackers and a potential
compromise of its own Azure AD applications.

Identify all cases of users who failed to sign in to an Azure resource for the first time froma given country. A junior security
administrator provides you with the following incomplete query.

BehaviorAnalytics

| where ActivityType = "FailedLogOn"

| where = True

NEW QUESTION # 370

You have a Microsoft Sentinel workspace that contains a custom workbook named Workbook1.

You need to create a visual in Workbook that will display the logon count for accounts that have logon event IDs of 4624 and
4634.

How should you conplete the query? To answer, select the appropriate options in the answer area.

NOTE Each correct selection is worth one point.



Answer:

Explanation:

Explanation:

First dropdown: join

Second dropdown: full

In Microsoft Sentinel and Kusto Query Language (KQL), when you need to combine two tables based on a common field, you use
the join operator. In this scenario, both queries pull from the same SecurityEvent table but filter on different Event IDs - 4624 for
logon and 4634 for logoff events. To correlate or compare the two results by Account, you need to join them.

The first query returns the number of logon events per account (LogOnCount), while the second returns the number of logoff events
per account (LogOffCount). The join key is Account, which exists in both result sets.

To ensure that all accounts - those who may have only logon events or only logoff events - are included in the visualization, you use a
full join. A full join combines matching records from both sides and keeps unmatched records from either side, filling missing values
with nulls. This ensures that every account with either a logon or a logoff count appears in the results.

Therefore, the correct query completion is:

SecurityEvent

| where EventID = "4624"

| summarize LogOnCount = count() by EventID, Account

| project LogOnCount, Account

| join kind = full

SecurityEvent

| where EventID — "4634"

| summarize LogOffCount = count() by EventID, Account

| project LogOffCount, Account

) on Account

This query gives a complete view of all accounts and their corresponding logor/logoff counts.

# Correct selections:

* First box # join

* Second box # full

NEW QUESTION # 371

You deploy Azure Sentinel.

Youneed to implement connectors in Azure Sentinel to monitor Microsoft Teams and Linux virtual machines in Azure. The solution
must minimize administrative effort.

Which data connector type should you use for each workload? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:
Explanation:
Reference:

https/docs.microsoft.com/en-us/azure/sentinel/connect-office-365
https/docs.microsoft.con/en-us/azure/sentinel/connect-syslog

NEW QUESTION # 372
Youneed to meet the Microsoft Sentinel requirements for collecting Windows Security event logs. What should you do? To answer,
select the appropriate options in the answer are a. NOTE Each correct selection is worth one point.

Answer:

Explanation:

NEW QUESTION # 373
You have a Microsoft 365 subscription that uses Microsoft Purview and Microsoft Tears.
You have a team named Teaml that has a project named Project 1.



You need to identify any Project] files that were stored on the team site of Teaml between February 1, 2023, and February 10,

2023.

‘Which KQL query should you run?

A
B.
C.
D.

Answer: B

NEW QUESTION # 374
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