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Topic 1
Project Management: This domain is aimed at an IT Project Manager and encompasses planning,
executing, and controlling IT projects. It includes managing scope, time, cost, quality, and risks, applying
project methodologies, engaging stakeholders, and delivering projects that meet business requirements.

Topic 2

IT Strategy: This section of the exam measures the skills of an IT Strategy Manager and covers the
development and alignment of IT strategy with business objectives. It emphasizes creating strategic plans to
support organizational goals, understanding emerging technologies, and ensuring that IT investments
contribute to competitive advantage and operational efficiency.

Topic 3

Information Security Management: This section targets an Information Security Manager and focuses on
protecting information assets from threats. It covers policy development, security controls implementation,
incident response, data protection, and compliance with legal and regulatory requirements to maintain
confidentiality, integrity, and availability.

Topic 4

Business Continuity Management: This section measures the skills of a Business Continuity Manager and
covers planning and implementing strategies to ensure IT availability and resilience during disruptions. It
includes risk assessment, disaster recovery planning, backup procedures, and testing to minimize business
impact.

Topic 5
Risk Management: This domain evaluates the capabilities of an IT Risk Manager and involves identifying,
assessing, and mitigating IT-related risks. It addresses developing risk frameworks, compliance
management, and proactive measures to safeguard IT assets and operations.

Topic 6

Application Management: This section of the exam evaluates an Application Manager’s skills in overseeing
the lifecycle of IT applications. It covers application development support, maintenance, upgrades, user
support, and ensuring that applications meet functional and performance standards aligned with business
needs.

Topic 7

Vendor Selection
Management: This section measures the expertise of a Vendor Manager and covers the process of
selecting and managing third-party providers. It addresses evaluating vendor capabilities, negotiating
contracts, monitoring performance, and maintaining productive relationships to ensure service quality and
value.

EXIN EPI Certified Information Technology Manager Sample Questions
(Q35-Q40):
NEW QUESTION # 35 
Little to no budget is available for hiring new staff for the IT service desk. What is the ideal method of sourcing knowing that little
time is available?

A. Internal IT staff based on a SWOT analysis
B. Word of mouth
C. Internet job board
D. Recruitment agency

Answer: C

Explanation:
Given the constraints oflittle to no budgetandlimited time,internet job boardsare the ideal sourcing method. They are cost-effective
(often free or low-cost), allow quick posting of job openings, and reach a wide pool of candidates, enabling rapid hiring.
Word of mouth (A) is informal and may not yield qualified candidates quickly. Internal IT staff based on SWOT analysis (B) is not a
standard recruitment method and takes time to analyze. Recruitment agencies (D) are expensive and slower due to their processes,
making them unsuitable for low-budget, urgent hiring.
Reference:EPI CITM study guide, under IT Organization, likely discusses recruitment strategies for IT staff, emphasizing cost-
effective methods like job boards. Check sections on human resource management or staffing.



NEW QUESTION # 36 
The introduction of a security awareness program has resulted in a quick decrease in security incidents. Eight months later, security
incidents are showing a sudden increase, and the blame is put on a non-functioning security awareness program. What is most likely
the cause?

A. Scope of the program is too narrow, not covering all areas of interest
B. Message materials are few and static, and renewal is not taking place
C. Insufficient budget
D. Lack of resources for instructor-led sessions

Answer: B

Explanation:
Security awareness programs require ongoing engagement to remain effective. If security incidents decrease initially but increase after
eight months, the most likely cause is thatmessage materials are few and static, and renewal is not taking place(C). Static content
becomes outdated or ignored over time, reducing its impact. Regular updates, new campaigns, and varied delivery methods (e.g.,
videos, quizzes) are essential to maintain employee awareness and adapt to evolving threats, as perISO/IEC 27001orNISTsecurity
awareness guidelines.
* Insufficient budget (A):While budget constraints could limit program scope, there's no evidence in the scenario to suggest this is the
primary issue.
* Scope too narrow (B):A narrow scope might limit effectiveness initially, but the initial success suggests the scope was adequate;
the issue is sustaining engagement.
* Lack of resources for instructor-led sessions (D):Instructor-led sessions are one delivery method, but the core issue is likely
outdated content rather than delivery format.
Reference:EPI CITM study guide, under Information Security Management, likely discusses security awareness program
maintenance, emphasizing the need for regular content updates. Refer to sections on security awareness or human factors in security.

NEW QUESTION # 37 
Senior management requests a service requirement analysis to justify the need for a vendor. During the analysis, it is concluded that
the internal IT provider has insufficient manpower and lacks the skills to deliver the work required. Which gaps are identified?

A. Technical and organizational
B. Financial and organizational
C. Financial and technical

Answer: A

Explanation:
The analysis identifiesinsufficient manpower(a staffing issue) andlack of skills(a capability issue) within the internal IT provider. These
gaps correspond toorganizational(manpower, related to staffing and resource allocation) andtechnical(skills, related to expertise and
technical capabilities) deficiencies (B).
* Financial and organizational (A):Financial gaps (e.g., budget constraints) are not mentioned in the scenario.
* Financial and technical (C):Financial issues are not indicated; the focus is on manpower and skills.
According tovendor management frameworks, identifying gaps in internal capabilities (e.g., staffing and technical expertise) justifies
outsourcing to a vendor to fill these deficiencies.
Reference:EPI CITM study guide, under Vendor Selection/Management, likely covers service requirement analysis and gap
identification. Check sections on vendor justification or capability assessment.

NEW QUESTION # 38 
The new social media platform is multi-media supported and will generate a large volume of raw data. The marketing department has
a need for advanced analysis of this data. Which data management technology applies best?

A. Master Data Management (MDM)
B. Big Data Analysis
C. Online Analytical Processing (OLAP)
D. Digital Asset Management (DAM)

Answer: B



Explanation:
The scenario describes a social media platform generating alarge volume of raw data(e.g., user interactions, multimedia content) and
a need foradvanced analysisby the marketing department.Big Data Analysis(D) is the best technology, as it handles large,
unstructured datasets and uses advanced techniques (e.g., machine learning, predictive analytics) to derive insights, such as user
behavior or campaign effectiveness.
* Master Data Management (MDM) (A):Focuses on managing core business data (e.g., customer records) for consistency, not
analyzing large raw datasets.
* Digital Asset Management (DAM) (B):Manages multimedia assets (e.g., images, videos) for storage and retrieval, not advanced
analysis.
* Online Analytical Processing (OLAP) (C):Supports multidimensional analysis of structured data but is less suited for unstructured,
large-scale social media data compared to big data tools.
Big Data Analysis aligns withIT strategyfor leveraging large datasets to drive business value, as per modern data management
frameworks.
Reference:EPI CITM study guide, under IT Strategy, likely discusses data management technologies, emphasizing big data for
advanced analytics. Refer to sections on data analytics or emerging technologies.

NEW QUESTION # 39 
During financial year closing, a processing error in a critical financial system occurs. Senior management demands a change to be
implemented in order to not further delay the business processes. Which sort of change is applied?

A. Emergency
B. Exceptional
C. Normal
D. Standard

Answer: A

Explanation:
InITIL(Information Technology Infrastructure Library), anemergency changeis implemented to address urgent issues that significantly
impact business operations, such as a processing error during financial year closing. Emergency changes are fast-tracked to restore
service or prevent further disruption, bypassing some standard change management processes while still requiring approval.
Normal changes (A) follow the full change management process, standard changes (B) are pre-approved and routine, and
exceptional (C) is not a standard ITIL term. Emergency change (D) fits the scenario of urgent action to avoid business delays.
Reference:EPI CITM study guide, under Service Management, likely references ITIL's change management processes, specifically
emergency changes. Refer to the section on ITIL change management or service operation.

NEW QUESTION # 40
......
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