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NEW QUESTION # 107 
Which secure coding best practice says to use a single application-level authorization component that will lock down the application
if it cannot access its configuration information?
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A. Session management
B. Communication security
C. Access control
D. Data protection

Answer: C

NEW QUESTION # 108 
Which secure coding practice requires users to log in to their accounts using an email address and a password they choose?

A. Authentication
B. Input Validation
C. Access Control
D. Data Protection

Answer: A

NEW QUESTION # 109 
Which type of security analysis is performed using automated software tools while an application is running and is most commonly
executed during the testing phase of the SDLC?

A. Manual code review
B. Dynamic analysis
C. Static analysis
D. Fuzz testing

Answer: B

Explanation:
Dynamic analysis is a security testing method that involves analyzing the behavior of software while it is running or in execution. It is
most commonly executed during the testing phase of the Software Development Life Cycle (SDLC). This type of analysis is used to
detect issues that might not be visible in the code's static state, such as runtime errors and memory leaks. Automated tools are
employed to perform dynamic analysis, which can simulate attacks on the application and identify vulnerabilities that could be
exploited by malicious actors.
: The information provided here is verified by multiple sources that discuss security automation in the SDLC and the role of dynamic
analysis during the testing phase123.

NEW QUESTION # 110 
Which category classifies identified threats that have some defenses in place and expose the application to limited exploits?

A. Threat Profile
B. Fully Mitigated Threat
C. Unmitigated Threats
D. Partially Mitigated Threat

Answer: D

NEW QUESTION # 111 
Which SDL security goal is defined as ensuring timely and reliable access to and use of information?

A. Information security
B. Integrity
C. Confidentiality
D. Availability

Answer: D



Explanation:
The term 'availability' in the context of Secure Software Development Lifecycle (SDL) refers to ensuring that systems, applications,
and data are accessible to authorized userswhen needed. This means that the information must be timely and reliable, without undue
delays or interruptions. Availability is a critical aspect of security, as it ensures that the software functions correctly and efficiently,
providing users with the information they need to perform their tasks.
References:
* The definition of availability as per the National Institute of Standards and Technology (NIST) Glossary1.
* The Microsoft Security Development Lifecycle (SDL) which emphasizes the importance of availability in secure software design2.
* General principles of Secure Software Development Life Cycle (SSDLC) that include availability as a key security goal3.
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