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Fortinet NSE 6 - FortiSIEM 7.4 Analyst Sample Questions (Q46-Q51):
NEW QUESTION # 46 
Refer to the exhibit. What is this rule attempting to match?

A. Excessive VPN logon failures from a source inside the home country.
B. Failed VPN logon attempts from three or more different outside countries.
C. Failed VPN logon events from a source outside the home country.
D. Failed VPN logon attempts from three or more different sources inside the home country.

Answer: C

Explanation:
The rule matches VPN logon failure events where the Source Country is not part of the GeoCountries group named My Home. The
aggregate condition requires at least three matching events grouped by Source IP and User, identifying repeated failed VPN logon
attempts from a source outside the home country.

NEW QUESTION # 47 
Refer to the exhibit. Why are some of the fields highlighted in red?

A. No Raw Event Log attribute information is available.
B. The Event Receive Time attribute is a valid choice to sort by.
C. Multiple unique values cannot be grouped.
D. The attribute COUNT(Matched Events) is an invalid expression.



Answer: C

Explanation:
The highlighted fields represent attributes that contain multiple unique values and therefore cannot be used together in a grouped
aggregation display in the current configuration.

NEW QUESTION # 48 
In an automation policy, which two methods can you use to notify analysts when an incident is triggered? (Choose two.)

A. Syslog
B. Pop-up window
C. FortiSIEM Case
D. Email

Answer: C,D

Explanation:
In FortiSIEM automation policies, analysts can be notified of triggered incidents through FortiSIEM Case (which creates and assigns
a case for follow-up) and Email notifications (which send alerts directly to recipients). These methods ensure prompt awareness and
response to security events.

NEW QUESTION # 49 
Refer to the exhibit. Which two things that happen when this automation policy triggers? (Choose two.)



A. A clear notification is sent to the SOC manager dashboard.
B. An email is sent to the defined email.
C. A remediation script is run.
D. No notification or remediation is performed.

Answer: B,C

Explanation:
The automation policy has Send Email/SMS/Webhook to the target users enabled, so an email notification is sent. It also has Run
Remediation/Script enabled, so the configured remediation script is executed when the policy triggers.

NEW QUESTION # 50 
Refer to the exhibit.



If a rule containing the automation policy shown in the exhibit triggers, what will happen?

A. Associated source IP addresses will be blocked on devices in the Network CMDB group.
B. Associated source IP addresses will be blocked on devices in the Aviation organization.
C. Associated source IP addresses will be blocked on all FortiGate firewalls.
D. Associated source IP addresses will be blocked on two FortiGate firewalls.

Answer: D



Explanation:
The automation policy is configured to run a remediation script named "Fortinet FortiOS - Block Source IP FortiOS via API". It
specifies enforcement on two FortiGate devices: FortiGate508 and FortiGate90D. Therefore, associated source IP addresses will
be blocked on those two FortiGate firewalls only.
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