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Palo Alto Networks Certified Network Security Engineer Exam 38 78 PCNSE
B (Q365-Q370):

A #365
Which three statements accurately describe Decryption Mirror? (Choose three.)

¢ A. Decryption, storage, inspection, and use of SSL traffic are regulated in certain countries.

¢ B. Decryption Mirror requires a tap interface on the firewall

¢ C. You should consult with your corporate counsel before activating and using Decryption Mirror in a production
environment.

¢ D. Only management consent is required to use the Decryption Mirror feature.

¢ E. Use of Decryption Mirror might enable malicious users with administrative access to the firewall to harvest sensitive
information that is submitted via an encrypted channel

Ef#: A. C. E

A :

Decryption Mirror is a feature that allows a Palo Alto Networks firewall to send a copy of decrypted traffic to an external security
device or tool for firther analysis. The potential risk associated with Decryption Mirror is that if the firewall administrator's
credentials are compromised, a malicious user could potentially access sensitive decrypted information. Hence, it's advised to be
cautious and ensure proper handling of this feature.

Additionally, laws and regulations regarding the decryption, storage, inspection, and use of SSL/TLS encrypted traffic vary by
country and industry. It is crucial to ensure compliance with relevant laws and best practices when using Decryption Mirror. This
often requires consultation with corporate legal counsel to understand the implications and ensure that the use of such features does
not violate privacy laws or regulatory requirements.

The need for administrative consent and the legal implications of using Decryption Mirror features are outlined in Palo Alto
Networks' "PAN-OS® Admunistrator's Guide" and best practice documentation. It is not specifically required to have a tap
nterface to use Decryption Mirror, which elimnates option A. Option C is incorrect because it is not just management consent but
legal compliance that needs to be considered.

B #366

A firewall is configured with SSL. Forward Proxy decryption and has the following four enterprise certificate authorities (Cas) i
Enterprise- Trusted-CA; which is verified as Forward Trust Certificate (The CA is also installed in the trusted store of the end-user
browser and system ) ii. Enterprise- Untrusted-CA, which is verified as Forward Untrust Certificate iii. Enterprise-Intermediate-CA
iv. Enterprise-Root-CA which is verified only as Trusted Root CA An end-user visits https /www example-website cony with a
server certificate Common Name (CN) www example-website com The firewall does the SSL Forward Proxy decryption for the
website and the server certificate is not trusted by the firewall The end-user's browser will show that the certificate for
www.example-website.com was issued by which of the following?

A. Enterprise-Intermediate-CA which was. in turn, issued by Enterprise-Root-CA
B. Enterprise-Untrusted-CA which is a self-signed CA

C. Enterprise-Trusted-CA which is a self-signed CA

D. Enterprise-Root-CA which is a self-signed CA

Ef: C

M #367
In High Availability, which nformation is transferred via the HA data link?

e A. User-ID information
e B. HA state information
e (. heartbeats

e D). session nformation



Explanation/Reference:
Reference: httpsy//www.paloaltonetworks.com/documentation/80/pan-os/pan-os/high-availability/ha- concepts/ha-links-and-
backup-1links

R #368
An engineer configures SSL decryption in order to have more visibility to the internal users' traffic when it is regressing the firewall
Which three types of interfaces support SSL Forward Proxy? (Choose three.)

A. Layer

B. Virtual Wire

C. Tap

D. High availability (HA)
E. Layer 3

IEf#: A. B. E

AR :

SSL Forward Proxy is a feature that allows the firewall to decrypt and inspect outbound SSL traffic from internal users to external
servers1. The firewall acts as a proxy (MITM) generating a new certificate for the accessed URL and presenting it to the client
during SSL handshake2.

SSL Forward Proxy can be configured on any interface type that supports security policies, which are Layer 2, Virtual Wire, and
Layer 3 nterfaces1. These interface types allow the firewall to apply security profiles and URL filtering on the decrypted SSL traffic.

M #369
A custorrer is replacing its legacy remote-access VPN solution Prisma Access has been selected as the replacement During
onboarding, the following options and licenses were selected and enabled:

The customer wants to forward to a Splunk STEM the logs that are generated by users that are connected to Prisma Access for
Mobile Users Which two settings must the customer configure? (Choose two)

e A. Configure Cortex Data Lake log forwarding and add the Splunk syslog server

¢ B. Configure Panorama Collector group device log forwarding to send logs to the Splunk syslog server

¢ C. Configure a log forwarding profile and select the Panorama/Cortex Data Lake checkbox Apply the Log Forwarding
profile to all of the security policy rules in Mobile User Device Group

¢ D. Configure a Log Forwarding profile, select the syslog checkbox and add the Splunk syslog server Apply the Log
Forwarding profile to all of the security policy rules in the Mobiie_User Device Group

Eﬁ: B\ D

B #370
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