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HE#77

A customer needs to prevent attackers from hijacking their domain/IP and redirecting users to a malicious site through a man-in-the-
middle attack.

‘Which solution should this customer use?

A. Cloud Identity-Aware Proxy
B. Cloud Armor

C. VPC Flow Logs

D. DNS Security Extensions
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Explanation/Reference: https://cloud.google.comblog/products/gep/dnssec-now-available-in-cloud-dns

HEE #78

Your organization is using GitHub Actions as a continuous integration and delivery (CV/CD) platform. You must enable access to
Google Cloud resources from the CI/CD pipelines in the most secure way.

‘What should you do?

A. Configure a Google Kubernetes Engine cluster that uses Workload Identity to supply credentials to GitHub.
B. Create a service account key and add it to the GitHub pipeline configuration file.

C. Create a service account key and add it to the GitHub repository content.

D. Configure workload identity federation to use GitHub as an identity pool provider.

HE: D

Y.

Challenge:

Ensuring secure access to Google Cloud resources from GitHub Actions CI/CD pipelines without directly managing service account
keys.

Workload Identity Federation:

Allows for the delegation of access to Google Cloud resources based on federated identities, such as those from GitHub.
Benefits:

This approach eliminates the need to manage service account keys, reducing the risk of key leakage.

It leverages GitHub's identity provider capabilities to authenticate and authorize access.

Steps to Configure Workload Identity Federation:

Step 1: Create a workload identity pool in Google Cloud.

Step 2: Add GitHub as an identity provider within the pool.

Step 3: Configure the necessary permissions and bindings for the identity pool to allow GitHub Actions to access Google Cloud
resources.

Step 4: Update the GitHub Actions workflow to use the identity federation for authentication.

Reference:

Workload Identity Federation

Configuring Workload Identity Federation with GitHub

HE#T79

Your company has been creating users manually in Cloud Identity to provide access to Google Cloud resources. Due to continued

growth of the environment, you want to authorize the Google Cloud Directory Sync (GCDS) instance and integrate it with your on-
premises LDAP server to onboard hundreds of users. You are required to:

Replicate user and group lifecycle changes from the on-premises LDAP server in Cloud Identity.

Disable any manually created users in Cloud Identity.

You have already configured the LDAP search attributes to include the users and security groups in scope for Google Cloud. What
should you do next to complete this solution?

e A. 1. Configure the LDAP search attributes to exclude manually created Cloud Identity users not found in LDAP.
2. Set up a recurring GCDS task.

¢ B. 1. Configure the LDAP search attributes to exclude manually created Cloud identity users not found in LDAP.
2. Run GCDS after user and group lifecycle changes.

e C. 1. Configure the option to delete domain users not found in LDAP.
2. Run GCDS after user and group lifecycle changes.

e D. 1. Configure the option to suspend domain users not found in LDAP.
2. Set up a recurring GCDS task.

He:. D

EE #80
You are a Security Admmnistrator at your organization. You need to restrict service account creation capability within production
environments. You want to accomplish this centrally across the organization. What should you do?



A. Use organization policy constraints/iam.disableService AccountKeyCreation boolean to disable the creation of new service
accounts.

B. Use organization policy constraints/iam disableServiceAccountK eyUpload boolean to disable the creation of new service
accounts.

C. Use organization policy constraints/iam.disableServiceAccountCreation boolean to disable the creation of new service
accounts.

D. Use Identity and Access Management (IAM) to restrict access of all users and service accounts that have access to the
production environment.

HE: C

Y.

You can use the iam disableService AccountCreation boolean constraint to disable the creation of new service accounts. This allows
you to centralize management of service accounts while not restricting the other permissions your developers have on projects.
https/cloud.google.com/resource-manager/docs/organization-policy/restricting-service- accounts#disable service account_creation

HAE #81

What are the steps to encrypt data using envelope encryption?
A.Generate a data encryption key (DEK) locally.

* Use a key encryption key (KEK) to wrap the DEK.

* Encrypt data with the KEK.

* Store the encrypted data and the wrapped KEK.
B.Generate a key encryption key (KEK) locally.

* Use the KEK to generate a data encryption key (DEK).
* Encrypt data with the DEK.

* Store the encrypted data and the wrapped DEK.
C.Generate a data encryption key (DEK) locally.

* Encrypt data with the DEK.

* Use a key encryption key (KEK) to wrap the DEK.

* Store the encrypted data and the wrapped DEK.
D.Generate a key encryption key (KEK) locally.

* Generate a data encryption key (DEK) locally.

* Encrypt data with the KEK.

* Store the encrypted data and the wrapped DEK.

He:
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Explanation/Reference: https://cloud.google.comkms/docs/envelope-encryption
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